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METOOWYECKUA OOKYMEHT
METOAOUKA OLEHKWU YITPO3 BE3OMNACHOCTU UH®OPMALUA
1. O6LwKe nonoxeHus
1.1. Hacrosmas Mertoauka oOlLeHKH yrpo3 Oe3zomacHocTH uH(popMmanmu (nanee - Metoauka)
pa3paboraHa B cooTBeTCTBMM ¢ HoiamyHkToM 4 myHkTa 8 Ilonmoxenus o depepanpHol ciy)Oe 1O

TEXHUYECKOMY M OKCIIOPTHOMY KOHTpPOJIIO, YTBEpKIAEHHOro Yka3oMm Ilpesunmenra Poccuiickoin
®enepanuu ot 16 aBrycra 2004 r. N 1085.

1.2. MeToauka onpeaenser NopsiIoK U coJiepkaHue paboT Mo onpeAeNeHuIo yrpo3 0€301acHOCTH
uH(popMalnnu, peanusanvs (BOZHUKHOBEHHE) KOTOPBIX BO3MOKHA B HH(POPMAIIMOHHBIX CHUCTEMaXx,
ABTOMATU3MPOBAHHBIX CHUCTEMaX YIPaBJICHUSA, HH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETSIX,
MH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX ~ UHQPACTPYKTYypax IIEHTPOB OOpabOTKM JAHHBIX U
00nayHbIX WHEOPACTPYKTypax (Hajmee - CHUCTEMBI M CETH), a TakkKe IO pa3paboTke Mojeneil yrpos
0e30macHOCTH HH(POPMAIIMHA CUCTEM U CETEH.

1.3. Meronuka npuMeHsIeTCs Ul ONpeesieHus yrpo3 0e30MmacHOCTH MH(OpMaIny, pealn3amus
(BO3HMKHOBEHHE) KOTOPBIX BO3MOXKHA B CHCTEMaxX W CETSIX, OTHECEHHBIX K TOCYNapCTBEHHBIM H
MYHUIUTATBHBIM HHPOPMALMOHHBIM CUCTEMaM, HHPOPMALMOHHBIM CUCTEMaM MEePCOHAIbHBIX JaHHBIX,
3HaYUMbIM OOBEKTaM KpUTHYECKOW HH(popMarmonHo HHPpacTpykTypbl Poccuiickoit ®enepanumu,
WHPOPMAIIMOHHBIM ~ CHCTEMaM  yINPABIEHUS TPOU3BOICTBOM, HCIOJIB3yEMbIM  OpPTaHHU3ALUIMHU
000POHHO-IIPOMBIIIUICHHOTO KOMIJIEKCa, ABTOMATH3UPOBAHHBIM crcTeMam YIpaBJICHUS
IPOM3BOACTBCHHBIMH M TEXHOJOTMYECKUMH TIpOIecCaMd Ha KPUTHYECKH BAXKHBIX OOBEKTaX,
MOTEHIUAIFHO OMAaCHBIX 00BEKTaX, 0OBEKTAX, MPEACTABISIONINX TOBBIIICHHYIO ONACHOCTh JUISl KU3HH
U 37I0pOBBS JIIOJCH U AT OKpYXKAroIed NPUPOTHON Cpebl.

B uHBIX ciyyasix pelieHue o NMPUMEHEHHH HacTosmed MeTOIMKH MpUHUMAeTCs 00JiagaTesiMu
nH(pOpMalLlMU WIN ONlepaTOpaMH CUCTEM U CETEH.

1.4. B nokymeHTe He pacCMaTpUBAIOTCS METOAMUYECKUE MOAXOAbI 110 OIIEHKE YyTpo3 0€301acHOCTH
nH(poOpMaIy, CBSI3aHHBIX C HapyIIeHHEeM O0e30MacHOCTH MHUGPOBATBHBIX (KpUNTOTpadhUUECKHX)
CPEACTB 3alUThl WHPOPMALMU, a TaKXKE YIpO3, CBI3aHHBIX C TEXHUYECKUMH KaHAJIAMHU YTEYKH
uHpOpMaInH.

1.5. Meronuka OpHEHTHUpPOBaHA Ha OIICHKY aHTPONOTCHHBIX Yrpo3 0€30MacHOCTH HH(pOpMAIHH,
BO3HHUKHOBEHHE KOTOPBIX OOYCIIOBIICHO JACHCTBUSMH HAPYIIUTEIICH.

1.6. Ha ocHoBe Hactosimieii MeToIuku MOTYT pa3pabaThIBaThCsl OTpaciieBble (BEIOMCTBEHHBIE,
KOpPIIOPAaTUBHbBIE) METOJMKU OLEHKH YIrpo3 O0e30MacHOCTH HWH(POPMALUHU, KOTOPbIE YUYHUTHIBAIOT
0COOEHHOCTH (YHKLIMOHUPOBAHUS CHCTEM M CEeTe B COOTBETCTBYIOIEH OOJACTH JAEATEIbHOCTH.
PazpabaTbiBaeMble  OTpaciieBble (BEIOMCTBEHHBIC, KOPIIOPAaTHUBHBIE) METOIUKHA OIGHKH YIpo3
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0€e30IacHOCTH I/IH(I)OpMaI_[I/II/I HE JOJIKHBI IIPOTUBOPCYHUTD IMOJIOKCHUAM HacTosIeit MeToauKu.

1.7. B MeToauke HCIONB3YIOTCS TEPMHUHBI U OMPEICIICHHUs, PUBEICHHBIE B MPUIOXKEHUU | K
HaCTOSIHIGfI MCTOIII/IKG, a TaKXXC TCPMHHBI U OINPCACIICHHA, YCTAHOBJICHHBLIC 3aKOHOAATCILCTBOM
Poccuiickoit ®enepanmu ¥ HAIMOHAIBHBIMH CTaHJApTaMH B 00JacTW 3alUThl WHGOPMAIMUA U
obecrieueHnss THPOPMAITMOHHOM O€30TaCHOCTH.

1.8. TlomoxeHuss HacTosmerd MeETOAMKH TPUMEHSIOTCS Ui OLECHKH Yrpo3 0e30MacHOCTH
nH(pOpMallMM B CHUCTEMaX M CETSX, pPellleHHe O CO3JaHHHM WJIM MOJEPHU3AIMU (Pa3BUTHUH) KOTOPBIX
MIPUHSATO MOCIE AaThl €€ YTBEPKICHHUS, a TAKXKE B IKCILUTYaTUPYEMbIX CHCTEMaX U CETSX.

Monenu yrpo3 6e30nacHOCTH HHGOPMAIIUU CUCTEM U CETEH, pa3paboTaHHbBIE U YTBEPKIACHHBIC 10
YTBCp)KIICHI/Iﬂ HaCTOﬂHIefI MCTOI[I/IKI/I, npononma}oT I[GﬁCTBOB&TI: n 1noagjiexar W3MCHCHHUIO B
COOTBETCTBUM C HacTosimed MeToaukoil npu pa3BUTUHM (MOAEPHU3ALIMN) COOTBETCTBYIOIUX CUCTEM U
CeTen.

B cBs3u ¢ yTBepKA€HUEM HACTOSIEr0 METOJUYECKOr0 JOKYMEHTa HEe MPUMEHSIOTCS JUIsl OLIEHKU
yrpo3 Oe3omacHocTd UHpoOpManuu MeTonuka OmpeeNeHuss akTyalbHbIX Yyrpo3 0e30MacHOCTH
MEPCOHATBHBIX JAHHBIX MPU MX 00pabOTKE B MH(POPMALMOHHBIX CHUCTEMAax IMEPCOHAIBHBIX TAHHBIX
(D®CTIK Poccun, 2008 r.) 1 MeTtoanka onpeeseHnst akTyalbHBIX yrpo3 0e30MacHOCTH HH(OpMAIHH B
KJIFOUEBBIX cUcTeMax MHpopmanonHoi undpactpykrypsl (PCTIK Poccun, 2007 r.).

2. Mopsapok oueHKU yrpo3 6esonacHocT MHopMaLmum

2.1. Ouenka yrpo3 0e30macHOCTH WH(MOPMALMKA TPOBOJUTCS B MEISAX OMPEACICHUs Yrpo3
0e30macHOCTH MH(POPMALIUH, pean3anus (BOSHUKHOBEHHE) KOTOPHIX BO3MOXKHA B CHCTEMAaxX M CETAX C
3aJJaHHON apXHUTEKTYpOW W B YCIOBHUSX HMX (YHKIMOHHPOBAHUS - aKTYaIbHBIX yrpo3 O€301MacHOCTH
nH(popmanuu.

2.2. OCHOBHBIMH 3ala4yaMi, pC€HIa€MbIMH B XOAC€ OLICHKU YT'PO3 0€e30macHOCTH I/IH(I)OpMaI_II/II/I,
SABJIAKOTCA:

a) OIpeAelICHUE HEraTUBHBIX IMOCJIEACTBHM, KOTOpPblE MOTYT HACTYNUTh OT pealu3aluu
(BO3HUKHOBEHUST) Yrpo3 6€30macHOCTH HHPOPMALINH;

0) MHBEHTApHU3alUs CUCTEM U CETEH W ONpejelIeHHe BO3MOXHBIX OOBEKTOB BO3JCHCTBHS yIpo3
0e30macHOCTH HH(POPMAIINH,

B) ONpeAeieHHEe HCTOYHUKOB YyIpo3 0e30MacHOCTH HHGPOpPMAalUUd M OLIEHKAa BO3MOXHOCTEH
HapyIluTenei o peaau3anuy yrpo3 6e30nacHOCTH HHPOPMaLIUY;

I') OLIEHKa CIIOCO00B peaun3anuy (BOSHUKHOBEHHS) YIpo3 0e30macHoCcT! HH(opMaIim;

JI) OIICHKa BO3MOXKHOCTH peaiu3anvd (BOSHUKHOBEHHS) yrpo3 0e30MacHOCTH HHGOpMAIMH U
OIIpEJICJIEHUE aKTyalIbHOCTH YTpo3 0€30MacHOCTH HH(OPMALIUH;

€) OILICHKA CIICHAPHUEB pPealln3alliu yrpo3 6€30macHOCTH HHPOPMAIIUK B CHCTEMAaX U CETSX.
2.3. MlcxonHBIMH JaHHBIMU AJIs1 OILIEHKH YTpo3 0€30MacHOCTH WH(OPMALIUY SBISIOTCS:

a) o0muil nepevyeHp yrpo3 6e30nmacHOCTH MH(GOpPMAIMH, COJEpKaIluiics B OaHKe JaHHBIX yrpo3
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6e3onacHoctu uHpopmanuu @CTIK Poccun (bdu.fstec.ru), Monenu yrpo3 6ezonacHoctu HHGOpMaIuy,
paspabarbiBaemble PCTOK Poccum B cooTBeTcTBMM ¢ HOANYHKTOM 4 nyHkra 8 [lomoskeHus o
@denepanbHOl CiTy’)k0e TIO TEXHHUYECKOMY M JKCIOPTHOMY KOHTPOJIO, YTBEPXKICHHOTO YKa3oM
[Ipesunenta Poccuiickoit ®enepanmu ot 16 asrycra 2004 r. N 1085, a Taxke oTpacieBbie
(Be1OMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIETH YIpo3 6€30MacHOCTH HH(OpMaLInK;

0) onrcanust BEKTOPOB (11a0JI0HBI) KOMITBIOTEPHBIX aTaK, CoJep)Kamuecs B 0a3ax JaHHBIX ¥ MHBIX
uctouHukax, onyonukoBaHHbix B cetu "HurepHer" (CAPEC, ATT&CK, OWASP, STIX, WASC u

p.);

B) JIOKyMEHTAIIMsI HA CUCTEMbI M CETH (a MMEHHO: TeXHHYECKOE 3aJaHue Ha CO3[aHHe CHUCTEM U
ceTel, YacTHOE TEXHMYECKOe 3aJaHie Ha CO3JaHHWE CHCTEMBl 3allUTHl, IPOrpaMMHas
(KOHCTPYKTOpCKasi) M SKCIUTyaTallMOHHAsl (PYKOBOJACTBA, MHCTPYKLHMHU) JOKYMEHTAILUs, COJEprKalias
CBEICHUS O HA3HAYEHUU M (QYHKLUUAX, COCTAaBE U AapXUTEKType CHCTeM M CceTed, O TIpymnnax
M0JIb30BaTENe U YPOBHE UX MOJHOMOYMI U THUMAX J0OCTYyINa, O BHEUIHUX U BHYTPEHHUX MHTep(eiicax, a
TaK)Ke UHBIC TOKYMEHTHI Ha CUCTEMBI M CETH, pa3paboTKa KOTOPHIX MPEeAyCMOTpeHa TPeOOBAHUSAMH T10
3anmure HHpopmanuu (o0ecrieyeHnIo 6e30MacHOCTH) WM HAIMOHAJIBHBIME CTaH/IapTaMH );

I) JOrOBOpbI, COIVIALICHWS WJIM HHbIE JOKYMEHTBI, COJEp)KalllMe YCIOBUS HCIOJIb30BaHUS
MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHOM  HMH(PAcTpyKTyphl LEHTpa oOpaOOTKM JNaHHBIX WU
001a4yHOl MH(PACTPYKTYphI OCTABLIMKA YCIYT (B cilyyae ()yHKLIMOHUPOBAHUS CUCTEM U ceTell Ha Oa3e
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOW ~ MH(PacTpyKTyphl IIeHTpa OOpaOOTKM JaHHBIX WU
o0aqHoi UHGPACTPYKTYPHI);

J) HOpMaTWBHBIC IMpaBOBblie akThl Poccuiickoit @Pexepannu, B COOTBETCTBUU C KOTOPBHIMU
CO3MAIOTCS M (DYHKIIMOHUPYIOT CHCTEMBI M CETH, COAEp)Kallhue B TOM YHCIE OIMCAHWE Ha3HAuYCHMUS,
3an1a4 (pyHKIUI) cucTeM U ceTel, cocTaB oOpadaTeiBaeMOi HH(GOPMAIIUU U €€ TPABOBOM PEKUM;

€) TEeXHOJIOTUYECKUE, TPOU3BOJCTBEHHBIE KApThl WJIM UHbIE JOKYMEHTHI, COJEpIKAIUE ONMHCAHUE
yOpPaBICHUYECKUX, OpPraHU3alMOHHBIX, TPOU3BOJACTBEHHBIX M  HMHBIX OCHOBHBIX  IPOIIECCOB
(Ou3Hec-TpoIlecCOB) B paMKaxX BBHIMOTHEHHs] (PyHKIMN (TOTHOMOYMI) WM OCYIIECTBICHHS BHJIOB
JesTeIbHOCTH 00agaTess uHdopMaIyy, oreparopa (Jajnee - OCHOBHbIE (KPUTUYECKHE) TPOLIECCHI);

JK) pe3yNibTaThl OIEHKH PHUCKOB (ymiepOa), MpoBeIeHHOW obiaaareneM HHPOpPMAUU ¥ (KITH)
OIIEPaTOPOM.

VKa3zaHHbIE HCXOJHBIE JJAaHHBIE MOTYT YTOYHSTHCS WM JOMIOJHATHCA C y4€TOM OCOOCHHOCTEH
00J1aCTH JeSATETbHOCTH, B KOTOPOH (PyHKIIMOHUPYIOT CUCTEMBI U CETH.

2.4. Ouenka yrpo3 0e30macHOCTH MH(OpManK JOHKHA HOCUTh CHCTEMAaTHUECKUH XapakTep U
OCYIIECTBIISITHCS KaK Ha 3Tare CO3JaHHUs CUCTEM U CeTeH, TaK U B XOJI€ UX IKCIUTyaTallH, B TOM YHCIe
IpU pa3BUTHM (MOJEpHM3aLMM) cucTeM U cered. CucTeMaTHYEeCKHM MOAXOJ K OLEHKE YIrpo3
0e30macHOCTH WH(POPMAIIUY TIO3BOJIUT TIOJICPKUBATh aJIeKBATHYIO U 3(P(PEKTUBHYIO CHCTEMY 3aIllUTHI B
YCIOBHUAX HW3MEHEHMs Yrpo3 0Oe3omacHOCTH HHGoOpMalMd M HH(MOPMALMOHHBIX PECYpCOB U
KOMIIOHEHTOB CHCTEM WU ceTei. YdueT u3MeHeHMH yrpo3 Oe3zomacHocTH HHPopManuu 00ecreuuT
CBOEBPEMEHHYIO BBIPA0OTKY a/IeKBaTHBIX M 3(h(PeKTUBHBIX Mep Mo 3amuTe nHpopMalu (00eCcIeYeHNIO
0€30MMacHOCTH) B CUCTEMAaX H CETSX.

2.5. Ha sramne co3iaHus CUCTEM M CETel OIleHKa yrpo3 0e30macHOCTH MHPOpMAIMU IPOBOJUTCS
Ha OCHOBE HUX MpEANojaraéMblX apXUTEKTypbl M YCJIOBUN (PYHKIMOHHUPOBAHUS, OINpPENEICHHBIX I10
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pe3yNbTaTaM M3y4YeHHs M aHallu3a UCXOTHBIX JaHHBIX HAa HUX. B X0Jle SKCIUTyaTalui CUCTEM U CEeTel, B
TOM YHCJIE TIPH Pa3BUTUU (MOJCPHU3AIMH) CUCTEM M CETeH, OIIEHKa yrpo3 0e30MacHOCTH UHPOpPMALUU
MPOBOJUTCS JJISi pEalbHOW AapXHUTEKTYphl CHCTEM W CeTell W YCIOBHH HUX (YHKIMOHHPOBAHUS,
MOJIyYEHHBIX [0 pe3yjbTaTaM aHaju3a HWCXOJHBIX JAHHBIX, WHBEHTapHU3alMM HHPOPMAIIMOHHBIX
pecypcoB, aHamu3a yA3BUMOCTEH W (MJIM) TECTUPOBAHUS HA MPOHUKHOBEHHE CHCTEM U CETEH, a TakkKe
WHBIX METOJOB HCCIICJOBAHUI YpOBHS 3allUIICHHOCTH CHCTEM M CeTel W cojepiKalieiics B HHX
nH(pOpMaIIUU.

2.6. ITo pe3ynbTaTaM OIICHKH, IPOBEIEHHON B COOTBETCTBUU C HAcTOsAIIeH MeTonnKOM, JOIKHBI
OBITh BBISIBJICHBI aKTyaJbHbIE YIpO3bl 0€30MacHOCTH HHGpOpMAIMH, peaiu3anus (BO3HUKHOBEHHE)
KOTOPBIX MOJKET TPHUBECTH K HapyIICHUIO Oe30macHOCTH oOpabaThiBaeMOW B CHCTEMaxX W CETAX
uHpopManuu (HaApyHIEHUIO KOH(UACHLIUATBHOCTH, UEIOCTHOCTH, JOCTYNHOCTH, HEOTKa3ye€MOCTH,
MOJAOTYETHOCTH, AyTEHTHYHOCTH U JIOCTOBEPHOCTH MHGOpMAIMU U (UJIK) CPEACTB e€e¢ 00paboTKH) U
(M) K HapyLIEHHIO, PEKpaIlEeHUI0 (YHKIIMOHUPOBAHUS CUCTEM U CETeil.

Ha srane co3maHusi cUcTeM M ceTell pe3ysbTaThl OLIEHKH Yrpo3 0e30MacHOCTH WH(pOpMaluu
JIOJDKHBI OBITH HAIIPaBJICHBI HA 000CHOBaHME BHIOOpA OPraHU3alMOHHBIX M TEXHUYECKHX Mep 10 3aIIUTe
nHpopmanuu (obecriedeHnto 0e30MacHOCTH), a TaK)Ke Ha BHIOOP CPEICTB 3aIIUTHI MH(GOPMAIMHA U UX
(YHKIIMOHAJIBHBIX BO3MOXKHOCTEH.

Ha »rame OKCILTyaTaluu CUCTEM U ceTei PE3yJIbTaTbl OLICHKH YI'PO3 0e30macHOCTH I/IH(bopMaI_[I/II/I
JOJI?KHBI OBITH HaIlpaBJICHbI HAa OLICHKY 9(1)(1)6KTI/IBHOCTI/I MMPUHATBIX TCXHUYCCKHUX MCP, B TOM YHUCIIC
HCIOJIb3YCMBIX CPCACTB 3alIUThI I/IH(I)OpMaI_II/II/I.

2.7. Omuenka yrpo3 Oe3omacHOCTH WHGOPMAIMU TPOBOJUTCS MOJAPA3ICICHUEM 0 3aIlIUTe
nHpopManuy (OTACTHHBIMH CIIEUATUCTAMH, HA3HAYCHHBIMH OTBETCTBEHHBIMH 3a OOecleYeHne
3amuTel uHGopMaru (obecnieyeHre Oe3omacHOCTH)) oOnamarens WHOpMAIMKM WM OlepaTopa ¢
y4acTUEM TMOJpa3elieHui WM CHEeIHaTUCTOB, OTBETCTBEHHBIX 3a OJKCIUTyaTallMI0 CHUCTEM U ceTei
(UT-cnenuanucToB, CIEMUAINCTOB aBTOMAaTU3UPOBAHHBIX CUCTEM YIPAaBIEHUS, CIICIUATNCTOB CBSI3U U
1p.), OCHOBHBIX (Mpo(dUIBHBIX) Ogpa3iesieHui obnaaarens nHGopMau il oneparopa. Jist oueHku
yrpo3 0Oe3omacHOCTH WHQOpPMAIMKM [0 pEeHIeHHI0 obnaaarens WHQOpPMAIMK WM OIeparopa B
COOTBETCTBUM C 3aKOHOJATENbCTBOM Poccuiickonn ®enepanuu MOTyT NPHUBIEKAThCA CIIELHAINACTHI
CTOPOHHUX OPTaHMU3aLNN.

I[J'IH OLOCHKHU YI'PO3 0e30macHOCTH I/IH(l)OpMaHI/II/I PEKOMCHAYCTCA IIPUBJICKATh CICHOHUAINCTOB,
06J1ana}01u1/1x CJICAYIOIIUMHU 3HAHUAMHA U YMCHUSIMHU:

a) OCHOB OLIEHKU PHCKOB, a TAK)KE€ OCHOBHBIX PUCKOB OT HapylIeHUs (YHKIMOHUPOBAHUS CUCTEM
U ceTeil W HapyuleHus Oe3omacHOCTH oOpabarbiBaeMoil mHGpopManuu (nanee - MHGOPMAIOHHBIE
PUCKN);

0) yrpo3 6e3onmacHOCTH HHGOPMAIIMH B CIIOCOO0B MX peasin3aIiui (BOZHUKHOBEHUS );

B) TaKTUK M TEXHUK IPOBEICHHS KOMIBIOTEPHBIX aTaK (peaau3aluu Yrpo3 O0e30ImacHOCTH
nH(pOpMaIUN);

1") OCHOBHBIX THIIOB KOMITBIOTCPHBIX MHIUACHTOB U IMIPUYINH UX BOSHUKHOBCHHA,

J1) OCHOBHBIX YSI3BUMOCTEH CUCTEM U CETEeHl;
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€) HOPMAaTHUBHBIX MPABOBBIX AKTOB MO CO3aHUI0 U (DYHKIIMOHUPOBAHUIO CUCTEM U CETEH, 3alluTe
uHpopmanuu  (oOecreueHnu0 OE30MacHOCTH) B HHUX, OCHOBHBIX (KPUTHYECKHX) MPOIECCOB
(6busnec-mporeccoB) obmaaarens nHGopMaIK U (WIK) OrepaTopa;

) OIIEHUBATh WH(OPMAIIMOHHBIE PUCKH;

3) KJIacCUPUIMPOBATh U OLICHUBATh YIPO3bl 0€30MaCHOCTH HHPOPMAIIHH;

1) ONPENeNTh ClieHapUH (TaKTUKU, TEXHUKH) peau3aluu yrpo3 0e30MacHOCTH HH(pOpMaLIHH;
K) OMpeAeNsATh ICTOYHUKHU ¥ MPUYUHBI BOSHUKHOBEHHSI KOMITBIOTEPHBIX HHIIUICHTOB;

J'I) IMPpOBOAWUTL HWHBCHTAPU3AlIUKO CUCTEM U CeTeﬁ, aHaJIn3 yHSBHMOCTeﬁ, TCCTUPOBAHHUC Ha
IIPOHUKHOBCHUC CUCTCM U CeTeH C MCIOJb30BaHUEM COOTBCTCTBYIOIINX aBTOMATU3UPOBAHHBIX CPCACTB;

M) OIICHKY YPOBHSI 3aIIMIIIEHHOCTH (2yIUT) CUCTEM U CETeH U cojepiKamieiicss B HUX HH()OpMaIim.

2.8. Omnenka yrpo3 0e3omacHOCTH WH(OpPMAIMK TPOBOJIUTCA C HWCIOJIB30BAHUEM SKCIIEPTHOTO
Metona. B wuHTepecax cHIKEHHS CYOBEKTUBHBIX (DAaKTOpPOB IIpU OLIEHKE yrpo3 0Oe30macHOCTH
nH(pOpMallMd PEKOMEHAYETCS CO3[aBaTh OSKCIEPTHYIO Tpynmy. Pexomenmamuu mo (GpopMHpOBaHUIO
HKCHEPTHOMN TPYIIBI M IPOBEJCHUIO SKCIIEPTHOM OLIEHKH YIpo3 0€301MacHOCTH HH(OPMAIH TPUBEICHBI
B IIPWJIO’KEHUU 2 K HacTosield Meroauke.

2.9. Tlpu oueHke yrpo3 0e30MacHOCTH HH(POPMAIUK MOTYT HCIIOIB30BATHCS MPOTPAMMHBIC
CPE/CTBa, TIO3BOJISAIOIINE ABTOMATU3NPOBATh TAHHYIO JICSITEIbHOCTb.

Jns momydenusi (yTOUHEHHsI) OTACIBHBIX MCXOIHBIX JAaHHBIX (HAIpUMep, 0ObEKTOB BO3ICHCTBUS
1 uX uHTEepQENCcOoB, YSI3BUMOCTEH) B MHTEpecax OILEHKU Yrpo3 Oe3omacHOcTH MHGOpPMAIUU Ha dTare
JKCIUTyaTallid CUCTEM M CETEW MPUMEHSIOTCS aBTOMATU3UPOBAHHBIE CPEACTBA HUHBEHTAPU3ALUU CUCTEM
U CETEel, aHalIu3a YSI3BUMOCTEH, TECTUPOBAHMS HA NMPOHUKHOBEHHUE CUCTEM U CETEH, a TAK)KE WHBIE
CpEACTBA, UCIIOJIb3YEMBIE IS UCCIEAOBAHUI YPOBHS 3aIUIIEHHOCTH CUCTEM U CETEN U COJIEepIKALIEUCS
B HUX HH(popManuu.

2.10. B cmywae omnenku yrpo3 Oe3omacHocTH HWH(OpPMANMKM I CUCTEM M CETEH,
(GYHKIMOHMPYIOIMX Ha 0a3e MH()OPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON HHQPPACTPYKTYpbl LEHTpa
00pabOTKM JaHHBIX MM OONaYyHOM WHQPPACTPYKTYpHl, Yrpo3bl 0Oe30MmacHOCTH HH(OpMaIUH
OTIPENIENIAIOTCS KaK JUII CaMUX CHUCTEM U CeTeHd, TakK M Uil MH(OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHOM
MH(QPaACTPYKTYphl, HA KOTOPOH OHU (PYHKIMOHUPYIOT (PUCYHOK 1).
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& - MpaHKMLuE OUEHKW YIpos
Fid GesonacHoCTH RO paayK

Pucynok 1. Onenka yrpo3 6e3omacHocta HH()OpMAIUN
B nH(pOpMaMOHHOM HHPPACTPYKType Ha Oasze meHTpa
00pabOTKH JTaHHBIX

2.11. Ilpu pa3mMerieHuu cucteM M ceTedl Ha 0Oa3e MHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHON
UHPPACTPYKTYpHl IIEHTpa 0OpabOTKM NaHHBIX WM 00JauHOW WHQPACTPYKTYpHI, MpUHAIIEkKAIIEH
MOCTABIIUKY YCIYT, OIEHKAa yrpo3 O0€30MacHOCTH WH(POpPMAIMU MPOBOJUTCS ONEPaTOPOM BO
B3aMMOJICHCTBHH C TIOCTABITUKOM YCIIYT.

B cnyuae pa3memienusi cucteM u cereil Ha 0aze HMHPOPMAIMOHHO-TEICKOMMYHUKALIMOHHON
UHQPACTPYKTYpHl LIEHTpa O0OpabOTKH MaHHBIX HIW OO0Ja4YHON HHQPPACTPYKTYpBI, IS KOTOPOH
MOCTAaBIIMK YCIYyT HE OLCHWJI YIpo3bl 0€30MacHOCTH MH(YOPMALUU WIM HE NPEACTABUI Pe3yJIbTaThl
TaKOW OLIEHKH, OTIEePaTop MPH OLIEHKE Yyrpo3 0e30MacHOCTH MHPOPMALUU UCXOAUT U3 MPEANOI0KEHUS,
910 HWH(OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHAs HMH(pACcTpyKTypa LEeHTpa OOpabOTKH MTaHHBIX WU
oOnauHass WMHQpaACTpyKTypa, SBISIOMIascs cpeaod (yHKUMOHHPOBAHUS MJIsi €ro CUCTEM M CeTew,
MoJBEepKEHa  yrpo3aMm  0e3omacHOCTHM  HH(OpMalnuud  (CKOMIPOMETHPOBAHA  HApyIIUTEIEM C
MaKCHMaJbHBIM YPOBHEM BO3MOKHOCTEH).

2.12. Pe3ynbTaThl OLIGHKH YTpo3 Oe30MacHOCTH HHQPOpPMAIMH OTPAXKAIOTCS B MOJCIH YIPO3,
KOTOpasi TPEICTaBIseT COOOW ONMMCAHHE CHCTEM W CEeTeH M aKTyalbHBIX Yyrpo3 0e30macHOCTH
nH(popmanuu. PexoMmeHIyemasi CTpyKTypa MOJEIH yrpo3 0e30macHOCTH WH(OpMAIMK MPHUBEICHA B
MPUJIOKEHUHU 3 K HacTosen Meroauke.

2.13. Ilo pemenuto obGnaaarenss uHGOpPMALMM WM OIEpaTopa MOJelb yrpo3 0e30MmacHOCTH
uH(popMaluu pa3pabaTbiBaeTCs Kak Uil OTAEIBHOW CUCTEMBbl WM CETH, TaK W AN COBOKYIMHOCTH
B3aMMOJICHCTBYIOIIMX CUCTEM W ceTell omeparopa. [Ipu paspaboTke moaenu yrpo3 Oe3omacHOCTH
nHpOpMAaLKHU U OTAEIBHON CUCTEMBI M CETH, OHA JI0JDKHA COAEP)KaTh OMHMCAaHUE Yyrpo3 0€30MacHOCTH
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UHpOpPMAlIMH, aKTyalbHbIX AJIs HHPOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHONW MHPPACTPYKTYphl, Ha Oa3e
KOTOpPOM 3Ta CHUCTeMa WM CceThb (YHKIMOHHPYET, a TaKkkKe Yrpo3 0e30MacHOCTH HWHGOpMaluy,
CBSI3aHHBIX C MHTep(eiicaMyu B3aUMOJCHCTBUS CO CMEXKHBIMU (B3aMMOACHUCTBYIONIMMH) CUCTEMAMU H
CEeTSIMHU.

HomyckaeTcsi pazpaboTka OJHON MoOJENTH yrpo3 0e30macHOCTH HHGOPMAIMH I HECKOJIbKUX
OJTHOTHUITHBIX CO3JaBaeMbIX CUCTEM M ceTeil o0aaTens nH(GOpMaluy WK OrepaTopa.

2.14. Mopnenp yrpo3 0e30macHOCTH HHGOpPMALMU JOJDKHA TOAJIEPKUBATHCA B aKTyaJbHOM
COCTOSIHUH B Ipoliecce (yHKIIMOHUPOBAHUS CUCTEM U CEeTEH.

Benenue monenu yrpo3 6e30macHOCTH HHGOOPMAIMK U MOJIEP)KaHUE €€ B aKTyaJIbHOM COCTOSTHUU
MOXET OCYIIECTBIISITHCS B AJICKTPOHHOM BHJIE C YUE€TOM IIPHIIOKEHUS 3 K HacTosme Mertoauke.

W3meHnenune mojienu yrpo3 6e3o0mnacHocTd HH(GOPMaIUU OCYIIECTBISETCS B CIydasx:

a) W3MCHECHHMS TpeOOBaHWK HOPMATHBHBIX IPaBOBBIX akTOB Poccuiickoit ®Dexnepanmu,
Meroanueckux JAokymMeHToB @OCTOK Poccun, periamMeHTHpyOIUX BOMPOCH OLEHKH Yrpo3
6e3omacHOCTH HH()OPMAIINY;

0) M3MEHEHUI apXUTEKTYPbI U YCIOBUH (YHKIIMOHUPOBAHUS CUCTEM U CETEH, pe:kuMa 00paboTKu
nHpOpMAIINH, TPABOBOTO pEXUMa HH()OPMAITIH, BIHUAIONNX Ha YTPO3bl 0€301MacHOCTH HH(OpMAaIHH;

B) BBISIBJICHHS, B TOM YHCIIE 110 PE3yJIbTaTaM KOHTPOJIS YPOBHS 3aIlMIIEHHOCTH CUCTEM U ceTel U
colepkauieiics B HuX uH(pOpManuu (aHamu3a YS3BUMOCTEH, TECTUPOBAHMN Ha TNPOHUKHOBEHHUE,
ayJiuTa), HOBBIX YIpo3 0€30macHOCTH MH(POPMAIIUHU HIIM HOBBIX CIIEHAPUEB Peanu3allii CYIECTBYIOIINUX

yrpos;

') BKJIFOYCHHUS B 0aHK JaHHBIX yrpo3 6e3omacHocty uHpopMmaimu ®CTIK Poccun (bdu.fstec.ru)
CBEICHMII O HOBBIX yrpo3ax O€30MacHOCTH HWH(POPMALWHU, CHEHAPHIX (TAaKTUKaX, TEXHHKAaX) HX
peanu3aIyH.

2.15. Onenka yrpo3 6e30nmacHOCTH HHGOPMAIMK BKIFOYACT CIICAYIONINE TAIIbI:

1) OMNPCACIICHUEC HCTATUBHBIX HOCJ'Ie,Z[CTBI/II\/‘I, KOTOpPBIC MOI'YT HACTYIIUTb OT pain3allun
(BO3HI/IKHOBGHI/I$I) yrpos3 0€30IMacHOCTH I/IH(I)OpMaI_II/II/I;

2) ompenesneHrue BO3MOKHBIX 0OBEKTOB BO3/ICHCTBUS YIpo3 0€301macHOCTH HH(OpMAIHH;

3) OLEHKYy BO3MOXKHOCTH pealn3aluy (BOHUKHOBEHHS) Yrpo3 0Oe30macHOCTH WHGOpMalud U
OIIpeIeTICHNE NX aKTYaJIbHOCTH.

OO61mas cxema MpoBeIeHUs OLIEHKH yrpo3 Oe30macHocTd HHGOpMalluu NpUBeeHa HA PUCYHKE 2.
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Pucynok 2. O0miasi cxema npoBeACHUS OLICHKH YIPO3
Oe3omacHOCTH UH(pOpPMALK

3. OnpepeneHne HeraTUBHbIX NOCNEeACTBUMA OT peanu3auum
(BO3HMKHOBEHUSA) yrpo3 6eszonacHocTU MHopmMaLmm

3.1. B xone oneHkn yrpo3 0e3omnacHOCTH MH(OPMALUH TOJDKHBI OBITH OINpE/eNICHbl HEeraTHBHBIC
MOCTIE/ICTBUS, KOTOpPbIE MOTYT HACTYHUTh OT pealnu3alud (BOSHUKHOBEHMs) yrpo3 0€30MacHOCTH
uHpOpMaInu.

3.2. WcxoaHbIMU JaHHBIMHM JJIsi ONPEAENICHUs HETATUBHBIX MOCIEJICTBUNA OT peaiu3alluu yrpo3
0e30macHOCTH HHPOPMALIUH SIBIISTIOTCSI:

KoHcynbTaHTINKOC
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a) oOmmii mepedeHp yrpo3 Oe3omacHOCTH MH(opManuy, conepKaumicss B OaHKe JaHHBIX YTIpo3
6e3onacuoctu uHpopmanuu PCTIK Poccun (bdu.fstec.ru), Monenu yrpo3 6ezonacHoctu HHGOpMAIUH,
paspabareiBacmbie PCTOK Poccum B cooTBeTcTBUM ¢ HOAnYyHKTOM 4 myHKTa 8 IlomoxeHus o
denepanbHOl CiTy’)kOe TIO0 TEXHHYECKOMY M JKCIIOPTHOMY KOHTPOJIIO, YTBEPKICHHOTO YKa3oM
IIpesunenra Poccuiickoit ®enepanmu or 16 asrycra 2004 r. N 1085, a Ttaxxke oTpacieBbie
(BeIOMCTBEHHBIE, KOPIIOPATHBHBIE) MOJIEIN YTPo3 0€301MacHOCTH HH(OPMALIUH;

0) HOpMaTHBHBIC TpaBOBble akThl Poccuiickoit demepanuu, B COOTBETCTBUM C KOTOPBIMHU
CO3JIAI0TCS M (DYHKIMOHUPYIOT CUCTEMBI M CETH, COJAEp)Kallhe B TOM YHCIE ONUCAHWE Ha3HAuCHUS,
3aad (QyHKIHUIT) cCHCTEM U ceTeid, cocTaB oOpadaTeiBaeMoli HHPOPMALIMH U €€ TIPABOBOI PEKUM;

B) AOKYMCHTAalMd Ha CCTU U CHUCTCMbI (B qaCTu CBCI[GHI/Iﬁ O HazHa4YCHUU U q)YHKIII/ISIX CHUCTEM U
CeTei, 0 coCTaBe U apXUTEKType CUCTEM U ceTeil);

I') TEXHOJIOTHYECKHE, MPOU3BOACTBCHHBIC KapThl WIM WHBIE JTOKYMEHTBI, COACPIKAIIUE ONHCAHHUE
OCHOBHBIX (KPUTUYECKHUX ) MIPOIIECCOB (OM3HEC-TIPOIIecCOB) oOnanaTens nHhopMaIuu, Oneparopa;

J) pe3ynbTaThl OIEHKH pPUCKOB (yuiepOa), MpoBeIACHHOM oOmagareneM HH(GOpPMAIUK WK
OIIEPaTOPOM.

VYkazaHHBIE UCXOAHBIC JaHHBIE MOTYT OBITH JIOTIOJIHEHBI MHBIMH JTOKYMEHTAMU M CBEICHHSMHU C
y4eTOM 0COOEHHOCTEN 00JIaCTH AeSTEIbHOCTH, B KOTOPOU (PYyHKIIMOHUPYIOT CUCTEMBI U CETH.

3.3. Ha ocHoBe aHanM3a HMCXOJHBIX JAHHBIX OMNPEAEISAIOTCS COObITME WIM TIpylna cOOBITHH,
HACTyIUIEHHE KOTOPBIX B pe3yJibTaTe peanu3aluu (BOZHUKHOBEHUS) yrpo3 0€30MacHOCTH MHPOpPMALUU
MO>KET IIPUBECTH K:

a) HapyUICHUIO MPaB IPAXK/IaH;

0) BO3HUKHOBEHHIO yiiepba B o00jsacTH obecrieueHUus: OOOpPOHBI CTpaHbl, O€30MacHOCTH
roCy/1IapCTBa W MPaBOIOPSJIKA, a TAK)KE B COLUAIBHOW, SKOHOMUYECKOM, MOJTUTUYECKOM, IKOJTOTHYECKON
cdepax AedaTeIbHOCTH TOCY1apCTBa;

B) BOBHUKHOBEHHIO (DMHAHCOBBIX, POM3BO/ICTBEHHBIX, PEITyTAIMOHHBIX WJIM HHBIX PUCKOB (BHIIOB
yuep6a) s obsagarens nHpopMaluu, onepaTopa.

CoObiTHe WM Tpynma COOBITHH ONpEAESIOTCS NPUMEHHUTEIBHO K HAPYIICHHWI0 OCHOBHBIX
(KpUTHYECKHUX ) MTPOLIECCOB (OM3HEC-IPOIIECCOB), BHIITOJIHEHNE KOTOPBIX 00ECTIEUNBAIOT CUCTEMBI U CETH,
Y IPUMEHUTENBHO K HApyIICHUIO 0€30I1aCHOCTH MH(POPMAINH, COIEPIKAILEIHCS B CUCTEMaX U CeTX.

3.4. B ciyuae oTcyTcTBUs y oOnanatens MH(DOpMalMM WU ONepaTopa pe3yibTaTOB OICHKHU
puckoB (ymep06a), BO3MOXKHBIE HETaTHBHBIC TIOCIEICTBUS OT pealu3alud Yrpo3 Oe30MacHOCTH
nH(pOPMAILIUA MOTYT OMPENENAThCS KaK Ha OCHOBE JKCIIEPTHOW OILIGHKH CIEIUATHCTOB, MPOBOISAIINX
OIICHKY yrpo3 0e30macHOCTH WH(OpPMANHUU, TaKk M HA OCHOBE HWH(MOpMAIMH, NPEICTaBIIEMON
PO UIBLHBIMHA TTOIPA3ICIICHUSIMHU WIH CIISITUAIACTAMU 00IaaTelss HGOpMAaIUK WIH OTiepaTopa.

3.5. OnpenensieMble B X0JI¢ OIIEHKH YIpo3 0€30MacHOCTH HH(POPMAIIMH HETaTUBHBIE MTOCIEACTBUS
JOJDKHBI  OBITh KOHKPETH3WPOBAHBI MPUMEHUTEIBHO K 00JIACTAM W OCOOCHHOCTSIM JI€ATEIbHOCTH
obnanarenss mHbopManuu Wik omepatopa. s cuctem u cereit obnmamarens WHGOPMALUK WU
orepaTopa MOXeT OBITh OTPEIEIIEHO OHO WJIM HECKOJIBKO HETaTUBHBIX MOCIICICTBUH.
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[Ipumep 1: 1) ecnu omeparop oOpabaThiBaeT MepCcOHATbHBIE JaHHBIE TPAXAaH. KOTOPHIE B
coorBeTcTBUM ¢ DenepanbHbiM  3aKOHOM "O MEpCOHANBHBIX JAHHBIX" MOJJIEkKAT
00s13aTeIbHON 3allluTe, OJHUM M3 BO3MOXKHBIX HEraTUBHBIX IOCIEICTBUI OT pealu3aluu
yrpo3  Oe3omacHocTH HMHGOpPMAlUK  SABISETCS  HApyHIeHHEe  KOH(UIEHIIMATIbHOCTH
MEePCOHANBHBIX JAaHHBIX, B pe3ylbTaTe KOTOPOro OyAyT HapylleHbl MpaBa CyObEKTOB
MEePCOHAIBHBIX JAHHBIX U COOTBETCTBYIOIIME 3aKOHOJATENbHBIE aKThl; 2) €CJIH OINepaTop
o0ecreunBaeT TPaHCIIOPTHUPOBKY HEPTH, OJHUM U3 BO3MOXNKHBIX HETATUBHBIX MOCIEACTBUMN
OT pealu3allMd yrpo3 0e30MacHOCTH HHQOpPMAIMKM SBISIETCS pa3auB  HepTH U3
He(dTenpoBoAa, MOBJEKIIUN HACTYIUIEHHE SKOJOTMYecKoro yiepOa; 3) ecinu omeparop
MPEIOCTABIAET YCIYTH CBSI3U, OJHUM U3 BO3MOXKHBIX HETaTUBHBIX IOCIEICTBUN OT
peanuzanuu yrpo3 0e30mMacHOCTH MH(OPMALUU SBISETCS HEMPEIOCTaBICHUE YCIYT CBS3U
aboHEeHTaM, MOBJICKIIEEe HACTYIUICHUE yiiepOa B conuaibHOU chepe; 4) s omeparopa 1o
MEePEBOAY JCHEXKHBIX CPEACTB OJHUM W3 BO3MOXKHBIX HETaTHUBHBIX TOCIEACTBUNA OT
peanuzanuu yrpo3 0e30macHOCTH MHGOPMAIMHN SBISICTCS XHUIIICHUE JIEHEKHBIX CPEJICTB, B
pe3ysbTaTe KOTOPOro BO3MOXKHBI (PMHAHCOBBIE U Py TAlMOHHBIE PUCKHU.

Bunpl puckoB (yiepOoB) ¥ TUIIOBbIE HETaTHBHBIE MOCIEACTBHUS, KOTOPHIE MOTYT HACTYyMHUTh OT
peanm3anuu (BO3HUKHOBEHHS) yrpo3 0€30MacHOCTH WH(OpMaIMy, MPUBEICHBI B MPUIOXKEHUH 4 K
HacTosel Metoauke.

4. OnpepeneHne BO3MOXHbIX 00bEKTOB BO3AeMCTBUA Yrpo3
6e3onacHocTM MHcpopmauum

4.1. B xonme oueHku yrpo3 0e30mMacHOCTH HWHGOPMALMK JOJDKHBI OBITH  OIpe/ieeHbI
MH(POPMALIMOHHBIE PECYpChl M KOMIIOHEHTbI CHCTEM U CeTel, HECAHKIIMOHMPOBAHHBIM JOCTYIl K
KOTOPBIM HJIM BO3/EHCTBHE Ha KOTOpHIE B XOJ€ peaju3aluy (BO3HUKHOBEHHs) yrpo3 0€30MacHOCTH
MHpOPMAILIUU MOXKET IPUBECTH K HEIraTUBHBIM TOCIECTBUAM - OOBEKTHI BO3/ICHCTBHSL.

CoBOKYITHOCTh OOBEKTOB BO3JICHCTBUS U UX HHTEP(EHCOB OmpeessieT IpaHHIIbl IPOIECcca OLIEHKU
yrpo3 6e3omacHOCTH HHPOPMAIMH U pa3paOdOTKH MOJIEH yrpo3 0e30macHOCTH WH(OpMALUU (PUCYHOK
1, 3).

4.2, I/ICXO,Z[HBIMI/I JaHHBIMHU JJIA OIIPEACICHNA BO3SMOXKHBIX 00BEKTOB BO3,I[€I>'ICTBPI$I SABJIAKOTCA:

a) oOmmii mepevyeHb yrpo3 0e30macHOCTH MH(pOPMAIMH, CoAepiKalleiics B OaHKe JaHHBIX YIrpo3
6e3onacuoctu uHpopmanuu PCTIK Poccuu (bdu.fstec.ru), monenu yrpo3 6ezonacHoctu HHGOpMaIUH,
paspabareiBacmbie PCTOK Poccum B cooTBeTcTBUM ¢ HOANYHKTOM 4 myHKTa 8 IlomoxeHus o
denepanbHOl CiTy’)k0e TI0 TEXHHYECKOMY M JKCIIOPTHOMY KOHTPOJIO, YTBEPKICHHOTO YKa3oM
IIpesunenra Poccuiickont ®enepanmu or 16 asrycra 2004 r. N 1085, a Taxxke oTpacieBbie
(BeIOMCTBEHHBIE, KOPIIOPATHBHBIE) MOJIEIN YTPo3 0€301MacHOCTH HH(OPMALIUH;

0) omucaHusi BEKTOPOB KOMIIBIOTEPHBIX aTak, cojepkammuecs B 0a3ax [aHHBIX M HWHBIX
uctounukax, onyonukoBanHbeix B cetu "UurepHer" (CAPEC, ATT&CK, OWASP, STIX, WASC u

ap.);

B) JOKYMEHTAIUsl HA CEeTH M CUCTEMbI (B YacTH CBEIEHUN O COCTAaBE U apXMUTEKType, O Ipymnmax
M0JIb30BaTENeH U ypOBHE MX MOJHOMOYMI U THUMAaX AOCTYIA, BHEIIHUX U BHYTPEHHUX UHTepdeiicax);
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

I) JIOTOBOPHI, COTJIAIICHWS WM WHBIE JOKYMEHTBI, COJAEpIKAallfe YCIOBUS HCIOIb30BaHHS
MH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOW ~ MH(PACTpYKTyphl IIeHTpa OOpaOOTKM JaHHBIX MU
00ayHOl MH(PACTPYKTYpPhI MOCTABIIMKA YCIYT (B cilydae (yHKIIMOHUPOBAHUS CUCTEM M CeTel Ha Oaze
WH(POPMAIMOHHO-TEIICKOMMYHUKAITMOHHOW ~ MH(PACTPYKTyphl IIeHTpa OOpaOdOTKM JAHHBIX WU
001auHOM UHPPACTPYKTYpBI);

1) HETaTUBHBIE MTOCIIEACTBUS OT peann3aluu (BOZHUKHOBEHUS) YIpo3 0€30MacHOCTH HHPOPMAIIHH,
oTpesieNieHHbIe B COOTBETCTBUU C HAcTOsIIIe MeToauKoM.

YKkazaHHbIE UCXOAHbIC JaHHBIE MOTYT OBITH JIOTIOJIHEHBl UHBIMU JIOKYMEHTAMU U CBEJICHHUSIMHU C
y4eTOM 0COOEHHOCTEH 001aCTH ESTETbHOCTH, B KOTOPOil (PYyHKIIMOHUPYIOT CUCTEMBI U CETH.

4.3. Ha ocHOBe aHanmm3a MCXOJHBIX JAHHBIX W PE3yJIbTaTOB MHBEHTapU3allUM CHCTEM U CeTei
OTIPECIISAIOTCS CIIEAYIOINE TPYIIbl MHGOPMAIMOHHBIX PECYPCOB M KOMIIOHEHTOB CHCTEM U CETEeH,
KOTOpBIE MOTYT SIBIATbCS 00bEKTaMU BO3CHCTBHUS:

a) mHpopMaIrms (IaHHbBIC), COAEpKalascs B CHCTEMax M CeTIX (B TOM YHCIIE 3alluIiiacmas
uHpOpMaIIKs, TEPCOHANbHBIC NaHHblE, WHDOpMAIUsI O KOHQUTYpallM CHCTEM M CETeH, IaHHbIe
TEJIEMETPHUH, CBEJICHUS O COOBITHSIX OE€30MAaCHOCTH U JIp.);

0) mporpaMMHO-amIapaTHble CpeAcTBa OOpaOOTKM W XpaHeHHs HH(popMmanmu (B TOM YHCIE
aBTOMATH3MPOBAHHBIC pabodrMe MEeCTa, CepPBEpHI, BKIIFOYAs MPOMBIIIICHHBIC, CPEICTBA OTOOPaKEHHUS
uH(pOpMaIUY, MPOrPAMMHPYEMbIE JOTMYECKUE KOHTPOJIEPHI, MPOM3BOACTBEHHOE, TEXHOJIOTHYECKOE
00opy0BaHue (MCIIOHUTENbHBIE YCTPOUCTBA));

B) NMpOrpaMMHbBIE CPEACTBA (B TOM YHCJIE CUCTEMHOE U MPUKJIAJIHOE MPOrpaMMHOE oOecrieueHue,
BKJIIOYAsi CEPBEPHI MPUIOKEHUH, BEO-IPHIIOKEHHA, CHCTEMBI YIPaBICHHUsS 0a3aMH JaHHBIX, CHCTEMbI
BUPTYaJIU3aliN);

I') MalluHHBIE HOCHUTENH WH(OPMAIWHW, COJCpKAIlWe KaK 3allhiIacMyr0 HH(popMmamui, Tak U
ayTeHTHU(UKAIMOHHYIO0 HHPOPMAIIHIO;

I[) TCJIICKOMMYHHUKAIIUOHHOC OGOpy,HOBaHI/Ie (B TOM HYHUCIIC MPOrpaMMHOC obecneyeHne JIA
yrpaBJICHUA TCIICKOMMYHUKAIITUOHHBIM 060py,[[0BaHI/IeM);

€) cpeactBa 3amuUThl uHpopMamud (B TOM 4YHCIE NPOrpaMMHOE OOEcreYeHue Jyis
LEHTPAIN30BaHHOTO a]MUHUCTPUPOBAHUS CPEJCTB 3ALUTHI HHPOPMAIIIH);

) TPUBWICTUPOBAHHBIC W HEMPHUBUIICTHPOBAHHBIE TIOJB30BATEId CHUCTEM W CETEH, a Takke
nHTEep(ENChl B3aMMOJICHCTBHS C HUMH;

3) O66CH€‘II/IB3.IOH_[I/IG CHUCTCMBI.

[Ipumep 2: Kk OCHOBHBIM MH(OPMAILIMOHHBIM pecypcaM M KOMIIOHEHTaM CHCTEM U CeTei
MOTYT OTHOCHTBCS CHUCTEMbI XpaHEHUs NaHHbIX (0a3bl JAHHBIX), CUCTEMbI YIpaBJICHUS
0a3aMM JaHHBIX, BeO-CallT, MOYTOBBIA CepBep, MOYTOBBIA KIMEHT, aBTOMAaTU3UPOBAaHHOE
pabouee MeCTO MOJIb30BATEINSA, CHCTEMa YNPAaBJICHUS U aJMUHUCTPUPOBAHHUS, KOHTPOJLJIEP
JIOMEHa, CETEeBBbIE CIYXOBbI, MPOBOJHBIE M OECIPOBOAHBIC KaHAJIbl IEpPENadyd JaHHBIX,
TEJIEKOMMYHUKAI[HOHHOE 000PYOBaHUE U T.[.
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

4.4. Ha srame co3gaHMs CHCTEM U ceTell OOBEKThl BO3JEHCTBHSA OIPEICNSIOTCS Ha OCHOBE
MPEIoIaraeMbIX apXUTEKTypbl U yCIOBHH ()YHKIIMOHHUPOBAHUS CHCTEM M CETel, ONpeAeseHHbIX Ha
OCHOBE M3y4YEHHMs M aHAJIN3a UCXOJHBIX JaHHBIX. B X0z€e sKCIuTyaTanuy CUCTEM U CETEH, B TOM YHUCIE
MIpU pa3BUTUU (MOJIEPHU3AINH) CUCTEM U ceTel, 0OBEKThl BO3JEHCTBUS ONPEAEISIOTCS 1Ji pealbHbIX
ApPXUTEKTYphl U yCIOBUHN (YHKIIMOHUPOBAHUS CUCTEM M CETEH, MOJIYUYEHHBIX 10 pe3ybTaTaM aHajiu3a
WCXOJIHBIX JIaHHBIX U UHBEHTapHU3allM1 CUCTEM U CETEH.

MHBeHTapu3alys CUCTEM U CETEl IPOBOAMUTCS C UCIIOJI30BAHUEM aBTOMATU3UPOBAHHBIX CPENICTB,
KOTOpBIE MO3BOJIAIOT ONPEIEIIUTh KOMIIOHEHThl CHUCTEM U CETEW, a TaKkKe BHEIIHHWE M BHYTPEHHUE
uHTEpPENCHI.

4.5. Jlns ompeneneHHbIX HHGOPMAIIMOHHBIX PECYPCOB U KOMIIOHEHTOB CHUCTEM M CETEH JOJIKHBI
OBbITh OIpe/ieNIeHbl BUJIbI BO3/ICUCTBUS HAa HUX, KOTOPbIE MOTYT MIPUBECTH K HETATUBHBIM IOCJIEICTBUSIM.
OCHOBHBIMU BUJIAMU TaKMX BO3/I€UCTBUI SIBISIOTCS:

a) yTeuka (mepexBar) KOH(UIEHIMANbHOM MH(OPMAIMM MM OTAEIBHBIX JaHHBIX (HapylIeHHE
KOH(HUICHIINATLHOCTH);

0) HECAaHKIIMOHHPOBAHHBIN JIOCTYNl K KOMITOHCHTaM, 3allUINaeMoi HWH(OpMAIMH, CUCTEMHBIM,
KOH(PUTYpaAITMOHHBIM, HHBIM CITYKE€OHBIM JIaHHBIM;

B) OTKa3 B 0OCTY)KHUBaHUH KOMIIOHEHTOB (HapyIICHHUE IOCTYITHOCTH);

I) HECAHKIIMOHUPOBaHHAs MOAW(UKAIUS, IMOJAMEHA, HCKKEHUE 3alluilaeMol HH(OpManuu,
CUCTEMHBIX, KOH(UTYPAIIMOHHBIX, HHBIX CITYKEOHBIX JTaHHBIX (HAPYIICHHUE 1[ETOCTHOCTH);

J1) HECAHKI[MOHHPOBAHHOE HCIOJIb30BAaHUE BBIUUCIUTEIBHBIX PECYPCOB CHCTEM U CETed B
HMHTEpecax pelIeHUsI HECBOMCTBEHHBIX UM 33/a4;

e) HapymieHne QGyHKIHOHUPOBaHUS (PabOTOCTIOCOOHOCTH) MPOTPAMMHO-AIIIAPATHBIX CPEJICTB
00paboTKH, Mepeiayu U XpaHeHus: HH(popMaIuu.

4.6. OOBEKTHI BO3JICHCTBUS ONPCACIIOTCA Ha aIlllapaTHOM, CUCTCMHOM U NPHUKIIAAHOM YPOBHSIX,
Ha YPOBHC CETEeBOM MOJECIIHN BSaHMOHeﬁCTBHH, a TaK’KC Ha YPOBHC II0JIb30BaTeeH (pI/IcyHOK 3)
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paHnLa oUeHkKn yrpo3
\ BeaonacHocTu

~ e \\ uHopMmaLmMm

PucyHok 3. YpoBHH apXUTEKTYpbI CUCTEM U CETEM, HA KOTOPBIX
oIpeseNsoTcs 00bEKThI BO3ICHCTBUSA

4.7. B mporiecce 3KCIUTyaTallid CUCTEM U ceTeil 0OBeKThl BO3JCHCTBUS M BUABI BO3JCHCTBHS Ha
HUX MOTYT JIONOJHATHCS M HU3MEHATHCS OTHOCUTEIBHO HX COCTaBa M BHJOB BO3JIEHCTBUSA,
OTpe/IeNICHHBIX HA JTale CO3JaHMs JaHHBIX CHUCTEM U ceTei. B 3ToM ciiydyae yueT u3MeHEeHUH N0JKeH
MIPOBOAMTHCS B paMKax peair3aliy MEpPONPUSATHI M0 yHpaBIeHUIO0 KOHPUTypaluel cucTeM U ceTeil u
aHaJIM3y yrpo3 0€30MacHOCTH HHPOPMAIMH B X0J1€ UX IKCILTyaTaluu.

4.8. Ilpu oreHke yrpo3 0e30MacHOCTH MHPOPMAIIUU B CUCTEMAX U CETSIX, (QYHKIIMOHUPYIOIIUX HA
6a3e MH(POPMAITMOHHO-TENIEKOMMYHHKAIIMOHHON HHQPPACTPYKTYpbl HEHTpa OOpaOOTKM TaHHBIX WM
001auHOM WHPPACTPYKTYPHI, OOBEKTH BO3JICHCTBHUS OMPEICISIIOTCS C YYETOM COCTaBa U COJICPKAHUS
YCITyT, IPEAOCTABIISIEMBIX TIOCTABIIUKOM YCIYT (Hampumep, HHPPACTPYKTypa Kak yciyra, rmiardopma
KaK CepBHUC, MPOrpaMMHOe 00ecriedeHne KaK CEpBHUC).

ApeHayemble WM HCHOJb3yeMble HAa WHOM 3aKOHHOM OCHOBAaHMM IPOTPaMMHO-ammapaTHbIC
CpelcTBa U UX WHTep(deichl, KaHalbl CBSI3U, IPOrpaMMHOE oOecrieueHue (B TOM YHclie MPOrpaMMHOE
o0ecrieyeHne BUPTyaTU3alMM M TOCTPOCHHBIX Ha ero 0a3e BUPTYyaJbHBIX MAIIHH, BUPTYaJbHBIX
CepBEPOB, CHCTEM YIMpPABJICHUS BUPTyalM3allieil, BUPTYAIbHBIX KaHAJIOB CBS3M M T.O.) OTHOCATCSA K
00BEKTaM BO3ICHCTBHS, HAXOMAUIMMCS B TpaHWIE OLEHKH Yrpo3 0e30macHOCTH HH(OpMaIu
orepatopa. B oTHomeHHH ocTanbHONH HH(POPMAIMOHHO-TEIEKOMMYHUKAMOHHON HHQPPACTPYKTYpPbI
IIEHTpa 00paOOTKM MaHHBIX WIM O0JaYHOM WHOPACTPYKTYphl YIrpo3bl 0€30MacHOCTH HHGOpPMAIIH
OLICHUBAIOTCSI MOCTABIIIUKOM YCITYT.

[Ipumep pacmpenesieHUst TpaHUI] TPH OIEHKE Yrpo3 O€30MacHOCTH WHGPOPMALUU MEXKIY
OIIEpaTOPOM U IIOCTABLIUKOM YCIIYT IPEACTABIIEH Ha PUCYHKE 4.
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Hudpactpykrypa
onepartopa

Mpunomen s

Cpena BeinonseHns

oDecneven ne

OnepaunoHHan CHCTEMA

Ihardopma
BHPTYAIH3ALLHH

Annaparhas naaropma

Cuerema xpaHeHus
NAHHLIX

Hudpactpykrypa
KakK ycnyra

[punomsenns

Hannwe

Cpena BuinosHeHms

ELVE M HIOE

QUecnevyeng

OnepauHonHas CHCTEMA

[Maardopya
BHPTYATH3ALHN

Annaparras naardopya
CHerema XpaHeHna
TEHHBIX

[Tporpammuoe
obecneueHue
KakK ycnyra

Mnardopma
KaK yenyra

[Mpunosenns

[Mpumrkenun

Jlannbie

Cpc,ua BBITOTHEHIHA

Cunsyiowee Crriyiomes
TPOTPAMMHOE

obecneuenie

MPOrPaMmMHOe
obecnevenie

DHEPBUHOI THaA CHCTEMA Oll!:pﬂilHDHHﬂll cHeTEMa

[narpopma

B PTYETHIALLN I

Inardopma
BHPTVATHIANHN

Annaparnas naardopya

Annaparnas naargopva

Cuerema APaHCHHR
JAHHEIX

Cucresa XpaHcHHA
JAHHLIX

Ceresan nnppactpysry|

2

Cerenan nndpactpysrypa

Ceresan nnpactpysrypa

[locTaBimk yeayr

Pucynok 4. [lpumep pacnpeneneHus rpaHuIl Py OIIEHKE yTPo3
Oe3onacHOCTH HHGOpMAIHK B HHGOPMAITMOHHONW HH(PpACTPYKType
MOCTAaBIIIUKA yCITyT

Oneparop

4.9. OOBEKTHl BO3JCHCTBUS W BHJIbI BO3JCHCTBUS HAa HUX JOJDKHBI OBITh KOHKPETU3UPOBAHBI
MPUMEHHUTETIFHO K apXUTEKTYPE U YCIOBUAM (YHKIIMOHUPOBAHUS CHCTEM U CEeTEeH, a Takke 001acTsIM U
O0COOCHHOCTSIM JIeATEIIHLHOCTH 00aaTelss MHQOPMAIIUK U OlepaTopa.

[Tpumep 3: 1) pasriamieHue nepcoHANbHBIX JaHHBIX U (M) UX MOJU(DUKAIUS BO3MOXKHBI B
pe3yibTaTe HECAHKIMOHUPOBAHHOTO JIOCTyNa K 0a3e JaHHBIX, B KOTOPOW 3Ta MHPOpMAaLUs
XpaHuTcs; 2) pa3nmmB  HepTH W3 HedrempoBoga  BO3MOXKEH B pe3ysbTare
HECaHKIIMOHUPOBAHHOTO JOCTyNa K MPOTrpaMMHPYEMOMY JIOTHYECKOMY KOHTPOJLIEpY,
o0ecrieunBaroNIIeMy YIpaBlICHHUE 3aJIBI)KKaMH HEQTENpOBOAA, W MOAMEHBI XPAHSIIIUXCS B
HEM 3HAueHWH YyCTaBOK; 3) HENpeAOoCTaBIEHHE YCIyr CBsi3UW aOOHEHTaM BO3MOXHO B
pe3yibTaTe OTKa3za B OOCIIy>KMBaHUHM MapUIpyTH3aToOpa YpOBHS si[pa ceTH; 4) HapylleHHe
NIEKTPOCHA0XKEHUsI TOTpeOuTenel BO3MOXKHO B pe3ylbTaTeé HECAHKIMOHHPOBAHHOIO
JIOCTyNa K  MPOrpaMMHPYEMOMY  JIOTUYECKOMY  KOHTPOJUIEPY,  YIPaBISIOUIEMY
BBIKJTIOYATENIeM, C IeJbI0 TOAa4YM JIOKHBIX KOMAaHJ Ha €ro OTKIIOYEHHE; 5) XHIICHHE
JEHEXKHBIX CPEJICTB Y OIeparopa 1o MEepeBOy JCHEKHBIX CPEICTB BO3MOXKHO B PE3yJIbTaTe
noaMeHb! (MoaupUKaIKi) HHPOPMALIUH, COJIEpKAILEHCs B AIEKTPOHHBIX COOOIIEHUSIX.

[Ipumepsr ompeneneHuss 0OBEKTOB BO3ACHCTBUS M BHUAOB BO3JCHCTBUS HA HUX IMPUBEICHBI B
MPUJIOKEHUHU S5 K HacTosern Meroauke.

KoHcynbTaHTINKOC
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5. OueHka BO3MOXHOCTU peanusaumm (BO3HUKHOBEHUS) Yrpo3
6e3onacHoOCTU MH(opMmaLMn n onpeaeneHne UX akTyarbHOCTH

5.1 OnpepeneHne NCTOYHUKOB Yrpo3 6e3onacHoCcTU nHcpopmMaLmm

5.1.1. B xozae oueHky yrpo3 6e30macHOCTH HHPOPMALUU JOJKHBI OBITh ONPEAEICHbI BO3MOXKHbBIE
aHTPOIIOTE€HHbIE MCTOYHUKU Yrpo3 0e30MacHOCTH MH(OPMALUMU, K KOTOPHIM OTHOCSTCA Jinia (Tpynmna
ML), OCYILECTBIIIOLIHE pean3anuo yrpo3 6e3omacHOCTH uHpOpMauu yTEM
HECAHKIIMOHUPOBAHHOTO JIOCTyNna W (WiIM) BO3ACUCTBHS Ha HMH(OPMAIMOHHBIE pPECypchl U (WIIN)
KOMITOHEHTBI CUCTEM U CETEH, - aKTyaJIbHbIE HAPYILIUTEIIH.

5.1.2. HcxomaHbIMH J@HHBIMM JUIsL OINpPEACIICHHS BO3MOXHBIX aKTYyaJbHBIX HapylIUTEIEH
SBJIAIOTCSL:

a) oOmmii mepedeHp yrpo3 0e30macHOCTH MH(oOpManuy, conepKaumicss B 0OaHKe JaHHBIX YTIpo3
6e3onacuoctu uHpopmanuu PCTIK Poccun (bdu.fstec.ru), monenu yrpo3 6ezonacHoctu HHGOpMAIUH,
paspabareiBacmbie PCTOK Poccum B cooTBeTCTBHMM ¢ HOANYHKTOM 4 myHKTa 8 IlomoxeHus o
denepanbHOl CITy’)k0e TIO0 TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOJIIO, YTBEPKICHHOTO YKa3oM
[Ipesunenra Poccuiickont ®enepanmu ot 16 asrycra 2004 r. N 1085, a Takxke oTpacieBbie
(BeIOMCTBEHHBIE, KOPIIOPATHBHBIC) MOJIENN YTPO3 0€301MacHOCTH HH(OPMALIUH;

0) omucaHUs BEKTOPOB KOMIBIOTEPHBIX AaTaK, COAEpKalluxcsi B 0a3ax MaHHBIX M WHBIX
uctounukax, onyonukoBanHbsix B cetu "UurepHer" (CAPEC, ATT&CK, OWASP, STIX, WASC u

ap.);

B) HOpMaTHBHbIE NpaBoBble akThl Poccuiickoit ®exepanuu, B COOTBETCTBUU C KOTOPBIMU
co3zaercs U (PyHKIMOHUPYET CUCTEMA WIIU CETh, COZIep Kalllie ONMCaHNe Ha3HaYeHUs], 3a1a4 ((PyHKIMA)
CHCTEM U CeTel, cocTaB 0OpabaThiBaeMON HHMOPMALIMH U €€ IPABOBOM PEeKUM;

') JOKyMEHTAlUsl HAa CETH M CUCTEMBI (B YAaCTH CBEICHUIN O Ha3HauY€HUM M (QYHKLUSAX, COCTaBe U
APXUTEKTYpe CUCTEM U CETEH, O TpyIIax I0Jb30BaTeNIed U YPOBHE UX IOJHOMOYUN U THUIIAX JOCTYIIA, O
BHEIIHUX U BHYTPEHHUX UHTEpdeiicax);

J1) JIOTOBOpBI, COIJIAIIEHMsS] WM HWHBIE JOKYMEHTBI, COJEpXalllie YCIOBUS HCIOJIb30BaHUS
MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHONM  HMHQPAcCTpyKTyphl LEHTpa oOpaOOTKM JaHHBIX WU
001a4yHON MHQPACTPYKTYpPBl MOCTABIIMKA YCIYr (B YacTH NEPCOHANa MOCTAaBILMKA YCIIYT, UMEIOLIETo
JOCTYII K 3TOM HH(PPACTPYKTYpE, €ro npas U 00s3aHHOCTEH, YPOBHS TOJTHOMOYUH U THIIOB 0CTYNA);

€) pe3ylnbTaThl OICHKU YyiiepOa (PUCKOB), TPOBEICHHOW oOnanateneM WHGOPMAIUK WA
OIIEpaTOPOM;

’K) HEraTUBHBIE TIOCIEJACTBUS OT peanu3alud (BO3HMKHOBEHHS) yrpo3 0e30macHOCTU
nH(popMalnu, ONpeieJIeHHbIE B COOTBETCTBUH C HACTOALIEH MeToauKoM’;

3) OOBEKTHI BO3JEHCTBUS Yrpo3 0e30MacHOCTH HWH(OpPMALMM U BUABI BO3ACHCTBHUS HA HHX,
oTpesieNieHHbIe B COOTBETCTBUU C HACTOsIIIEeH MeToauKOM.

YKkazaHHbIE UCXOJAHbIC JaHHBIE MOTYT OBITH JIOTIOJIHEHbl MHBIMU JIOKYMEHTaMU U CBEJICHHUSIMHU C
y4eTOM 0COOEHHOCTEH 001aCTH ESTETLHOCTH, B KOTOPOi (PYyHKIIMOHUPYIOT CUCTEMBI U CETH.
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5.1.3. Ha ocHOBe aHanM3a UCXOAHBIX NAaHHBIX, a TAKXKe Pe3yJIbTaTOB OIIEHKH BO3MOXKHBIX IIeleit
peaM3ai HApYIIUTEISIMA YTpo3 0e30MacHOoCTH MH(OpMAIMK ONPEAeSIOTCS BHJIbI HapyIIMTENeH,
aKTyaJIbHBIX JJI1 CUCTEM U CETEH.

OcCHOBHBIMHU BUJaMH HapyIIUTENEH, MOJUIEKAIINX OLIEHKE, SBIISIOTCA:

CHelHalibHble CIy>KObl MHOCTPaHHBIX TOCYAApCTB;

TEPPOPUCTUUECKHE, SKCTPEMHUCTCKIE IPYIITHPOBKH;

MPeCTyNHbIE TPYMIHI (KPUMUHATBHBIE CTPYKTYPHI);

OTIIeNbHbIE (U3NYECKHUE NI (XaKePBhl);

KOHKYpPUPYIOILIME OpraHU3ally;

pa3paboOTYMKH POTrPaMMHBIX, IPOrPAMMHO-AMNIAPATHBIX CPE/ICTB;

auna, oOecneyMBarolIMe MOCTaBKYy MNPOrpaMMHBIX, IMPOTpaMMHO-alNapaTHBIX  CPEACTB,
o0ecreynBaroIuX CUCTEM;

MOCTABUIUKU YCIIYT CBsA3HU, BBIYUCIIUTCIBHBIX YCIYT,

JIMIIA, IPUBJICKAEMbIC JUISI YCTAHOBKH, HACTPOWKH, MCIIBITAHUH, MTyCKOHAJIAIOUYHBIX U UHBIX BUJIOB
pabor;

nauia, obecreynBaroniie (pyHKIMOHUPOBAHUE CHCTEM U CeTel MM O0EeCHeuMBAIOIIUX CHCTEM
omeparopa (aAMAUHUCTpAIMs, OXpaHa, YOOPIIUKH | JIp.);

ABTOPH30BaHHBIC TIOJIH30BATEIIN CHCTEM H CETEH;
CUCTEMHBIC aJIMUHUCTPATOPHI U AIMUHUCTPATOPHI OE30MIaCHOCTH;
ObIBITIHE (YBOJIEHHBIC) pAaOOTHUKHU (TIOJTB30BATEIN).

VYkazaHHble BHJbBl HAPYUIMTENEW MOTYT OBITh JONOJHEHbI WHBIMH HApyIIUTEISIMH C YYETOM
0COOCHHOCTEN 00J1acTU AESITENbHOCTH, B KOTOPOH (YHKIMOHUPYIOT cUCTeMbl M ceTu. s omHol
CHUCTEMBI U CETH aKTyaJIbHBIMH MOTYT SABJIATHCS HAPYIINUTEIN HCCKOJIBKUX BUIOB.

5.1.4. Hapymurenu npu3HAIOTCS aKTyaJdbHBIMU JJISI CUCTEM M CETeH, KOrjJa BO3MOXHBIC IIEJIH
peanu3anuu UM yrpo3 06e30macHOCTH WH(OPMALIMKU MOTYT MPUBECTH K OMPEIEICHHBIM AJSl CUCTEM H
CeTeil HeraTWBHBIM TMOCIEACTBHSIM U COOTBETCTBYIOIINM pHCKaM (Buaam yiepba). Bo3moxHble menu
peamzanuu  yrpo3 Oe3omacHOCTH HWH(POpPMAIMKM HAPYIIMTEISIMH TPHUBEACHBI B TPUIOKEHUH 6 K
HacTtosmel Metoauke.

[Tpumep coOTBETCTBUS HapyLIUTeNEH, BO3MOKHBIX 1LIeJel peaau3anui UMU yrpo3 0e30MmacHOCTH
MHGOpPMALMU U BO3MOXKHBIX HETaTUBHBIX IOCIEICTBUM M BHIOB PUCKOB (yliepOa) OT MX peanu3anuu
(BO3HHMKHOBEHMS) PUBE/IECH B MPUIIOKEHUH 7 K HacTosled Meroauke.

5.1.5. HaPYHJI/ITCJII/I HMCIOT Pa3HbIC YPOBHU KOMIICTCHTHOCTHU, OCHAIICHHOCTU PpCCypCaMu U
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MOTHBALMU IS peanu3aiuu  yrpo3 OesomacHoctn wuHpopManuu. COBOKYMHOCTh  JaHHBIX
XapaKTEPUCTHK OINpENeNsieT YPOBEHb BO3MOXKHOCTEH HApYyHIMTENEH MO pealu3alid  Yrpo3
6e30macHOCTH HH(POPMALIUH.

B 3aBHCHMOCTH OT ypOBHS BO3MOKHOCTEW HApPYIIMTEIH MMOAPA3ICIISAIOTCS HA HAPYIIUTEICH,
00JIaIaroINX

0a30BBIMH BO3MOXXHOCTSIMH TI0 pean3aluu yrpo3 oezonacHocTy uHpopmanmu (H1);

62130BBIMI/I ITIOBBINICHHBIMHU BO3MOXXHOCTIAMHU II0 peaJ'II/I3aI_II/II/I yrp03 6630H8.CHOCTI/I I/IH(I)OpMaI_II/II/I
(H2);

CpPEeIHUMU BO3MOKHOCTSIMHE T10 peau3aiiu yrpo3 6e3omnacuoctu napopmanuu (H3);
BBICOKMMH BO3MOXHOCTSIMH TI0 pealii3aiuu yrpo3 6ezonacHocty uHpopmarmu (H4).

Jnst oHOM CHCTEMBl WIIM CEeTH aKTyaJIbHBIMH MOTYT SIBIIAITHCSI HAPYIIUTENH, UMEIONIUE Pa3HbIC
YPOBHU BO3MO>KHOCTEH.

YpoBHM BO3MOXHOCTEH HapyUIMTelIed IO peanu3aluu yrpo3 0e30MacHOCTH HH(popMaluu
IIPUBE/ICHBI B IPUIIOKEHUM § K HacTosuiel Meronuke.

5.1.6. Jlns axTyanpHBIX HapyILIUTENEH TOJIAKHBI OBITH ONpPEAENEHbl UX KAaTErOpUU B 3aBUCUMOCTH
OT UMEIOIINXCS MPaB M YCIOBUH MO JOCTYITy K CUCTEMaM M CeTsSM, 00YyCJIOBJICHHBIX apXUTEKTYpOil H
YCIOBUSMU (PYHKIIMOHUPOBAHUSI 3TUX CHUCTEM M CETEH, a TakKe OT YCTAaHOBJIEHHBIX BO3MOKHOCTEH
Hapyuureneil. [Ipu 5ToM HapymuTeNny MoaApa3aeiaioTCs Ha ABE KaTeropuu (pUcyHok 5, 6):

BHEIIHUE HapyIIUTEeIN - HApyLIUTEIW, HE HMEIOIIMe IpaB JAOCTyHa B KOHTPOJIUPYEMYIO
(oxpaHsieMy10) 30HY (TEppUTOPHIO) U (MJIM) MOJIHOMOYMH IO TOCTYIy K MH(OPMAIIMOHHBIM pecypcam U
KOMIIOHEHTaM CHCTEM M CeTe, TpeOyIOINUM aBTOPHU3ALINY;

BHYTPEHHUE HAPYIIUTEIU - HAPYIIUTENH, HUMEIOIIUE TpaBa JOCTylna B KOHTPOIUPYEMYIO
(oxpansieMy10) 30HY (TeppuUTOpHI0) W (WIW) TOJTHOMOYHS IO aBTOMATH3UPOBAHHOMY JOCTYITy K
MH(OPMALIMOHHBIM pecypcaM U KOMIIOHEHTaM CHCTEM U CETEeH.
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Pucynok 5. BHemHui HapyIIUTENb IPU peaIM3alii YTpo3
Oe3omacHOCTH UH(pOpPMALH

FpaHWLEA OLEeHKW Yrpo3
6e30NacHOCTH MHPO pMa LK

Pucynox 6. BHyTpeHHMIT HApyIIUTEINb TIPH peaTu3aiiy yrpo3

KoHcynbTaHnTlNoc
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6e3omacHOCTH UH(pOpPMALMK

BHyTpeHHue HapylmMTenu IepBOHAYAIBHO MOTYT HMMETh pa3HbIi YPOBEHb IIpaB JOCTyNa K
MH(OPMALIMOHHBIM pecypcaM M KOMIIOHEHTaM CUCTEM U CeTel (Hampumep, AOCTYI B JIMYHBIA KaOMHET
Ha caiiTe, UCIIOJHEHHE O0S3aHHOCTEW HAa aBTOMAaTU3UPOBAHHOM pabodyeM MecTe, afMUHUCTPUPOBAHUE
cucreM u cereil). K BHYTpEeHHHUM HapylIUTENs M OTHOCATCS IOJb30BATENM, HMEIOIIHE Kak
HEeNPUBUWIETHPOBAHHBIE (IIOJIb30BATENbCKHE), TAK U NPUBUIETUPOBAHHbIE (aMUHUCTPATUBHbIEC) MpaBa
J0CTyMa K MHQOPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM CHUCTEM U CETeH.

5.1.7. BHemniH#ue HApPYMIUTEIN PEAM3YIOT YIPO3bl 0€30MacHOCTH WHGPOPMAIUU TPETHAMEPESHHO
(mpegHamMepeHHBIE  yrpo3bl  Oe30macHOCTH WMHMOPMAIMKA) C  HWCIOJIB30BAaHHWEM  IMPOTPAMMHBIX,
ImporpaMMHO-ammnapaTHbiX CpEeaACTB HIIN 0e3 WCIIOJB30BAaHUS TAaKOBBIX. BHy’[‘peHHI/Ie HapyHmuTeIin
peau3yrT yrpo3sl  0e30macHOCTH HMH(OpPMAauM MpeJHaMEpPeHHO (TpeHaMEpeHHbIE  YTPO3bI
0e30macHOCTH WH(pOPMAIIUK) C HCIOJIB30BAHUEM MPOTPAMMHBIX, MPOTPaMMHO-aNapaTHbIX CPEICTB
win 6e3 MCMOIb30BaHMU TAKOBBIX WM HEMPEIHAMEPEHHO (HempeaHaMepeHHBIe YIpo3bl 0e30MacHOCTH
nHpopManun) 6e3 UCTIOIb30BaHMs TPOTPAMMHBIX, IPOTPAMMHO-AMIIAPATHBIX CPEICTB.

[Tpumep 4: k HenmpeJHAMEPEHHBIM yrpo3aM 0€30MacHOCTH HH(POPMAIIUK MOTYT OTHOCHUTBCS:
1) HapymeHne (QyHKIIMOHUPOBAHHUS CHUCTEMBI YIpaBleHHs 0a3bl JaHHBIX 3a CUET BBOJA B
MOJIS TaHHBIX WH(OPMAIINH, IPEBBIIIAIONIEH JOMYyCTUMBIA 00BEM;

2) HapymeHue (yHKIIMOHHPOBAHUS BeO-pecypca 3a C4eT TOro, 4To CUCTEMHBIN <...>

5.1.8. B cinydae ecinu K CUCTEMaM M CETSAM NPEIbSIBICHBI TPEOOBaHUSA K YCTOWYMBOCTH U
HAJECKHOCTH (DYHKIIMOHUPOBAHUS (B YACTH IEIOCTHOCTH U JOCTYITHOCTH MH(POPMAITMOHHBIX PECYPCOB U
KOMITIOHCEHTOB CUCTEM U CeTefI), JOIMOJIHUTCIIBHO K aHTPOIIOICHHBIM HCTOYHHUKAM YI'PO3 0€e30I1aCHOCTH
nH(pOpPMaLIMU B KAUECTBE aKTYaJbHBIX MOTYT OBbITh ONpEAEICHbl TEXHOICHHbIE HCTOYHUKH ((u3nueckue
SIBJICHHSI, MaTepUATbHBIE 00BEKTHI). YTPO3bl 0€30MACHOCTH MH(POPMAIINH, CBSI3aHHBIC ¢ TEXHOTCHHBIMHU
WUCTOYHUKAMH, BKJIFOYAIOTCS B MOJIENb Yrpo3 Oe30macHOCTH WH(GOpPMAIMU IO PEIICHUI0 00iamaTens
nH(OpPMAIIMY WIH OTIepaTopa CHCTEM U CETEeH.

OcHOBHBIMU (haKTOpaMH BO3HHUKHOBEHHUS Yrpo3 0e30macHOCTH WH(OPMALMHU, CBS3aHHBIMH C
TEXHOT€HHBIMU UCTOYHHUKAMU, MOTYT SIBIATHCA:

a) HEJOCTaTKW KadecTBa, HAJS)KHOCTH MPOTPAMMHOTO OOECIeUYCHHsI, TPOTpaMMHO-aIapaTHbIX
CpencTB, 0OeCeYrBAIOIINX 00pabOTKY U XpaHeHHEe HHPOPMAIINH, UX JIMHUH CBSI3H,

0) HeoCTaTKH B paboTe 00eCIIeUnBAIOIINX CUCTEM;

B) HEIOCTYITHOCTh CEPBUCOB (yCIyT), MPEAOCTABISIEMBIX CTOPOHHUMH OpPraHU3alUsIMU.

BO3MOXHOCT, BO3HHKHOBEHHSI TaKUX yrpo3 OMPEAENseTCs Ha OCHOBE CTAaTUCTHKH WX
BO3HHUKHOBEHHUS 3a TIPONLIbIC TOABl. B cioydae OTCYTCTBUS YKa3aHHOW CTaTHCTUKH BO3MOXKHO
HCIIOJIb30BaHUE IKCIICPTHOM OICHKH.

BrIsBIICHHE TEXHOTEHHBIX HCTOYHHKOB JIOJDKHO OCYIIECTBIISTBHCS ¢ YIETOM TPEOOBAHHUN U TTPABHII,

YCTAaHOBJICHHBIX YIIOJITHOMOYCHHBIMHA Q)CﬂepaﬂbHLIMI/I OopraHamMu HCIIOJIHUTEILHOMN BJIaCTH,
HallMOHAJIbHBIMU CTaHAapTaMU <1>, 1 HC BXOJUT B 00yacThb JeHCTBUS JaHHOW METOINKM.
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<1> Hampumep, TaKUMH CTaHJapTaMH SBISIOTCS:

['OCT P 22.0.05-2020 be3zonacHOCTh B Ype3BbIYANHBIX CUTYalUAX. TE€XHOT€HHbIE UpE3BbIUAiHbIC
cutyauuu. TepMUHBI U OIIpeIEICHMUS;

[OCT P 51901.1-2002 MeHemKMEHT pucka. AHaluW3 pHUCKAa TEXHOJOTMYECKUX CHUCTEM (C
[TonpaBkoii).

5.1.9. Tlo pe3synbTaraM OINpeneleHUuss UCTOYHUKOB YIrpo3 0e30MacHOCTH MH(OPMAIMM JTOJIKHbI
OBITH ONpE/ICIICHBI:

a) BUJBI aKTyaJbHBIX HApyIIUTENEH W BO3MOXKHBIC IENIM pealu3alii UMH yrpo3 0e30macHOCTH
nH(popMalnH, a TAKKE UX BOZMOXXHOCTH;

0) KaTeropuu akTyalbHBIX HapyLIUTeNeH, KOTOPbIe MOTYT PEaM30BbIBaTh Yyrpo3bl 0€30MacCHOCTH
nH(pOopMalY, B TOM YHCIIE HETIPEAHAMEPEHHBIE YTPO3HI.

[Ipy ompeneneHUH HCTOYHUKOB yrpo3 0€30MacHOCTH HH(POpMALUH HEOOXOIMMO HCXOIHTh U3
NPEANONOKECHUS! O HAJIMYMM TIOBBIIIGHHOW MOTHMBAIllMM BHEIIHMX W BHYTPEHHHUX HapyIIHTENEH,
NPEeJHAMEPEHHO PEeAM3YIOMMX Yrpo3sl Oe3omacHocTH HH(pOpManuu. Kpome Ttoro, HeoOXoaummo
YUMTHIBaTh, YTO TAKUE BUIbl HapyLIMTENEH KaK ClelHajIbHble CIYKObl MHOCTPAHHBIX T'OCYJApCTB U
TEPPOPUCTHUECKHE, SKCTPEMHUCTCKHIE TPYIIIUPOBKH MOTYT NMPUBJIEKATh (BXOAUTH B CTOBOP) BHYTPEHHUX
HapyIIUTENCH, B TOM 4YHCJe O0JaalolnX MPUBIICTHPOBAHHBIME MPaBaMU JOCTyna. B 3Tom ciydae
YPOBEHb  BO3MOXKHOCTEH  aKTyalbHBIX HapyIIUTelnedl OyAeT ONpeAeNisiThCs COBOKYITHOCTBIO
BO3MOXKHOCTEH HapYIIUTEINEH, BXOIIIIUX B CTOBOP.

[Tpumepsl ompenencHUs aKTyalIbHBIX HAPYIIUTENCH TNpPU pean3alud Yrpo3 0e30MacHOCTH
MHpOpMAllMM U COOTBETCTBYIOIIME WM BHUIbl HAPYIIMTENEH MU HMX BO3MOXXHOCTH TIIPUBEJCHBI B
NpUJIoKeHnU 9 Kk HacTosern Meroauke.

5.2 OueHka cnocoboB peanusaunm (BOSHUKHOBEHUS1) Yrpo3
6e3onacHocTn MHcpopmauum

5.2.1. B Xoze OleHKH yrpo3 0e30macHoCTH HHPOPMALIUU JOIDKHBI OBITH OTPeAeTICHBI BO3MOXKHBIE
crocoObl peayim3aiui (BOSHUKHOBEHHMsI) Yyrpo3 0€30MacHOCTH MH(OpMAaIlUM, 3a CUET HMCIOIb30BAHMS
KOTOPBIX aKTyaJIbHBIMH HapYyIIUTEISIMU MOTYT OBITh PEaIM30BaHbI YIPO3bl O€30MaCHOCTH HH(OPMALIUH
B CHUCTEMax M CETAX, - aKTyalbHbIE CIOCOOBI peanu3anuu (BO3HHKHOBEHHS) yrpo3 0e30MacHOCTH
uHpOpMaInu.

5.2.2. VcxXomHbIMH JaHHBIMH JUIsL  ONpPENENICHUS aKTyalbHBIX CIIOCOOOB  pealu3aluu
(BO3HMKHOBEHHMSI) yrpo3 0€3011acCHOCTU UH(POPMALIUH SIBIISIFOTCSL:

a) o0mMii mepedeHp yrpo3 0e30MmacHOCTH HHPOPMAIINH, COACPKAIIMICS B OaHKE JaHHBIX YIpo3
oe3onacHoctr nHGopManmun PCTIK Poccun (bdu.fstec.ru), Mogenu yrpo3 6e30macHOCTH HHGOPMAITUH,
paspabarbiBaemble PCTOK Poccum B coorBeTcTBMM ¢ HoAnyHKTOM 4 nyHkra 8 [lomokeHus o
denepanbHOl Cily’)k0e MO TEXHUYECKOMY M AKCIOPTHOMY KOHTPOJIIO, YTBEPXKICHHOTO YKa3oM
[Ipesunenta Poccuiickoit ®enepaumn ot 16 asrycra 2004 r. N 1085, a Ttakxke oTpacieBble
(Be1OMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIETH YIpo3 0€30MacHOCTH HH(OpMaLIUK;
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0) omucaHus BEKTOPOB KOMIIBIOTEPHBIX AaTaK, COAepKaluxcsi B 0a3ax MaHHBIX M WHBIX
uctounukax, onyonukoBanubsix B cetu "UurepHer" (CAPEC, ATT&CK, OWASP, STIX, WASC u

ap.);

B) JOKYMEHTAIUsl HA CUCTEMBI U CeTH (B YaCTH CBEJCHUN O COCTaBE M apXHTEKType, O Tpymmax
MOJIb30BaTeIC W WX THIAX JIOCTYIIa W YPOBHEH ITOJIHOMOYHH, O BHEIIHUX H BHYTPCHHHX
uHTepdercax);

F) HCTaTUBHBIC ITOCIICACTBUA OT p€ain3allun (BOSHI/IKHOBCHI/IH) yrpos 0€e30IacCHOCTH I/IH(l)OpMaI_II/II/I,
OIMPCACIICHHBIC B COOTBCTCTBUU C HaCTOSIIEH MGTOHHKOﬁ;

1) OOBEKTHl BO3ACUCTBHS Yrpo3 O€30MacHOCTH WH(POPMALUU U COOTBETCTBYIOIIME WM BHbI
BO3JEHCTBUS, ONIPEACIICHHBIE B COOTBETCTBUU C HACTOSIIECH MeToauKo;

€) BUAbl U KAaTeTOPUU aKTyaJIbHBIX HApYIIUTENIEH, KOTOpPhlE MOTYT pEalIu30BBIBATh YIPO3bl
0e3omacHOCTM HMH(pOpPMAlMU, B TOM 4YHUCIE HENpeJIHAMEPEHHbIE YIPO3bl, U HUX BO3MOXKHOCTH,
OINPEJEJICHHBIE B COOTBETCTBUM C HACTOALIEH MeTOIUKOMN.

YKkazaHHbIE UCXOAHbIC JaHHBIE MOTYT OBITH JIOTOJHEHbl MHBIMU JIOKYMEHTAMU U CBEJICHHUSIMHU C
y4eTOM 0COOEHHOCTEH 001aCTH EATETLHOCTH, B KOTOPOi (PYyHKIIMOHUPYIOT CUCTEMBI U CETH.

5.2.3. Ha ocHoBe aHamu3a UCXOAHBIX JaHHBIX, a TaKKe BO3MOXKXHOCTEM Hapylurenei
OTIPECIISAIOTCS CIIOCOOBI peann3anny (BOZHUKHOBEHUS) YIpo3 0€30MacHOCTH HHPOPMAIINH, aKTyalbHbIE
JUIA CUCTEM U CETEM.

OCHOBHBIMU CIIOCOOaMM  peanu3aluu (BO3HUKHOBEHHs) yrpo3 0e30MacHOCTH HH(popMaluu
SIBJIIOTCSL:

1) ucnonp3oBaHue ys13BUMOCTEN (ysI3BUMOCTEHN Ko/1a (IIpOrpaMMHOTr0 00ecreueHus ), ya3BUMOCTEN
ApXUTEKTYphl W KOH(PHUTypallMd CUCTEM W CeTed, a TaKkKe OPraHU3alMOHHBIX W MHOTO(aKTOPHBIX
ySI3BUMOCTEH);

2) BHEJpEHUE BPEIOHOCHOTO MPOrpaMMHOI0 00eCIeYeHH S,

3) HCIOJIb30BAaHUEC HCACKIIAPUPOBAHHBIX BO3MOXKHOCTEH nporpaMmMHOTO obecrieyeHuss u (I/IJ'II/I)
IporpaMMHO-alIapaTHbIX CPCACTB;

4) ycraHOBKa IpPOrpaMMHBIX M (MJM) IPOrpaMMHO-ANIAPaTHBIX 3aKJIaJ0K B IMPOrpaMMHOE
oOecnievyeHre U (UIM) MporpaMMHO-aIIapaTHbIE CPEJICTBA;

5) dbopMupoBaHHE U UCIOIB30BAHUE CKPBITHIX KaHAJIOB (110 BPEMEHH, MO MaMATH) JUIsl Iepeadn
KOH(HIEHIINATIBHBIX JaHHBIX;

6) mepexBarT (M3MEpEHHUE) IMOOOYHBIX OJIIEKTPOMATHUTHBIX HW3IYYCHHH W HABOJOK (Ipyrux
(bu3nuecKux mojei) uis 1ocTyna K KoH(UICHINATbHOW HHpOpMAaIiK, coepKalleiicss B anmapaTHIX
CpeICcTBaxX ayTeHTU(UKAIINH;

7) WHBa3MBHBIE CIIOCOOBI JocTyna K KOH(UIEHIMaJIbHON HHPOpMaLuu, coAeprKallencs B
anmnapaTHBIX CPeJCTBaX ayTeHTU(UKAIINH;
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8) HapymeHne 0€30MacHOCTH TPH MOCTaBKaX MPOTrPaMMHBIX, TPOTPaMMHO-AIIAPaTHBIX CPEJCTB U
(uM) ycIyr Mo yCTaHOBKE, HACTPOIKE, HCIBITaHUSM, IYCKOHAJaJO04YHBIM paboTaM (B TOM 4HCIe
aJIMUHUCTPHPOBAHUIO, O0CITYKUBAHHIO);

9) ommbo4YHBIE NEHCTBHSA B XO/€ CO3AAHUS W IKCIUTyaTallkd CHUCTEM U CETeH, B TOM YHCJE TpPHU
YCTaHOBKE, HACTPOMKE MIPOTPaMMHBIX U ITPOTrPaMMHO-ANNAPATHBIX CPEJCTB.

VYka3zaHHble CNOCOOBI peanu3alnuu (BO3HUKHOBEHHS) yrpo3 0e30macHOCTH HH(POpMAIMH MOTYT
ObITh JOTMOJIHEHBl HMHBIMH CHOCOOAMH C YYE€TOM OCOOCHHOCTEM apXHTEKTyphl W  yCIOBUM
(YHKITMOHUPOBAHHMSI CUCTEM U CETEH.

Crioco6b1  peanm3anuy (BO3HHUKHOBEHHUS) Yrpo3 0€30MacHOCTH HH(POPMALUU ONPENeNIIIOTCs
MPUMEHHUTEIHFHO K 00BEKTaM BO3JCHCTBUSI, OTPEICIICHHBIM B COOTBETCTBUHU C HACTOSIIEH METOIMKOM.
CriocoOb! SABISIFOTCS aKTyaJIbHBIMU, KOT/Ia BO3MOKHOCTH HAPYIITUTEIS TIO3BOJISIFOT WX UCIIOJIB30BATh IS
peanu3anuu yrpo3 0e30macHOCTH M UMEIOTCS WJIU CO3/IaHbl YCIIOBHUS, MPU KOTOPBIX TaKasi BO3SMOKHOCTh
MOXKET OBITh peajn30oBaHa B OTHOLIEHMH OOBEKTOB Bo3AeHCcTBUS. OpHa yrposa Oe30macHOCTH
nH(pOpMAIIUK MOXKET OBITh pean30BaHa HECKOJIBKUMH CIIOCO0aMHU.

5.2.4. VYcnoBueM, MO3BOJSIONIMM HApyLIIUTENISIM HCIOJIB30BaTh CHOCOOBI pealn3aliy yrpo3
Oe3omacHOCTH MH(pOpPMaLUK, SIBISETCS HAIWYUE Y HUX BO3MOXKHOCTU JOCTYNa K CIEIYIOIIMM TUIIAM
nuHTepdeiicoB 00bEKTOB BO3ACHCTBHUS:

BHEIIIHUE CeTeBbIe HMHTEp(dEHCh, obOecreunBaroniie B3auMoJeHcTBUEe C ceThio "HMHTepHet",
CMEXHBIMU  (B3aMMOJICUCTBYIONIMMH) CHCTEMaMU WJIH CceTaMH (NIPOBOAHBIE, OECTPOBOIHBIE,
BeO-uHTEpQeichl, HHTep(hENChl yAaIeHHOTo JOCTyNa U Jp.);

BHYTPEHHHUE CeTeBbIe MHTEp(dEicH, oOecneunBarone B3aUMOJCHCTBUE (B TOM 4YHCIE dYepes
MIPOMEKYTOYHBIE KOMIIOHEHTHI) ¢ KOMIIOHEHTaMH CHCTEM H CEeTei, MMEIOIIMMHU BHEIIHHE CETEeBBIE
uHTepdeiicel (MpoBoaHbIE, OECITPOBOAHBIC);

uHTepderchl I Mojb30Bareneld (MpoBoAHBIC, OecpoBOAHBIC, BEO-MHTEp(EHCH, MHTEPPEHCHI
yIQJIEHHOTO JOCTYIIA | Jp.);

uHTEepQechl JUIs  HCIOJIb30BAaHUS CHEMHBIX MAIIMHHBIX HOCHTEJIeW HMHPOpMauuu U
nepupepuitHoro 000pyI0BaHUS;

UHTEPQEChl ISl YCTAaHOBKH, HACTPONKH, MCIBITAHHUH, MyCKOHAJIAJAOYHBIX Pa0doT (B TOM dHUCIe
aJIMMHUCTPUPOBAHUS, YNpaBICHUs], 00CITy)XKMBaHMsI) oOecrieueHUus] (PyHKIMOHHUPOBAHUS KOMIIOHEHTOB
CHCTEM H CETeH;

BO3MOXHOCTb AOCTYyIIa K IMOCTABJIACMBIM HJIIM HAXOAAINIUMCSA Ha O6CJ'Iy>KI/IBaHI/II/I, PEMOHTC B
CTOPOHHHUX OPraHU3alugX KOMIIOHCHTAM CUCTEM U CETeH.

Hanuune ykazaHHBIX HMHTEP(EHCOB ONpenensercss apXUTEKTypoil, COCTaBOM U YCIOBHSIMHU
(YHKIMOHMPOBAHUSI CUCTEM M CETEW, TpyNIIaMU IOJIb30BaTeNei, MX TUMAMH JOCTyNa W YPOBHIMH
nosHoMounil. B xone aHanmuza AOKHBI OBITH OMNpENENIeHbl Kak JIOTMYECKHEe, TaKk U (u3HYecKue
uHTepdeiicbl 00bEKTOB BO3JIEHCTBUSA, B TOM 4Kcie Tpedyroume pu3nyeckoro 10CTyna K HuMm.

I/IHTepq)eﬁCbI ONPCACIIIOTCA Ha allllapaTHoM, CUCTEMHOM HW TIPHUKIAAHOM YPOBHAX CHUCTEM U
CeTeﬁ, a TakKKC I TCIICKOMMYHHUKAIIMOHHOT'O 060py11013aH1/151. Bo03MOXHOCTh UX HCHOJIB30BAaHHMS Ha
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YKa3aHHBIX YPOBHAAX OIPCACIACTCA BO3ZMOXKHOCTAMU aKTYyaJIbHBIX HaPYMHTCHeﬁ.

5.2.5. Ha »ramne co3maHMs CHUCTEM M CeTel ompenesieHHue MHTepdeiicoB 0ObEeKTOB BO3/EHCTBUS,
KOTOpBIE MOTYT HCHOJB30BAThCS Ul pealln3alliil yrpo3 Oe30MacHOCTH, MPOBOAMTCS HA OCHOBE
MPEIoIaraeMoil apXUTEeKTyphl U yCIOBHU (DYHKIIMOHHUPOBAHHUS CHUCTEM M CETEH, ONpEIeICHHBIX Ha
OCHOBE U3yUYEHUS U aHaJln3a UCXOIHBIX TAHHBIX O HUX.

Ha »Tane OKCIlTyaTalluu CUCTEM H ceTei AJI OIIpEACIICHUA HHTep(beﬁCOB 00BEKTOB BOSI[CI\/'ICTBI/IH,
KOTOPBIC MOT'YT HCIIOJIB30BAaThCA JIA peain3aliuud  yrpos 6G3OHaCHOCTI/I, JOIIOJIHUTCJIBHO K
AOKYMCHTAIlMKM Ha CCTH W CUCTCMbI HCIOJB3YIOTCA PE3YyJIbTaTbl MHBCHTApU3aAllUN CUCTCM U CeTeﬁ,
HpOBGIIGHHOfI C UCIIOJIb30BAHUCM aBTOMATHU3UPOBAHHBIX CPCACTB.

5.2.6. Ilo pe3ynbpraTam OILIEHKH BO3MOXHBIX CIIOCOOOB peann3alud yrpo3 0e30MacHOCTH
nH(pOpPMaLIMU JOTKHBI ObITh OIPEICIICHBI:

a) BHJIbI U KaTETOPUU HAPYIIUTENICH, KOTOPbIE HMEIOT BO3MOXKHOCTh HCITOJIb30BAHUS aKTyaJIbHBIX
cIoco0oB;

0) akTyalbHBIE CIIOCOOBI peanu3allii yrpo3 0e30macHOCTH WH(OpManuu U THIBI UHTEPGHEHCOoB
00BEKTOB BO3ICUCTBHUS, 32 CYET KOTOPHIX OHU MOTYT OBITh PEAIN30BaHBI.

[Tpumeps! ompeselieHnsT aKTyallbHBIX CIIOCO00B peamu3aliiy yrpo3 0e301macHOCTH HHPOPMAIUH 1
COOTBETCTBYIOIIMEC MM BHUBl HApPYIIUTENIEH W WX BO3MOXHOCTH TPHUBEACHBI B TpuioxkeHHUH 10 K
HacTosel MeTtoauke.

5.3 OueHKa akTyanbHOCTMU yrpo3 6e3onacHocT nHcopmaumm

5.3.1. B xoze omeHkH yrpo3 6e301macHOCTH HHPOPMAITHH JOKHBI OBITH ONPE/ICIICHBI BO3MOYKHBIE
yrpo3bl 6€30MacHOCTH MH(POPMAIMN U OLEHEHAa UX aKTyaJlbHOCTb JJII CHUCTEM M CETeH - aKTyaJlbHbIE
yrpo3bl 0€30MacHOCTH UH(OPMAIIHH.

5.3.2. VcXOomHBIMH [aHHBIMHU JUIS OIIEHKH AaKTyalbHOCTU yrpo3 Oe3omacHoCTH HHGOpMauu
SIBIISIOTCS:

a) o0muil mepevyeHp yrpo3 6e3onacHoOCTH MH(GOPMAIMH, COJIEpKAIIUICS B OaHKEe JaHHBIX yrpo3
6e3onacaoctu uHPopmanuu PCTIK Poccun (bdu.fstec.ru), Momenu yrpo3 6ezonacHoctr HHGOpMAIUH,
paspabateiBaecmbie @CTOK Poccum B coorBercTBUM ¢ moamyHKTOM 4 myHkTa 8 Ilomoxenust o
@enepanbHOl Cily’)k0e IO TEXHUYECKOMY M 3KCIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOTO YKa3zoM
[Ipesunenra Poccuiickoit ®enepaunu ot 16 asrycta 2004 r. N 1085, a Taxkxke oTpacieBbie
(BetOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIENIN YTpo3 6e30MacHOCTH HHPOPMALIUY;

0) ommcaHUs BEKTOPOB KOMIIBIOTEPHBIX aTak, CoOJepXKamuxcs B 0a3ax JaHHBIX W HHBIX
MH(POPMAIMOHHBIX UCTOYHUKAX, omyonukoBaHHbIX B cetd "MHTepHeTr" (CAPEC, ATT&CK, OWASP,
STIX, WASC u np.);

B) HEraTUBHBIE MOCJEICTBUS OT peanu3aly (BO3SHUKHOBEHUS) yrpo3 06e301acHoCTH HH(OpMALINH,
orpezieNieHHbIe B COOTBETCTBUU C HacTosIeld MeToauKoii;

r) OOBEKTHI BO3JIEHCTBUS Yrpo3 0€30MacHOCTH WH(GOpPMAlUKA W BHUABI BO3JICHCTBUN HAa HUX,
ONPEACIICHHBIE B COOTBETCTBUU C HACTOSIIEH MeTOauKOM;
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) BUABI W KAaTErOPUHM AaKTyalbHBIX HApYIIMTENEH, KOTOpbIE MOTYT pEalU30BBIBATH YTPO3bI
Oe3omacHoCcTH WH(OpPMANMKM, B TOM 4YHCIE HEMpeJHAMEPEHHBIE YIPO3bl, U HUX BO3MOXKHOCTH,
ONPEACIICHHBIE B COOTBETCTBUU C HACTOSIIEH MeTOaUKOM;

€) aKTyaJbHble CIIOCOOBI peanu3aiuy (BOZHUKHOBEHUS) YIpo3 0€301MacHOCTH HH(OPMALINH.

5.3.3. Ha ocHOBe aHaJIN3a WCXOIHBIX JTAHHBIX OMPEACISAIOTCS BO3MOXKHBIE JJII CUCTEM U CETEH
yrpo3bl 0€30macHOCTH HWHGOPMAIMU, K KOTOPHIM OTHOCATCS OCYIIECTBJISEMbIC HaPYLIUTEIEM
BO3JICHCTBUS HAa MH(POPMAIIMOHHBIE PECypChl 1 KOMIIOHEHTBI CUCTEM U ceTel (00BEKThI BO3ACUCTBUSA), B
pe3ynbTare KOTOPBIX BO3MOXKHO HapylleHHe O0e30macHOCTH HH(popManuu W (WIH) HapyIICHHE WIH
npekpaiieHue GyHKIMOHUPOBAHHUS CUCTEM U CETEH.

VYrposa 6e3onacHoCTH HHPOPMAITUK BO3MOXHA, €CIIM UMEIOTCS HAPYIIUTEIh WA HHOM UCTOYHUK
yrpo3bpl, OOBEKT, Ha KOTOPBIM OCYIIECTBISIIOTCS BO3JEWUCTBUSA, CIOCOOBI peanu3ali yrpo3bl
0€3011acCHOCTH UH(POPMALINY, a PeaTU3alns YIPO3bl MOXKET IIPUBECTU K HEFATUBHBIM MOCIEICTBHIM:

YBUi = [HapymuTens (HICTOYHUK YTPO3bl); 00BEKTHI BO3ICHCTBUS;
CIOCOOBI pean3aluy Yrpo3; HEraTUBHBIEC OCIEICTBHS .

5.3.4. AKTyalbHOCTb BO3MOXHBIX yIrpo3 0€30MacHOCTH HMHGOPMAaLUU OIpeNesieTcs] HAIUYUEM
CLICHAapHUEB UX peaIu3alluu.

CueHapun peanu3anuud yrpo3 0€30MacHOCTH HHQPOPMAIMN JOKHBI OBITh OMpEEeNeHbl s
COOTBETCTBYIOIIIUX CIIOCOOOB peanu3alid yrpo3 0e30macHOCTH HH(OpMAalMU, OMpPEIeICHHBIX B
COOTBETCTBUM C HAcTOsIeH MeTONWKOW, M TPUMEHUTEIBHO K OOBEKTaM BO3JICHCTBUS W BUIAM
BO3/eHCcTBUS Ha HUX. OmnpesesieHre ClieHapueB MpeaycCMaTpUBaeT yCTAHOBIICHHUE MOCIIEI0BATEILHOCTH
BO3MOXHBIX TAKTUK M COOTBETCTBYIOIIMX UM TEXHHK, TPUMEHEHUE KOTOPBIX BO3MOXXHO AKTyaJlbHBIM
HapyIIUTEJIEM C COOTBETCTBYIOIIUM YPOBHEM BO3MOKHOCTEH, a TaKKe JOCTYIMHOCTH HHTEp(EHCcoB st
WCIOJIb30BaHUsI COOTBETCTBYIOIIUX CIIOCOO0B peaan3aluu yrpo3 0e30macHOCTH HH(DOPMAIIHH.

[lepeueHb OCHOBHBIX TAKTHK (TaKTHYECKUX 3a7ad) U COOTBETCTBYIOIIMX MM THIIOBBIX TEXHUK,
HCIOJIb3YEMBIX JIJISl TIOCTPOSHUS CIICHAPUEB pean3aliy yrpo3 0€30macHOCTH HH(POPMAIINH, TPUBEICH
B npwiioxkennu 11 k HacTosimen Metonuke.

5.3.5. Ha srame co3maHus CUCTEM U CETEH MOJDKEH OBITH OIMpeaesieH XOTs Obl OJIMH CIIeHApui
KKJIOro crocoba peanu3alvi BO3MOXHOW yrpo3sl Oe3omacHoctd wuHpopManuu. CrieHapuit
OTIpeAEISAETCS AT KaXI0T0 aKTyalbHOTO HAPYIIUTENS U UX YPOBHEH BO3MOKHOCTEH.

[Tpr Hamuuuu XOTst OBl OJHOTO CIIEHApHs YTrpo3bl Oe30MacHOCTH HMH(OpMAIlMM Takas yrpos3a
MIPU3HAETCS AKTYaJIbHOU JJI1 CUCTEMBI M CETHU U BKJIIOYAETCSI B MOJEIb yrpo3 0€30IaCHOCTU CUCTEM U
ceredl Isi 0OOCHOBaHMsS BbIOOpAa OPraHM3AIMOHHBIX M TEXHHYECKHX MEp MO 3ammrTe HH(OpMaIu
(oOecrieueHunto 0€30MMaCHOCTH), a TAKXKE BBIOOPA CPEACTB 3aIUThI HHPOpMAIHH (PUCYHOK 7).

Yrpo3a HECAaHKITMOHUPOBAHHOTO JOCTYTA K 0a3e JaHHBIX,
coJieprKaliel 3amunaeMyo nHHOpMaInio
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PucyHnok 7. [Ipumep cueHapus pean3anuu yrpossl
0e30macHOCTH HHPOpMALUU

Ha »rame »skcmmyatamuu CHCTeM W CEeTeM ISl KaXIOM BO3MOXKHOW YIpo3bl 0€30MacHOCTH
uH(pOpPMAIUU OIPEEISIETCS] MHOKECTBO BO3SMOKHBIX CIICHApPHUEB €€ pean3alid B MHTEPEcax OLCHKH
3¢ (HEeKTUBHOCTH MPUHATHIX TEXHHUECKUX MEp IO 3amuTe HHPopMaiuu (o0ecrnedeHno 0e30macHOCTH),
B TOM 4YHCJE CPEICTB 3amuThl MH(opManuu. IIpm 3TOM MHOXXECTBO ClIEHApUEeB ONpeenseTcs At
KaXX/I0TO aKTyaJlbHOT'O HAPYLIMTENSI U YPOBHEH €ro BO3MOXKHOCTEH B COOTBETCTBUH C IOJyYEHHBIMHU
pe3yiabTaTaMi MHBEHTApU3aIlMH CUCTEM M CeTel, aHaiuu3a ysA3BUMOCTEH M (WJIM) TECTHPOBAHHS Ha
MIPOHUKHOBEHUE, TPOBEJICHHBIX C UCIIOJIE30BAHUEM aBTOMAaTH3UPOBAHHBIX CPEACTB (PUCYHOK §).

5.3.6. Ha stane skcmtyaraiuu onpeesieHue ClieHapheB pealn3aliy yrpo3bl BKIIOYALT:

a) aHaJlIM3 MCXOJHBIX JaHHBIX Ha CHCTEMY WIM CeTh, NPelyCMaTPUBAIOLINI B TOM UYHCIIE aHAIU3
JOKYMEHTAIlMM, MOJEIM yrpo3 0e30macHOCTH HWHPOPMALUHU, TNPUMEHIEMBIX CpPEACTB 3alUThI
nHpOpPMaIINH, U OTIPE/IeICHUE IJIAHUPYEMBIX K IPUMEHEHHIO aBTOMATU3UPOBAHHBIX CPE/ICTB;

0) mpoBelneHHEe WHBEHTApH3AIUK MH()OPMAIMOHHBIX CHCTEM W CETEH W OIlpeneleHne OOBbEeKTOB
BO3JICHCTBUS U UX UHTEP(EHCOB;

B) olpejeNieHHue BHEIIHUX HHTepP(ENcoB, KOTOpble MOTYT OBITh 3aJI€iICTBOBAHbI MPU peau3alun
yrpo3 0e3onacHoCTH HHGOPMAIUH;

r) OmpeelieHue BHYTPEHHHUX HHTEpPQEHCcOB, KOTOpblE MOTYT OBITh 3a/IeHCTBOBaHBI TMpHU
peamzanuu yrpo3 6e30macHOCTH HHPOPMAIUH;

1) BBISIBJICHHE YS3BHUMOCTEHl OOBEKTOB BO3JECHCTBHUS, a TaKKe KOMIIOHEHTOB CHUCTEM U CETel,
UMEIOIIUX BHEUIHHE HWHTepdeichl, ¢ KOTOPhIMH TMOCPEACTBOM BHYTPEHHUX HUHTep(dericoB
B3aUMOJICHCTBYIOT OOBEKThI BO3CHCTBUS;

€) TMpOBEICHHE TECTUPOBAaHMS HA IMPOHHKHOBEHHE, IIOATBEPIKAAIONIETO  BO3MOKHOCThH
UCIIOJIb30BAHUS BBISBJICHHBIX YS3BUMOCTECH WJIM BBISBICHUS HOBBIX CIICHAPUEB pPEANU3AIlMH YIPO3BI
6e30macHOCTH HH(POPMALINY;

’K) TIOMCK TIOCIIEIOBATEIHbHOCTH TAKTUK W TEXHUK, MPUMEHEHHWE KOTOPHIX MOXKET MPHUBECTU K
peanu3anuu yrpo3bl 0e30macHOCTH HMH(POPMAIMHM, WCXOMIS W3 YPOBHS BO3MOXKHOCTEH aKTyalbHBIX
HapyluuTened, a Takke pe3yJbTaTOB HMHBEHTApU3allMU, aHAllM3a YA3BUMOCTEH U TECTUPOBAaHHUS Ha
MIPOHUKHOBEHUE;

3) COCTaBJICHHE CIICHAPHEB peaM3allMyi Yrpo3bl 0€30MaCHOCTH WH(POPMALUU MPUMEHUTEIHLHO K
00BEKTaM M BUJIaM BO3JCHCTBHS, a TAKXKE CIIoco0aM peann3aluu yrpo3 0e30macHOCTH HH(DOPMAIIHH.
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[Tpunoxenue 1
K MeToqiuKe OIIeHKH yrpo3
6e3omacHocTH UH(OPMALIUN

TEPMWHbI 1 ONPEJENEHUA,
NMPUMEHAEMBIE ANA LUENEUA HACTOALWLENO METOAUYECKOIO AOKYMEHTA

ApXHUTEKTYypa CHCTEM M CETeH: COBOKYITHOCTh OCHOBHBIX CTPYKTYpPHO-(DYHKIIMOHAIBHBIX
XapaKTepUCTHK, CBOMCTB, KOMIOHEHTOB CUCTEM U CETEH, BOIUIOLICHHBIX B MH()OPMAIIMOHHBIX pecypcax
Y KOMITOHEHTAaX, MPaBUJIaX WX B3aMMOJCHCTBHS, PeKUMax 00paboTKH UH(OPMAITHH.

B3aumMogeiicTBytomas (CMeXHasi) CUCTeMa: CUCTEMA WUJTU CeTh, KOTOPasl B paMKaX yYCTaHOBJIEHHBIX
(yHKIHMN ©MeeT B3auMOICHCTBUE MTOCPEICTBOM CETEBBIX MHTEP(ENCOB C CUCTEMOM U CEThIO OmepaTropa
Y HE BKJIIOYEHA UM B TPaHUILY [IpOLiecca OLEHKU yrpo3 0e30macHoCTH HHPOpMAIUH.

Bo3MmokHOCTH HapymuTens: Mepa YCWIMHA HapyLIMTeNs A peaqu3ali yrpo3bl 0€301acHOCTH
uH(pOpMalKH, BEIpaXKEHHAS B MMOKa3aTeNsX KOMIIETEHTHOCTH, OCHAILICHHOCTH PecypcamMu U MOTHBALIUU
HapyLIUTENS.

['panuna orneHku yrpo3 6e30nmacHOCTH HH(POpPMAIHK: COBOKYITHOCTh MH(OPMAITMOHHEBIX PECypCOB
U KOMIIOHCHTOB CHCTEM U CeTel, B TpeJeliax KOTOpOH oOecreunBaeTcs 3amura WH(OpMaIun
(Oe30macHOCTh) B COOTBETCTBHM C CIUHBIMU TPAaBHJIAMH W TPOICAYPAMH, a TaK)Ke KOHTPOJb 3a
pea30BaHHBIMHU MepaMu 3aluThl HHPopMaluu (obecredeHnss 6€30MacHOCTH).

NudopmanmonHble  pecypcbl:  MHpOpManus, JaHHbIE, TMpeACTaBICHHblE B  Qopme,
NpeJHa3HAYCHHOH U1 XpaHeHUsI 1 00pabOTKH B CUCTEMAX U CETSX.

KomnoneHT (cucreMbl, CE€TH): HPOrpaMMHOE, IPOrpaMMHO-aNapaTHOE WM TEXHUYECKOe
CPEICTBO, BXOAIIEE B COCTAB CUCTEM U CETEH.

OGGCHG‘IHB&IOIHI/IC CHUCTEMBI: NHXKCHCPHBIC CUCTEMbI, BKIIFOYAIOIINE CUCTEMBI 3JI€KTpOCH36)KeHI/IH,
BCHTHUIISINHUU, OXJIAXKIACHUS, KOHAUIUOHHUPOBAHUS, OXPAaHbl U APYIUC HMHIKCHCPHBIC CHUCTCMbI, a4 TAKKC
CpCACTBA, KaHAJIbI U CUCTEMbI, IPCAHA3HAYCHHBIC IJI OKa3aHUA YCJIYT CBA3H, APYTUX YCIYT U CCPBUCOB,
npeaoCTaBIACMbIX CTOPOHHUMU OpraHu3aluiaAMH, OT KOTOPBIX 3aBUCUT (1)YHKL[I/IOHI/Ip0BaHI/Ie CHUCTEM H
CCTCU.

Ob6nanatens MHQOPMALIMK: JIMIIO, CAMOCTOSTENIBHO CO3/aBlliee HHPOpPMAIMIO JUO0 MOIydHBILIEe
Ha OCHOBAHMM 3aKOHA WJIM JIOTOBOpA MpPABO pa3peliaTh WIM OTPaHWYHMBAThH JOCTYN K MH(OpManuy,
OIpeAesIeMO TI0 KaKMM-JIN0O MTPHU3HAKaM.

OmnepaTop: JMII0, OCYIIECTBIISAIONIEE ACATEIBHOCTh MO JKCIUTyaTallid CHCTEM M CeTed, B TOM
qrcie mo 06paboTke coneprKaiieiicss B HUX HHPOpMaInu.

OcHOBHBIEC (KpUTHYECKHE) TpOIecCchl (OM3HEC-TPOLIECCH): YIPaBICHUECKUE, OpTraHU3allMOHHBIE,
TEXHOJIOTHYECKHEe, TMPOU3BOJICTBEHHbIE, (PUHAHCOBO-DKOHOMHYECKHE U HHbIE OCHOBHBIE IPOIECCHI
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(Om3Hec-mpoLiecchl), BBIMOJMHSEMbIE OOdanaTesneM HWHGOpMAlKU, ONEepaTOpoM B PaMKaxX pealu3aliu
¢GyHKUMK (TIOJTHOMOYMIA) WIJIM OCYIIECTBIICHHSI OCHOBHBIX BHJOB AEATEIbHOCTH, HapylleHHE W (WIIH)
IpeKpalieHnue KOTOPBIX MOKET MPUBECTU K BOSHUKHOBEHHIO PUCKOB (yIiepoy).

[Tonb30Barenb: JUIO, KOTOPOMY pa3pelIeHO BBIMOJIHATH HEKOTOPbIE NENUCTBUS (Omepanuu) 1o
00paboTke MHPOpPMAIIMHN B CUCTEME WIIM CETH U UCIIOJIb3YIOIee pe3yibTaThl €€ (PyHKINOHUPOBAHUS.

[TocTtaBmiMK yciyr: JUIO, MpefocTaBisioliee oneparopy u (W) oOnanaTeNno Ha OCHOBAaHUU
JIOTOBOpa HMJIM WHOM 3aKOHHOM OCHOBAaHHUU YCIYTU MO HCIOJb30BAHUIO CBOMX BBIYMCIUTEIbHBIX
PECYPCOB, IPOTPAMMHOTO OOECTICUeHHsI, CPEJCTB XPAHSHUS WM Mepeaauu HHPOPMAITUH.

[IporpaMMHO-anmapaTHOe CPEACTBO: YCTPOWUCTBO, COCTOSILNEE U3 alNapaTHOrO OOECHEeYeHUs U
(YHKIIMOHHUPYIOIIETO HAa HEM TMPOTpaMMHOr0 oOOecleueHus, ydJacTByromee B (OPMUPOBAHUH,
o0paboTke, nepeaaye Wi npueme nHpopMaluu.

VYrpo3a O6e3omacHOCTH UHGOpPMAIMU: COBOKYNHOCTh YCIOBHM U (DaKTOpOB, CO3JAIOIINX
MOTEHIIUATIBHYIO WU PEaTbHO CYIIECTBYIOINIYIO OMIACHOCTh HAapyIIeHHUs 0€30MacHOCTH HHPOpMAIUH.

VYS3BUMOCTB: HEJIOCTAaTOK (c1aboCTh) MPOrpaMMHOTO (IIPOrpaMMHO-TEXHUYECKOT0) CPECTBA MU
CUCTEeMBl W CETH B IEJIOM, KOTOpBIK(as) MOXXET OBITh HCIIONB30BaH(a) IJIS peanu3ali yrpo3
0e30macHOCTH HH(POPMALIUH.

[Ipunoxenue 2
K MeToanKe OLEHKH yIpo3
0e30macHOCTH HH(POPMAILIUH

PEKOMEHOALIUN
Mo ®OPMUPOBAHUIO SKCMNMEPTHOW Ir'PYMMbl U MPOBEOEHUIO
SKCMNEPTHOW OLEHKWU MNMPU OUEHKE YITrPO3 BE3ONACHOCTU UH®OPMALIUU

KauecTBeHHOe (opMHpOBaHHE SKCIEPTHOH TPYHIIBI CIIOCOOCTBYET CHIDKECHHIO CyOBEKTHBHBIX
(GakTOpOB MpHU OIEHKEe Yyrpo3 Oe3omacHocTH HHGpopManMu. 3aHWkKeHHE (ocinabieHHue) IKCHepTamu
MIPOTHO30B U MPEANOJI0KEHUN MPH OLIEHKE YIpo3 MOXKET MOBJIEYb HACTYIUICHHE HEMPOTHO3UPYEMOTO
(HeoxkuaaHHOTO) ymiepba B pe3yiabTaTe HMX pealu3alii. 3aBbIIICHHE HKCIEPTaMU TNPOTHO30B H
HPEANONIOKEHU NTPU MOJETHPOBAHUM yrpo3 0e30macHOCTH MH(OpMAIUU MOXKET IMOBJIEYb 3a COOO0M
HEOIpaBIaHHBIE PAacXO/Ibl HA HeHTpanu3anuio (OJOKHPOBAHUE) YTPO3, SIBISIONINXCS HEAKTYyTbHBIMHU.

HeszaBucumo ot pesynbraTta GOpMUPOBaHMS SKCIEPTHON IPYIIIBI IPU OLIEHKE YIpo3 0€3011aCHOCTH
MHGOpPMALUU CYLIECTBYIOT CyOBEKTHBHbIE (DAaKTOPBI, CBA3aHHBIC C ICUXOJIOTUEH NMPUHATHS PELICHUH.
OTO TakXke MOXKET MPUBOAMUTH KaK K 3aHIKEHHUIO (0CIabNIeHHI0), TaK M K 3aBBILIECHUIO (YCHIICHHIO)
SKCIepTaMH MPOTHO30B U MPEINOI0KEHNH IPU OLIEHKE yrpo3 6e30macHoCTH WH(POPMAIIUHU, YTO B CBOIO
ouepenb MOXKET IPHUBECTH K TMPOITYCKY OTIENBHBIX Yyrpo3 Oe30MacHOCTH HWHPOPMALWU WIH K
HEeOoNpaBJaHHBIM 3aTpaTaM Ha HEHTpaIu3aliio HeaKTyaJbHBIX YIPO3.

Jltoboe peleHue, MPUHUMAEMOE 3KCIEpTaMU IMPU OLEHKE yrpo3 0e30macHOCTH HH(OpMAIHH,
JOJHKHO MCXOJUTh W3 MPaBHI, NMPU KOTOPBIX HAPYIIUTENb HAXOAWUTCS B HAWIYYIIUX YCIOBHUSX IS
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peanuzanuu yrpo3bl 6€30MacHOCTH (IPUHIIKIA "TaApAaHTUPOBAHHOCTH").
a) dopmupoBaHMe IKCNEePTHON rpynnbl

B cocrtaB skcmepTHOM TpymHmbl sl OIEHKH Yrpo3 Oe3omacHOCTH WHGOPMAIMH PEKOMEHIYETCS
BKJIIOYATh IKCHEPTOB (HE3aBUCUMO OT TOrO, peaju3yroTcs Jn (yHKUuU oOnanatens HH(OpMaLuu,
3aKa34ymKa M Oreparopa B paMKaxX OJHOM MM HECKOJIbKUX OPTaHU3AIIMIA) OT:

noipa3zeneHus no 3amute nHpopmarmn (odecrnedeHus nHHOPMAIMOHHON OE30MMaCHOCTH);
MOJpa3IeNIeH s, OTBETCTBEHHOTO 32 upoByto Tpanchopmarmio (UT-crenuanicTon);
NoJipa3iesieHus, OTBETCTBEHHOIO 3a SKCILTyaTalllIo CeTel CBSI3H;

MOIpa3ieNIeHUs], OTBETCTBEHHOTO 32 SKCIUTyaTallMI0 aBTOMAaTU3UPOBAHHBIX CUCTEM YIIPABJICHUS;

noJpassiesieHuii  obnanarens uHGOPMAIMA WM OIepaTopa, OTBETCTBEHHOTO 3a BBIOJIHEHHE
OCHOBHBIX (KPUTUYECKHUX ) MPOIECCOB (OM3HEC-TIPOIIECCOB).

CocTaB 3KCHEpPTOB M0 pelIeHuto obaaaresnst UHGOPMAIMK WIH OTIepaTopa MOXKET OBbITh JOMOJIHEH
WIA YTOYHEH C YY€TOM OCOOCHHOCTEW 00JacTh AeSTETbHOCTH, B KOTOPOH ()yHKIMOHUPYIOT CUCTEMBI U
ceTd. B WacTHOCTH, UIi OLIEHKH yrpo3 0e30MacHOCTH HWHGOpPMAIMH, peaTn3anus KOTOPBIX MOMKET
MpPUBECTH K (DMHAHCOBBIM pPUCKAM, DPEKOMEHIYETCS IPUBIEKATh JOMOJHUTENBHO CIELHUATNCTOB
HKOHOMHUECKUX ((PMHAHCOBBIX) MOApa3AeaeHU obanarens nHpOpMalUK WK OllepaTopa.

Jns opraHuzanuu pabOThI AKCIIEPTHOM TPYMIBI PEKOMEHIYETCSl ONpPENeNsaTh CIenuaIncTa Io
3ammre uHpopManuu (obecredueHNI0 WHPOPMAIIMOHHON 0€30MaCHOCTH), MMEIOIIEro CTaX padoT He
MeHee TpeX JIET U MPAKTUYECKUN ONBIT OIIEHKU MH()OPMAIIMOHHBIX PUCKOB. B sKkcrepTHyIO Tpymnimy ams
OLIEHKH Yrpo3 0e3omacHOCTH MH(POPMAIIUN PEKOMEHAYETCS BKIIIOYATh CHEIMAINCTOB, UMEIOIINX OTIBIT
paboTBl HE MEHee OIHOTO Troja IO COOTBETCTBYIONIEMY HANPABICHHUIO JEATEIBHOCTH, B KOTOPOM
MIPOBOAMTCS OLIEHKA YTpo3 0e301MacHOCTH HH(OPMALIUH.

OKcnepThl JOKHBI 00J1afiaTh HE3aBUCHMOCTBIO, OCHOBAaHHOW Ha OTCYTCTBHM KOMMEPYECKOTO U
(MHAHCOBOI'O MHTEpEca WM JIPYroro JaBJIEHHUs, KOTOPOE MOXET OKa3aThb BIMSHUE Ha NMPUHUMAaceMble
pemenus. He pexomenayercs (GopMUpOBaTh SKCHEPTHYIO TPYIIy W3 YYACTHHUKOB, HAXOISIIUXCA B
IpsAMOM MOAYMHCHUH, TaK KaK 3TO MOXKET HCTaTHBHBIM 06pa30M IMOBJIMATE HAa PE3YJIbTAT OIPCACIICHUA
yrpo3 6e3omnacHocTy HHGOpMaIUH.

B cocrtaB 3KCH€pTHOI71 TpyHIibl JOJPKHBI BXOAWUTE HE MECHEC TPEX OKCIICPTOB.

0) npoBeaeHue 3KCNEePTHON OLIeHKMN

IIpu npoBeaeHNN IKCIEPTHON OLEHKH IPUHUMAIOTCS MEPBI, HAIPABICHHBIE HA CHU)KEHHUE YPOBHS
CyOBEKTUBHOCTH U HEONPEICICHHOCTH TMPU ONpEAeNIeHUH KaXIoi u3 yrpo3 0e30macHOCTH
nHpopmanuu.

3KCHepTHYIO OLICHKY PEKOMCHAYCTCA NPOBOAUTH B OTHOIICHUH CICAYIOMIUX IMMapaMETPOB:

a) HCTaTUBHOTI'O MOCJICACTBUA OT pCain3alluv yIpo3 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I;
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0) ueneil HapyluTeNnei o peaau3anuy yrpo3 6e30macHOCTH HHPOpMaINK;

B) clieHapusl ACHCTBHI HapyIIUTeNeH Mpy peaau3aluu yrpo3 6€30nacHOCTH HHPOPMALIUH.

OueHky napamMeTpoB peKOMEHIYETCSI IPOBOAUTH OINPOCHBIM METOJ/IOM C COCTABJIECHUEM AHKETHI, B
KOTOPOM yKa3bpIBalOTCA BOIPOCHI M BO3MOKHBIE BapUaHThl OTBETA B €AWHOW IPUHATOM IIKaje
m3mepenuil ("Huskuit", "cpennuit”, "Beicokuit" nian "na", "Her" win uHble mkansl). [Ipu aToM Bonpocs
JOJKHBI OBITh YETKMMHU U OJHO3HAYHO TPAKTYEMBIMH, IIPEAIONAraTh OJ{HO3HAYHBIE OTBETHI.

OHpOC 9KCIICPTOB BKIIIOYACT CIICAYIOIINEC STAIIbI:

KK SKCTIEPT MPOBOTUT OIICHKY OIICHMBAEMOTO TMapaMeTpa (PEeKOMEHAYeTCs He MEHee ABYX
PayHJIOB OLIEHKH), PE3yJIbTaThl KOTOPOH 3aHOCATCS B TAaOIUILY;

MOCJIC OICHKH KaXIbIM U3 SKCIICPTOB OT6paCI)IBaIOTC$I MHUHHMAJIBHBIC 1 MAaKCUMAJIbHBIC 3HAYCHU A,
OonpeacisICTCA CPECAHEEC 3HAYCHNEC OLICHUBACMOI'0 ITapaMETpa B KaXXJI0M pPayHIC,
OonpeacIsIETCA UTOIOBOC CPEAHEC 3HAYCHHUE OLICHUBACMOI'O ITapaMeETpa.

Mpumep Tabnuubl pe3ynbTaToB OLLEHKU NapaMeTpoB

OKcnepTsl 3HayeHHe OLEHMBAEMOr0 | 3Ha4YeHUE OLEHUBAEMOTO
napametpa (paysn 1) napametpa (payHm 2)
Okcnept 1
Okcnept 2
OkcnepT n

Hrorosoe 3Hauenue

[Ipunoxenune 3
K MeToauKe OLEHKH yrpo3
6e3omacHoCcTH HH(OPMALIUN

PEKOMEHOYEMASA CTPYKTYPA
MOAENN YIPO3 BE3ONACHOCTUA UH®OPMALIMA

YTBEPXJIAIO

PykoBoauTens oprana
rOCYJapCTBCHHOM BIIAaCTH
(opranuzanuu) UM HHOE
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YHOOJHOMOYCHHOC JINIIO

" n 20_ T.

Monens yrpo3 6e3omacHocTd HH(OpMaLUn

HaWMEHOBAHHUE CUCTEMBI U (UJTN) CEeTU
1. O6wme nonoxeHuns
Paznen "OOmue monoxxeHus" conepxKuT:
Ha3HAYCHHE U 00JIaCTh JICHCTBHS IOKYMEHTA;

HOpPMATHBHBIE IPABOBBIE aKThl, METOAMYECKHE JOKYMEHTbHI, HAI[MOHAJIbHBIE CTaHIAPTHI,
UCTOJIb3yEMBbIE JJIS1 OLIEHKH YTIpo3 6e30MacHOCTH HH(pOpMAIMK U pa3paboTKU MOJENN YIpo3;

HaMMEHOBaHUE 00JiaaaTeNss nHPOPMAIIH, 3aKa34yrKa, OrepaTopa CUCTEM U CETEH;

MoJIpa3ielieHus, JOJDKHOCTHBIC JIMIA, OTBETCTBCHHBIC 3a OOECIeYeHHEe 3aIlMThl WH(OpMAIUN
(6e30macHOCTH) CUCTEM U CETEH;

HaVMCHOBaHWE OPTaHM3allMM, MPUBJIEKAEMON /sl pa3padOTKH MOJENH Yyrpo3 O0e30macHOCTH
uHbopManuuu (MpH HATUIHN).

2. OnucaHue cucTeM 1 CeTEeN N UX XapaKTepUCTUKa KaK OO beKTOB 3aluUTbl
Paznen "Onucanue cucteM U ceTell U UX XapaKTEepPUCTUKA KaK OOBbEKTOB 3alllUThI" CONEPKUT:

HaVMEHOBAaHMWE CHCTEM M CeTed, IUIsi KOTOPBIX pa3pabdoTaHa MOJENb Yrpo3 0e30macHOCTH
nHpopManuu;

KJIaCC 3alllUIICHHOCTHU, KaTCropud 3HAYUMOCTU CUCTCM U CeTeI>'I, YPOBCHBb 3alllUIICHHOCTH
NEPCOHAIBHBIX JAHHBIX;

HOpMAaTHUBHBIE ITpaBOBbIE akThl Poccuiickon denepanuu, B COOTBETCTBUN C KOTOPBIMH CO3AIOTCS
U (un) QYHKIMOHUPYIOT CUCTEMBI U CETH;

Ha3HadeHue, 3amadyu (QyHKIMH) CUCTEM M CeTel, cocTaB oOpabaTbiBaeMoi HH(POpMAIMH U €€
MIPABOBOM PEIKUM;

OCHOBHBIE Tpoliecchl (Ou3Hec-mpouecchl) obaanaTens HHPOpMaLUK, onepaTopa, A1 odecredeHus
KOTOPBIX C03/1a0TCs ((QYHKIIMOHUPYIOT) CUCTEMBI U CETH;

COCTaB U apXUTEKTYPy CHCTEM M CETEH, B TOM 4YHcClie UHTEeP(HENChl U B3aUMOCBSI3M KOMIIOHEHTOB
CHCTEM H CETEHi;

OMMCAaHWE TPYNI BHEIIHUX U BHYTPEHHUX I[IOJb30BaTeNell CUCTEM M ceTed, YpOBHEH ux
MOJIHOMOYHI M THMOB JIOCTYyMa (B COCTaB TPYIII MOJb30BATENEH BKIIOYAIOTCS BCE MOJIB30BATENH, IS
KOTOPBIX TpeOyeTcs aBTOpH3aIs IpU J0CTyNe K HH)OPMAIIMOHHBIM pecypcam, W MOIb30BaTeNu, A
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KOTOpBIX He TpeOyeTcsi aBTOopu3alus (HampuMmep, MpeaocTaBleH AOCTYN K caWTy 0e3 MpoXOoKIeHUs
aBTOPU3ALIUN);

OINMCaHNE BHEIIHUX UHTEP(EHCOB U B3aUMOJCHCTBUN CUCTEM U CETEHl ¢ MOJIb30BATENISAMHU (B TOM
YHcIie MOCPEACTBOM MAalIMHHBIX HOCUTENEeH MH(OpMAIH, CPEICTB BBOJA-BBIBOJIA, BEO-TIPHIIOKEHHIA),
MHBIMH CUCTEMaMH U CETSAMH, 00ECIIeUnBaIOLIMMU CHCTEMaMH, B TOM 4Hcie ¢ ceThio "MHTepHeT";

nH(bOpMaIUIO 0 (GYHKIIMOHUPOBAHHUH CUCTEM u cereit Ha 6aze
MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON  MH(PACTPpyKTyphl 1LEeHTpa oOpabOTKM JNaHHBIX WU
o0nayHoi MH(QPACTPYKTYphl, O MOJIEIN HPEAOCTABICHHS BBIYUCIUTENBHBIX YCIYT, O paclpeaesieHuH
OTBETCTBEHHOCTH 3a 3alIUTy HHGPOpMAIMU MEXAy obOiaaareneM HHOOPMAIMH, ONEPaTOPOM H
MOCTaBIIUKOM BBIYUCITUTEIEHBIX YCIIyT, 00 YCIIOBHSAX MCTIOTb30BaHUS
MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON  MHQPAcTpyKTyphl LEHTpa oOpaOOTKM JaHHBIX WU
00sa4HOM HHPPACTPYKTYPHI OCTABIIMKA YCIYT (MIPU HATHYHH).

K wmogenu yrpo3 Oe3omacHOCTM HMH(POpPMALUMU MOTYT TpUJIaratbCsi CXeMbl W PUCYHKH,
WUTIOCTPUPYIOIIME COCTaB M  ApPXUTEKTypy CHUCTEeM M ceTel, HHTep(deich B3aUMOACUCTBUS
KOMIIOHEHTOB CUCTEMBI U CETH, IPYIIIIbI [10JIb30BATENEH, a TAKKE IPYTUe MMOSCHAIOLIUE MAaTEPHAIIBI.

3. Bo3MOXHble HeraTuBHble NOCNeaAcTBUsS OT peanusaumm (BO3HMKHOBEHUA) yrpo3
6e3onacHocTU MHopmaLmu

Paznen "Bo3MoOXHBIE HeraTuBHBIE TIIOCHEACTBUS OT pealu3alud (BO3HUKHOBEHHUS) YIrpo3
6e30macHOCTH HH(POPMALIUU" COJICPIKHT:

OMKCAaHUE BHUJOB PUCKOB (ymepOoB), aKTyaldbHBIX s obOnamarenss MHPOPMAIUH, ONeparopa,
KOTOPBIC MOT'YT HACTYIIUTL OT HAPYIICHUSA WJIW NPCKPALICHUA OCHOBHBIX IPOLECCOB;

ONMCAHWE HEraTUBHBIX IIOCJIEJCTBUN, HACTYIUICHHE KOTOpPbIX B pe3ylibTare pealu3aluu
(BOBHMKHOBEHHS) yrpo3 0e€30MacHOCTH HH(OpPMAMU MOKET NPUBECTH K BO3SHHUKHOBEHHIO PHCKOB

(yiepba).
4. Bo3MOXHble 00eKTbl BO3AeMUCTBUA Yrpo3 6esonacHocTu nHopmaumm
Paznen "Bo3MoxkHbIE 00BEKTHI BO3JEHCTBHS yIpo3 0€30MacHOCTH HH(OpMalnn" COAEPKUT:
HAaVMCHOBAHMSA W Ha3HAUYCHHE KOMITOHEHTOB CHCTEM W CEeTeH, KOTOphIE HEMOCPEJICTBEHHO
y4JacTBYIOT B 00paOOTKe M XpaHEHHMHU 3alMIIaeMoi MH(OpManuy, WM OOECIEeYHBAIOT PEATU3AIHIO

OCHOBHBIX ITPOLICCCOB O6J'Ia,[[aTeJ'I$I I/IH(1)OpMaI_II/II/I, oneparopa,

OIIMCaHHUC BHIOB BOBHeﬁCTBHH Ha KOMIIOHCHTBI CHUCTEM H CCTCﬁ, pcam3anusa KOTOPBIX
HapymuTCIEM MOXKCET IIPUBCCTU K HCTATHUBHBIM IMOCJICACTBUAM.

K momemn yrpo3 6Oe3omacHocTH HMH(OpMAnMU MOXKET IpHIAraTbcs CXema C OTOOpakKeHHEeM
00BEKTOB BO3/ICUCTBUS U UX Ha3HAYEHUS B COCTaBE apXUTEKTYPhl CUCTEM U CETeHl.

5. AcTOYHMKM yrpo3 6e3onacHOCTU nHopmaumm

Paznen "HcTtounuku yrpo3 6e30macHOCTH HHGOpMaIu' COaepKUT:
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XapaKTepUCTUKY HapyLIUTENIeH, KOTOpble MOIYT SBJIATHCS HCTOUYHUKAMHU YIrpo3 0e30IacHOCTH
nHpOpPMAaIIKHU, U BO3MOXHBIE LI PeaTu3alii UMH yTpo3 0e301MacHOCTH HH(POpMAIIUH;

KATerOpUM AaKTyaJbHBIX HApYyIUMTENECH, KOTOPbIE MOIYT SBIATBCS HCTOYHHKAMU  yIpO3
0e30macHOCTH HH(POPMALINH;

ONMCAaHHWE BO3MOXKHOCTEH HapyluTeled Mo pealu3allud HMMH Yrpo3 0e30macHOCTH
MPUMEHHUTEIHHO K Ha3HAYEHUIO, COCTaBY U apXUTEKTYpe CUCTEM U CETEH.

K mognenu yrpo3 Ge3omnacHocTH MH(GOpPMAaMKM MOTYT MPHJIAraThCsl PUCYHKH, WTIOCTPUPYIOIINE
BO3MO>XHOCTH HApPYIIUTENEH, U IPYTHe MOSCHAIOUINE MaTepHAIIbI.

6. Cnoco6bI peanusauun (BO3HMKHOBEHUA) Yrpo3 6e3onacHOCT MHdopmauumn
Paznen "CriocoObl peanu3aniy (BOSHUKHOBEHHS ) YIpo3 0€30MacHOCTH HH(popMaIuu'" BKIIOYAET:

OIMCaHUE CIIOCOOOB peanu3aluuu (BOZHUKHOBEHHS) yrpo3 0e30MacHOCTH MHPOpMAIUH, KOTOpbIe
MOTYT OBITh UCIIOJI30BAHBI HAPYIIUTENSIMH Pa3HBIX BUAOB U KaTErOpHii;

onucaHue UHTEPPEHcOB 0OBEKTOB BO3ACHCTBHYSI, JOCTYITHBIX JIJISl UCIIOJIb30BAHUS HAPYIIUTEIISIMU
CIoco00B peanu3anny yrpo3 0€30MacHOCTH HHPOPMAITHH.

K mozenu yrpo3 GezomacHOCTH WHGOPMAIIMKA MOXKET MPHIIAraThCsl CXeMa ¢ 0TOOPaKEHUEM THITOB
JIOTUYECKUX, (U3NYECKUX UHTep(dercoB OOBEKTOB BO3JACHCTBUS, B TOM 4HCIE TpeOyOLUX
¢u3nyeckoro Jgocryna K HHMM, a TaKXe COOTBETCTBYIOIIME UM CIOCOOBI peaau3alld yrpo3s
6e30MmacHOCTH UH(OPMALIHH.

7. AKTyanbHble yrpo3bl 6e3onacHocTu nHpopmaumm

Pazgen "AxTyanbHbIe 0351 0e30IMacHOCTH HH(pOpMaIMU'" BKIIFOYAET:
Y y

MepPeYeHh BO3MOXKHBIX (BEPOSTHBIX) Yrpo3 0e30macHOCTH WHGOPMAIUU ISl COOTBETCTBYIOIIUX
CHOCO00B UX pean3alli U YPOBHEH BO3MOXKHOCTEH HapyIIUTENeH;

OIMMCAHUEC BO3MOKHBIX CHICHAPUEB peajin3aluu yrpo3 0e30macHOCTH I/IH(I)OpMaL[I/II/I;
BBIBObI 00 AKTYaJIbHOCTHU YI'pO3 0€30IMacHOCTH I/IH(I)OpMaI_II/II/I.

K monenun yrpo3 OezomacHocTH HMH(POPMALMM MOXKET NPHIATaThCs cXeMa € OTOOpaKeHHEM
CIICHAapHEeB pean3anuy yrpo3 0e30macHoCcTH HHpOpMAIIH.

[Ipunoxenue 4
K MeToanKe OLIEHKH yIpo3
0e30macHOCTH HH(POPMALIUH

BUObl
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PUCKOB (YLLEPBA) U TUNOBbIE HEFTATUBHbIE NOCJIEACTBUA
OT PEAJIU3ALUNN YTPO3 BE3OMNACHOCTU MHO®OPMALIUU

Tabmuua 4.1
N Bunpl pucka (ymepoa) Bo3MoKHBIE TUIIOBBIE HETaTUBHBIE TIOCIIECICTBUS
A VYiep6 dusnueckomy Yrpo3a )XU3HU WIH 310POBBIO.
LY YHMKEHHE JOCTOUHCTBA INYHOCTH.
Hapymenue CBOOO/IHI, JMYHON
HEIIPUKOCHOBEHHOCTH.

Hapyienre HenmpuKOCHOBEHHOCTH YaCTHOM JKH3HH.

Hapymienne nuuHOW, ceMelWHOM TalHbI, yTpaTa
YECTH U AOOPOTO UMEHH.

Hapymenne TaliHel  mepenuckd, Telne(OHHBIX
MIEPETOBOPOB, UHBIX COOOIIICHUH.

Hapymenue wuHBIX mpaB M CBOOOJ TpakJaHUHA,
3aKPETICHHBIX B Koncturyimu Poccuiickoit
Oenepanuu U deaepaabHbIX 3aKOHAX.

OUHAHCOBBIM, WHOW  MaTepUaNbHBI  yiiepo
du3nuecKoMy JIUIy.

Hapymenne KOH(HICHIIMATBHOCTH (yreuxa)
IIEPCOHAJIBHBIX TaHHBIX.

"TpaBns" rpaxaganuHa B cetu "HTepHeTt".

Pasrnamenue nepcoHanbHbIX JaHHBIX TPAXIaH

y2 Puckun opuanyeckoMy | Hapymienne 3aKOHOJIaTEIbCTBA Poccuiickoi
oy, uHAuBUAYyanbHOMY | Denepanuu.
IPEeIITPUHUMATEIIO, [Totepst (xuieHNE) NEHEKHBIX CPEICTB.
CBSI3aHHBIC C XO3MCTBEHHOU Hepnononydyenue oxxumaeMoil  (IIPOrHO3UPYEMOIl)
JIEATEIbHOCTBIO IpUOBLUIH.
HeobxonumocTth JOTIOJTHUTENBHBIX

(He3aruIaHWPOBAHHBIX) 3aTpaT Ha BBILIATHI IITPagoB
(HEYCTOEK) MM KOMITCHCAIIUA.

HeoGxoaumocTthb JIOTIOJTHUTENbHBIX
(He3amIaHMPOBAaHHBIX) 3aTpaT Ha 3aKyNKy TOBApOB,
paboT WK ycayr (B TOM YHUCIIE 3aKyIKa IPOrpaMMHOIO
o0ecrieyeHns], TEeXHHUYECKUX CPEICTB, BBIMIEANINX U3
CTpPOs, 3aMEHa, HACTPOMKA, PEMOHT YKa3aHHBIX
CPEJICTB).

Hapyenue mratHoro pexxuma (GpyHKIMOHUPOBAHUS
aBTOMATH3UPOBAHHOM  CHUCTEMBbl  YIpPaBICHUS U
yIpaBiIsieMoro 00beKTa U/WiM mpoliecca.

CpbIB 3a1JIaHUPOBAHHOM CIIEJKH C TAPTHEPOM.

HeobxonumMocTth JIOTIOJTHUTEIIHLHBIX
(He3arIaHUPOBAHHBIX) 3aTpaT Ha BOCCTAHOBIICHHE
JIeITeILHOCTH.

[Tponomxenue Tabmuis 4.1
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N Buns! pucka (yuiep6a) Bo3MokHBIE THIIOBBIE HETATUBHEIE ITIOCIIEICTBUS

[loTepst KITMEHTOB, NOCTABIIUKOB.

[ToTepss KOHKYPEHTHOTO MPEUMYIIECTBA.

HeBo3moxxHOCTB 3aKJIIOUYEHHUS JIOTOBOPOB,
COIIallICHUH.

Hapymenue nenosoii penyranuu.

CHMKeHHUEe NpecTKa.

Juckpenuranus paOOTHUKOB.

VYr1para nosepus.

[TpyunHEeHNe UMYIIECTBEHHOTO ylepoa.

Hecnoco6HocTb BBITOJIHEHHS JIOTOBOPHBIX
00513aTeNIbCTB.

HeBo3MOXHOCTh  pemieHMs 3ajad  (peanu3aiiu
GyHKUMH) WM cHWKeHUE 3((HEKTUBHOCTH peIIeHUs
3amad (peanu3anuu QyHKITUN).

Heobxonumocts W3MEHEHUS (mepecTpoeHust)
BHYTPEHHUX MpOLENyp JUIsl JOCTHXKEHHUs LeJeH,
pelieHus 3aaa4 (peaau3anuu QyHKIIHH).

[IpuHsATHE HENPAaBUIBHBIX PELICHUH.

[IpocToit nHpopMaTMOHHON CHCTEMBI MIIN CETH.

[lybnukanus HemocToBepHOM uWHGpOpMalLuu Ha
BeO-pecypcax opraHu3aIuy.

Hcnonb3oBanue BeO-pecypcoB Ui
pacrpoCTpaHeHUss W YINpaBlI€HUs  BPEAOHOCHBIM
IPOTrpaMMHBIM 00ECTIeUCHHEM.

Paccpuika  mHGOpPMANMOHHBIX  COOOIIEHWH ¢

HCIIOJIB30BaHHUEM BBIYUCIUTCIIBHBIX MOHIHOCTeﬁ
orepaTopa u (WIH) OT €ro UMEeHH.
VYTeuka KOH(UACHIIMATBHON uHpopManuu

(xkoMMepueckol  TalHBI, CEKPETOB IPOU3BOJCTBA
(Hoy-xay) u 1p.)

v3 Viepd rocynapctsy B [TpuunHeHue yiepoa )KU3HU U 310POBBIO JIIOEH.
o0nactu obecrieuenusi | Ilpekpaienue win HapyuieHHe (yHKIHOHUPOBAHUS
000pOHBI CTpaHbI, | 0OBEKTOB obecrieueHUs KHU3HECATCILHOCTH
0€30MacHOCTH TOCYJIapCTBA U | HACETIECHMUS.

MPaBOIOPSJIKA, a TaKkKe B [Tpexpaienne uiau HapyuieHue GyHKIIMOHUPOBAHUS

COLIMAJIBHOM, 00BEKTOB TPAHCIIOPTHONW MHPPACTPYKTYPHI.

HKOHOMHYECKOMH, [Ipexpamienue unn HapyleHue (GyHKIMOHUPOBAHUS

MIOJIMTUYECKOH, rOCYy/JapCTBEHHOIO OpraHa B 4YacTH HEBBIIOJHEHUS

JKOJIOTUYECKOU cdepax | BO3II0)KEHHOW Ha HEro GyHKUUH (ITOTHOMOYHS).

JEeATENBHOCTH [Ipexpamenue ninn HapymeHue (GpyHKIIMOHUPOBAHHS
CETH CBSI3U.

OtcyTcTBHE HOCTYIIA K TOCYIapCTBEHHON YCIIyTe.

Hapymenue ycnoBuil MeXIyHapOIHOIO AOroBOpa
Poccuiickoii @enepanuu, CpbIB IEPErOBOPOB  WIH
HOANMCAHUSA IJIAaHUPYEMOT'O K 3aKJIFOUYEHUIO
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| | | Me)KIyHapoaHoro norosopa Poccuiickoit deneparuu.

[Tponomkenne Tabnuis 4.1

N Buns! pucka (yuiep6a) Bo3MOXHbIE TUIIOBBIE HETATUBHBIE MTOCIEACTBUS

CHmxeHue ypoBHS  J0X0Ja TOCYyAapCTBEHHOU
KOPIIOpallUK, TOCYJapCTBEHHOM OpraHM3aluu WIH
OpraHMU3allK C TOCYIaPCTBEHHBIM YYACTHEM.

Bos3nukHoBeHune ymepba Owomkeram Poccuiickoi
®enepanuu.

[Ipekpamienue  wnM  HapylIEHUWE  IPOBEIACHUS
KIUEHTAMH OTepanuii mo OaHKOBCKUM cyeTaMm | (W)
0e3 OTKpBITHSA OAHKOBCKOIO CYETa WM Olepauuil B
CUCTEMHO  3HA4YUMOM  KPEIWTHOM  OpraHu3aluH,
ONEpaToOpoOM yCIOyr IUIATeXKHOHM HMHQPPACTPYKTYph
CHUCTEMHO M (WIM) COLMAIBbHO 3HAYMMBIX IUIATEXKHBIX
CHUCTEM, CHCTEMHO 3HA4MMOM MHQPACTPyKTypHOU
opranu3zanyei ((MHaAHCOBOTO PHIHKA.

Bpennsie BO31eCTBUSA HA OKPYIKAKOLIYIO CPEY.

[Ipekpaiienue win HapylieHne QyHKIUOHUPOBAHUS
MyHKTa yIPaBJICHUS (CUTYaIlMOHHOTO IIEHTPA).

CHuxeHune nokasaresnei rOCYJJapCTBEHHOTO
000pOHHOTO 3aKa3a.

[Ipexpamienue unu HapyieHue (GpyHKIMOHUPOBAHHS
UH(POPMALIMOHHON CHCTEMBI B O0JIACTH OOecTeYeHus
00OpOHBI ~ CTpaHbl, 0OE30MACHOCTH TIOCyAapcTBa H
IPaBONOPSIKA.

Hapymenue 3aKOHOJATEeNbCTBA Poccuiickoii
denepanuu.

[TyOnukanus HeTOCTOBEPHOW COIMAIBFHO 3HAYUMOM
uHpOpMaMu Ha BeO-pecypcax, KOTOpas MOXET
OPUBECTH K COLMAJIIbHON HANpPSDKEHHOCTH, IIaHUKE
Cpeau HaceJIeHUs U JIp.

Hapymenune mratHoro pexxuma (GpyHKIMOHUPOBAHUS
aBTOMATH3UPOBAHHOM  CHUCTEMbl  YIpPaBICHUS U
yIpaBiIsgeMoro oOBeKTa W/WIM TMpoIecca, €ciId 3TO
BEJIET K BBIBOJY M3 CTPOSI TEXHOJOTUYECKUX OOBEKTOB,
UX KOMIIOHEHTOB.

Hapymenue 00I1I€CTBEHHOTO IPaBONOPSIKA,
BO3MOXHOCTb MIOTEPU WJIM CHIXKEHUS! YPOBHS KOHTPOJIS
3a 00I11ECTBEHHBIM IIPABOMOPSAKOM.

Hapymenue BeiOopHOTO mIporiecca.

OtcyrcTBHE BO3MOXKHOCTH OIIEpaTUBHOTO
OIIOBEIIICHNS HACEJICHHSI O YPE3BBIYANHON CUTyalUH.

Opranu3anuss NHKETOB, 3a0ACTOBOK, MHUTHUHIOB U
JIPYTUX aKIHH.

MaccoBbl€ YBOJIbHEHHS.

VBenuyeHne  KOJMYECTBA  KajJod B OpraHsel
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rOCYJapCTBEHHON BJACTU WM OpPraHbl MECTHOTO
CaMOYTpaBJICHHUS.

IlosiBiienue HETaTUBHBIX myOIUKaIit B
00IIeIOCTYITHBIX UCTOYHUKAX.

[Iponomxenne Tadbmuist 4.1

N Buner pucka (ymiep6a) Bo3MoxHbBIE THIIOBbIE HETATUBHBIC TTOCEACTBUS

Coznanue MpennochUIOK K BHYTPUIOIUTHUECKOMY
KPHU3UCY.

Oxkonuanue Tadmust 4.1

N Buner pucka (ymiep6a) Bo3MOXHBIE TUIIOBBIE HETATUBHBIE MTOCIIEACTBHS

JIocTyn K TIEpCOHANBHBIM JaHHBIM COTPYJHHKOB
OpPraHoB I'OCYJapCTBEHHOM BJIACTH, YIIOJHOMOYEHHBIX B
obmactu oOecrieueHUsT OOOpPOHBI, OE30MACHOCTH H
IMpaBoOIIOpsA KA, BbBICHINX JOJKHOCTHBIX JINIY
rOCYJAapCTBEHHBIX ~ OpPraHOB W JAPYIHX  JIMI]
rOCYZapCTBEHHBIX OPTaHOB.

JIoCTym K cHCTEMaM U CEeTSM C IIeJIbI0 HE3aKOHHOTO
HUCIIOJIB30BAHHUS BBIYUCIINTCIBHBIX MOH_[HOCTeﬁ.

Hcnons3oBanue BeO-pecypcoB  TroCyaapCTBEHHBIX
OpraHoB JUIs  PacIpOCTPaHEHHUsS U  YIPABJICHUSA
BPEJIOHOCHBIM MIPOTPAMMHBIM 00eCIICUeHHEM.

VYTeuka HHPOPMAIMU OTPAHUIEHHOTO JOCTYTIA.

HenpenocrapieHre rocy1apCTBEHHBIX YCIyT

VYka3aHHbIE TUIIOBbIE HETAaTUBHBIE TIOCEACTBUS OT peanu3aliu yrpo3 6e30macHocTd nHpopMaluu
MOAJNIeKAaT KOHKPETH3allMM U MOTYT JOMOJHATHCA JPYTMMHU HETaTUBHBIMHU TOCIEJICTBUSMHU B
3aBHCHMOCTH OT OCOOCHHOCTEH 00JIaCTH IEATENBHOCTH, B KOTOPOI (PYHKIIMOHUPYET CUCTEMA U CETh.

[Ipunoxenue 5
K MeToauke OLEeHKH yrpo3
6e30macHOCTH UHPOPMALIUU

NMPUMEPBLI
ONMPEOENEHUA OB BEKTOB BO3J1EI7ICTBVIF| n BngoB BOSJJ,EVICTBVIFI HA HAUX
Tabmuma 5.1
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(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

Heratusnrie OOBEKTHI BO3AEUCTBUSL Bunsl Bo3nencTBus
MTOCJIEACTBHS
Pasriamenue baza JAHHBIX | YTeuka UACHTU(PUKAITMOHHON
MEPCOHATBHBIX WH(POPMAIIMOHHONW  CHCTEMBI, | MHpOpMaud TpakaaH wu3 0asbl
JTAHHBIX rpakaaH | coaeprKarast JTAHHBIX
V1) HUIECHTU(DUKAITMOHHYO

MH(POPMALIMIO T'paXkJIaH

VY nagennoe VYTeuka UIEeHTU(DUKAITMOHHON
aBTOMAaTHU3MpOBaHHOE pabouee |MHGopMaruu Trpaxaan ¢ APM
Mecto (APM) nonbs3oBartens MO0Jb30BaTEeNs

Jlunus cBs3u Mexay cepsepoM | [Tepexsat uHpOopMaLuy,
OCHOBHOT'O IIEHTpa 00pabOTKH | coseprkaiiell UIAeHTU(UKAITMOHHYIO
JTAaHHBIX u cepBepoM | HH(OPMAITHIO rpakJaH,
PE3EPBHOTO IIEHTpa 00pabOTKH | HeperaBaeMoi 10 IMHUSAM CBSA3H
JTAHHBIX
Be6-npunoxenue HecaHkmoHMpOBaHHBIA JTOCTYNl K
MH(GOPMALIMOHHONW  CHCTEMBI, | MACHTU(PUKAIIMOHHON HH(pOpMaluu
oOpabatbIBatolen rpaxkJiaH, coaepxalieics B
UACHTU(PHUKAIIMOHHYIO BEO-NIPUI0KEHUU
UH(POPMALIUIO TPaKIaH MH(POPMALIMOHHOMN CUCTEMBI
XwulleHue AeHeXHbIX | baHk-KkineHT HecankuuoHnupoBaHHas — HOJMEHa
CpeACcTB CO cuera JTaHHBIX, coJieprKalIuxcs B
opranusanuu (Y2) PEKBU3HTAX IUIATEKHOIO ITOPYYEHUS

APM ¢dunancoBoro nupekropa | HecankimonupoBanHas
Monubukanuss — uHbOpMAIMKM B
IJIATEXKHBIX ~ PaCHOPSDKEHUSAX U
OTIpaBKa HEJJIOCTOBEPHBIX
pacnopsKEHUN oT UMEHU
(MHAHCOBOI'O AUPEKTOPA

DJIEKTPOHHBIN nmouToBbId | Momudukanus  wHbOpManMK B
AMUK (PMHAHCOBOTO JUPEKTOPA | IJIATEKHBIX  PACHOPSDKEHUAX U
OTIpaBKa HEJIOCTOBEPHBIX
pacnopsKeHU! oT HMEHU

(hMHAHCOBOTO AUPEKTOPA

APM rnaBHoro Oyxranrepa [TonmMena [aHHBIX, COAEpPKALIMX
PEKBUBHUTHI TUIATEKHBIX MOPYUYCHUM
U Jpyrou miarexxHo mHpopMauuu
Ha APM rnaBHoro Oyxrairepa

Oxonyanue Tadmumsr 5.1
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"MeToanYeckuii JOKYMEHT. MeToarKa OLEHKM Yrpo3

6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

HedTH n3
Hedrenposoaa (Y3)

Heratusnrie OOBEKTHI BO3AEUCTBUSL Bunsl Bo3nencTBus
IIOCJIEICTBUS
CpniB APM pykoBonutens | Moaudpukamuss ~ uHGOpMaUK  H
3aIUIAHUPOBAHHOMN OpraHu3aluu OTIIpaBKa JJIEKTPOHHBIX IHCEM C
CHEJIKH C MapTHEPOM HEZ0CTOBEpHON HMHGpopManueil ot
(¥V2) VMMEHU PyKOBOJIUTEISI OpraHUu3aluu
DJIEKTPOHHBII nouToBblil | Momudukanus  uHGopmanuu U
ALK PYKOBOJUTEIIA | OTIIPABKA JJIEKTPOHHBIX IHCEM C
OpraHu3aluu HEIOCTOBEpHOM HH(popmanuend ot
MMEHU PyKOBOJUTEIS OpraHU3aluu
3arpsi3HEHUS KoMMyTannoHHsIi HecankunonupoBanHas
OKpY’Kalollel cpeibl | KOHTpOJUIep Ui yHpaBieHus | MoauduKanus (M3MEHEHHE) JIOTHKU
u BOJIOEMOB B | aBapUIHBIMH 3aJIBIJKKAMU B | paOOTHI I YCTaBOK
pe3ynbTare pasiuBa | HeQpTenpoBoie KOMMYTallHOHHOTO  KOHTpPOJUIEPA,

KOTOpasi TPUBOAWT K OTKPBITHIO
(W  He 3aKpBITHIO) aBapUUHOMN
3aJIBUKKH npu HapyIICHUH
TepMETUYHOCTH He(TerpoBoIa

[Iporpammupyemsblit
JIOTUYECKUN KOHTPOJLIED
(TJIK) JUISL YIIPaBJICHUS

HAaCOCHBIMH CTaHIIUAMMU

HecankunonupoBanHas
Moaudukamnus (M3MEHEHHE) JOTUKU
paboter wim ycraBok [IJIK, kotopas
MPUBOJUT K BKIIOYCHHIO (WM HE
OTKJIFOUCHHUIO) HACOCHOW CTaHITUU
npu 3aKpBITOM aBapUITHOM
3aJIBKKE B HE()TENPOBOIE

APM omneparopa

HecankimonupoBanHas  OTIpaBKa
KOMaH/I, MIPUBOISAIIAS K
HecpabaThIBAHUIO Cpe/CTB

aBapuiiHOM 3ammThl W (WIU) K
n3MeHeHuto Joruku [1JIK

Henpenocrasienue
roCy/1apCTBEHHBIX
yeayr (Y3)

Be6-npunoxenue noprana | Otka3 B 00CITyKUBAaHUU
rOCYJapCTBEHHBIX YCIyT BEO-TIPHIIOKEHHS

Cucrema ynpasinenus | [loqmena uHpopMauu Ha
COJICPKIMBIM CTpaHHIIAX nopTasna Ha
BEO-TIPHIIOKEHUS (caifTa) | HETOCTOBEPHYIO

noprana roCy/AapCTBEHHBIX

yCIIyT

Cepsep OanancupoBk | OTka3 B 00CITyKUBaHUU
HArpy3kd Ha BeO-TIPUIIOKEHHE | BEO-TIPUITOKESHHUS

(caiir) nopraia

roCyJapCTBEHHBIX yCIIyT

www.consultant.ru
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

Cepsep BeO-npmioxenus | OTkas B 00CITyKUBAaHUU
(caiita) nopTa’a | BeO-IpHII0KESHHS
TOCYIapCTBEHHBIX YCIIYT

CepBep 0a3 manHbix noptana|OTka3 B 00CIyKMBaHUU cepBepa
rOCyAapCTBEHHBIX YCIYT yIpaBJeHUs1 6a3aMu JTaHHBIX

[lonmena wuHdopmanuu B 0a3zax
JTAHHBIX Ha HEJIOCTOBEPHYIO

VYTeuka INEepCOHAIBHBIX JaHHBIX
IpaKJIaH

[Ipunoxenue 6
K MeToauke OLEeHKH yrpo3
6e30macHOCTH UHPOPMALIUU

BO3MOXHbIE LIEJIU
PEAJIU3ALUN YTPO3 BE3OMNACHOCTUA UHO®OPMALIUN HAPYLLUUTENAMU

Taobnuua 6.1

N Buapl Hapymurens Kareropun Bo3MoskHbIE LI€NH peanu3anuu yrpo3
BUJA HapyUIUTeNs 6e3omacHOCTH UH(OPMALIUU

1 |CnemmanbHble cinyxObl| Boemnuii |Hanecenue ymep6a rocynapctBy B 00jacTu
WHOCTPaHHBIX obecriedeHuss OOOpPOHBI, OE30MACHOCTH U
rocyJapcTB MPaBONOPSAJIKA, a TAKXKE B MHBIX OTJEIbHBIX
001acTsAX €ro NesTeNbHOCTH WM CEKTOpax
SKOHOMHUKH, B TOM 4YHUCJE JUCKPEIUTALUS
WIH JecTaOuiIn3anus NEeSATeTLHOCTH
OTIIENbHBIX  OpPraHOB  T'OCYJapCTBEHHOM
BJIACTH, OpraHu3aIuii, NOJTyueHue
KOHKYPEHTHBIX MPEUMYIIECTB Ha YpPOBHE
rocy/1apcTBa, CpbIB 3aKITHOYECHUS
MEXIYHApOAHBIX  JOTOBOPOB,  CO3/IaHUE
BHYTPHUIIOJUTUYECKOTO KpHU3HUCa

2 | Teppopuctuueckue, Buemnnit | CoBepiieHue  TEppOPUCTUUYECKUX — aKTOB,
AKCTPEMHCTCKHE yIpo3a *KHU3HU IpaxkJaH.
IpyNIIUPOBKU Hanecenue ymep6a oraensHbIM —cepam
NeSTEIbHOCTH MM CEKTOpaM 3KOHOMMKH
rocy/1apcTBa.

JlecTabunu3anys o0IIecTBa.
Jlecrabunusaiyst  JACATEIBHOCTH OPraHOB
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

rocy/lapCTBEHHOM BJIACTH, OpraHU3aLMi
3 |Ilpectynnbie rpynmnbl| Bxemnuit |Ilomyuenue — ¢uHaHCOBON WM WHOM
(KpUMHUHAJIbHBIE MaTEpUaIbHON BBITO/IbI.
CTPYKTYPBbI) Kenanue camopeanuzanuu (IOATBEPKIACHNE
cTaTyca)
4 | OtnenbHble Buemnnit | Ilomyuenune — gunaHCcOBOM  mnmm  MHOH
¢busnueckue auna MaTepUaIbHON BHITO/IbI.
(xakepsl) JIro6ombITCTBO WU JKeIaHue
caMopeayin3aiuu (MoATBEPKACHUE CTaTyca)
5 | Korkypupyromue Buemnnii | [lonmyyeHne KOHKYpPEHTHBIX ITPEUMYILECTB.
Opra"u3auu [Tonyuenne  (uHAHCOBOM  WJIM  HWHOU
MaTEpHUAJIbHON BBITObI
6 | Pa3paboTunku Buytpennuii | Bueapenue JIOTIOJTHUTEIBHBIX
IIPOrPaMMHBIX, (GYHKIMOHATIBHBIX BO3MOXKHOCTEN B
IIPOrpaMMHO-aInapa IIPOrpaMMHBIE WIH
THBIX CPEICTB IIPOrpaMMHO-alNapaTHble  CPEACTBAa  Ha
sTane pa3paboTKH.
[TosrydyeHrne KOHKYPEHTHBIX PEUMYILECTB.
[Tonyuenne  (uHAHCOBOM  WJIM  HWHOU
MaTEpUaIbHON BBITOJIBI.
HenpennamepeHHblE, HEOCTOPOXKHBIE HIIU
HEKBaTU(UIIUPOBaHHbIE TEHCTBUS
Oxonuanue TabmauIs 6.1
N Buns! HapymmTens Kareropun Bo3morxHBIE LIENM peanu3anyy yrpo3
BHJIA HapyIIATEIS 0e30macHOCTH HH(POPMAITHH
7 | Jluna, Buemnnit | I[lonyuenue  ¢uHaHCOBOM  WJIM  HHOM
o0ecrieunBaroIye MaTEpHUaIbHON BBITOJIBI.
IIOCTaBKY HenpennamepeHHbIE, HEOCTOPOXKHBIE HIIU
IIPOrPaMMHBIX, HEKBaIU(UIIUPOBaHHbIE JIHCTBUS.
IIpOrpaMMHO-aInapa ITosryyeHne KOHKYpEHTHBIX IIPEUMYILECTB
THBIX CPEICTB,
o0ecrneunBaronmnx
CUCTEM
8 |IlocTaBuiuku Buyrtpennuii | [lonyyenne  guHaHcoBol  uiau  MHOMU
BBIYHCIIUTEIbHBIX MaTEpHUaIbHON BBITOJIBI.
YCIIyT, YCIIYT CBSI3H HenpennamepeHHbIE, HEOCTOPOXKHBIE HIIU
HEKBaIU(UIIUPOBaHHbIE JICHCTBUS.
ITosyyeHne KOHKYpEHTHBIX IIPEUMYILECTB
9 |Jluma, npusnekaemslie | Buyrpennuit | [lonmyuenue — ¢uHaHcOBOW WM MHOM
JUISL YCTaHOBKH, MaTepUaIbHON BBITO/IBI.
HaCTPOWKH, HenpennamepenHsle, HEOCTOPOKHBIE WIH
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

UCIIBITAaHUH, HEKBaTU(UIIUPOBAHHBIC EHCTBUSI.
MyCKOHANAJ0YHBIX U [TomydyeHrne KOHKYPEHTHBIX PEUMYIIECTB
WHBIX BUJIOB padoT

10 |JInna, Buytpennuii | [lonyuenne  ¢uHaHCOBOW WM HMHOM
oOecrneynBaroIne MaTepUaIbHOU BBITOJIBI.
(YyHKIIMOHUPOBAHWE HenpennamepeHHble, HEOCTOPOXKHbBIE HIIU
CUCTEM U CETEU WIN HEKBaTU(UIIUPOBAHHBIC IEHCTBH
obecrneunBaromme
CHUCTEMBI  oOlepaTopa
(apMuHUCTpALIMS,
oxpaHa, YOOpIIUKH U
T.J.)

11 | ABTOpU30BaHHBIE Buytpennnii | [lonmyuenne  ¢uHAHCOBOW WM HMHOM
MI0JIb30BATEIN CHCTEM MaTepUaTbHOU BBITOJIBI.

U ceTen JIro6ombITCTBO W KeJIaHue

camopeanu3aiuu (oATBEPKICHUE CTaTyca).
MecTb 3a paHee COBEPILIECHHBIE JCHCTBUS.
HenpennamepeHHblE, HEOCTOPOXKHBIE HIIU
HEKBATM(UITUPOBAHHBIC IEHCTBUS

12 | Cucremnsie Buytpennuii | [lonyuenne  ¢uHaHCOBOW WM HMHOM
aJIMUHHCTPATOPHI " MaTepHaTbHON BBITOIBI.
aJIMUHUCTPATOPHI JIro6omnbITCTBO WIH JKeJlaHue
0e30macHOCTH caMopeayn3aiuu (MoATBEPKICHHIE CTaTyca).

MecTb 3a paHee COBEPILECHHBIE JEHCTBUS.
HenpennamepenHnsle, HEOCTOPOKHBIE WIH
HEeKBaTU(UIIUPOBaHHbIE 1EHCTBUS

13 |boBmme  pabotHuku | Buemmnwmii | [lomyuyenue — ¢uHaHCOBOM MM WHOHU
(monp30Barenun) MAaTEepHAIbHOMN BBITOJIBI.
MecTb 3a paHee COBEPILECHHBIE JCHCTBUSA

VYkazaHHbIE BO3MOXKHBIE L€JIM peaju3aluyd yrpo3 0e30macHOCTH HHGPOPMALMU MOJyIeXkaT
KOHKPETU3alll U MOTYT JOIOJHATHCS IPYTMMHU IENSIMH B 3aBUCHMOCTH OT OCOOCHHOCTEW 001acTu
NeSITeTbHOCTH, B KOTOPOH ()YHKIIMOHHPYIOT CUCTEMBI U CETH.

[Ipu onieHKe BO3MOXKHOCTEW HapyIHIMTENIeH HEOOXOAUMO MCXOIUTh U3 TOrO, YTO JUISl MOBBIILICHUS
YPOBHSI CBOMX BO3MOKHOCTEM HAPYIIUTENN | BUJa MOTYT BCTylaTh B CTOBOP C HApYyIIUTEIAMH S, 6, 7, 8
, 9, 10, 11, 12 BunoB. Hapymurenu 2 BuIa MOTYT BCTyIaTh B CroBop ¢ Hapymutensmu 10, 11, 12
BujoB. Hapymmrenu 3 Buga moryTt Bcrynarth B croBop ¢ Hapymwurensamu 10, 11, 12 Bugos. B ciydae
NPUHATHS TaKUX MPEANOJOKEHUH LEIM W YPOBHUM BO3MOXKHOCTEH HapyLIMTENEed IOAJIeXaT
00BETUHEHHUIO.

[Ipunoxenue 7
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn MHbopMaummn”
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

K MeTosuke oLeHKH yrpo3
6e30macHOCTH UHPOPMALIUU

NPUMEP
OLIEHKW LLENEW PEANU3ALNU HAPYLUUTENAMU YIPO3 BE30MNACHOCTU
MHOOPMALIMN B SABUCUMOCTN OT BO3MOXHbIX HETATUBHbIX
NOCNEAOCTBUUN U BUOOB YUWEPBA OT UX PEAJTU3ALIMN
(anda rocypAPCTBEHHOUM MH®OPMALIMOHHOU CUCTEMBbI)

Taomuma 7.1
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”

(yTB. ®CTIK Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

Bust Bo3mosxHbIE 11eM peanu3anuu yrpo3 0e30macHocT nHpopmanum CooTBeTcTBUE 1IEeTIEH BUAM
HapymuTeaei pucka (ymep0a) ¥ BO3MOKHBIM
Hanecenue Hanecenue Hanecenue ymep6a TroCcydapCTBYy B HEraTUBHBIM I1OCJIEICTBUSIM
yiepoa yiiepOa obnacTtu obOecrieueHust 000POHBI
¢buznueckomy IOPUAMYECKOMY | CTpaHbl, 0€30M1aCHOCTH TOCy1apCcTBa U
TUILY TUIY, MIPABOIIOPSIJIKA, 4 TAKXKE B
WHANBUAYATBHOMY COIIMAIbHOM, SKOHOMUYECKOH,
MOJIUTHYSCKOM, DKOJIOTHUSCKOMN
MpEeANPUHUMATEIIO cdepax AeaTeTbHOCTH
CrernansHble - - + V3 <EE>
CITY OBl (IuCKpeauTanus WK JeCTaOuIn3aIus (Hapyuienue
WHOCTPaHHBIX NeATeTLHOCTH OpraHa (YyHKIIMOHUPOBAHUS
rocyaapcTB roCy/IapCTBEHHOM BiacTu <*>) roCy/apCTBEHHOT'O OpraHa,
JTUCKPEIUTAIUS 1eITeIbHOCTH
opraHa rocyAapCTBEeHHOU
BJIACTH)
Teppopuctuueckue, - - + Vv3
AKCTPEMUCTCKHUE (mecrabunuzanus JesTeNbHOCTH (oTcyTCcTBHE TOCTYIIA K
TPYIIHUPOBKU OpraHOB TOCYAapCTBEHHOM BIIACTH, COIIMAIBHO 3HAYUMBIM
OpraHu3aliuii) roCy/1apCTBEHHBIM yCIIyram)
[Ipopomxenne Tadbmuist 7.1
Bune Bo3moxHbIe 11enu peanuzainu yrpo3 6€30nacHOCTH HHpOpMaIiu CooTBeTcTBHUE 1IENEH BUIAM
HapyLIUTEIeH pucka (yuiep6a) 1 BO3MOKHBIM
Hanecenune Hanecenmue Hanecenune ymep0a rocyaapcTBy B HETraTHBHBIM ITOCIIEICTBHSIM
ymiepOa yiiepOa obnacTtu obOecrieueHrst 000POHBI
¢buznueckomy IOPUIMYECKOMY | CTpaHbl, 0€30MaCHOCTH TOCY1apCcTBa U
TUILY TUILY, MpaBONOPSJIKA, a TAKIKE B
WHUBUTyATbHOMY COIMAILHOM, SKOHOMUYECKOMH,
MOJIUTHYCCKOM, DKOJIOTHISCKOM
MpeANPUHUMATEITIO cdepax AeaTeIbHOCTH
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[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

Hanecenune Hanecenue Hanecenue yiep6a rocyiapcTsy B
ymepoa yiiepoa obnactu obecriedeHust 000POHBI
¢busnyeckomy IOPUIMYECKOMY | CTpaHbl, 0€30MaCHOCTH rOCYIapCcTBa U

Jmny Jmny, IMpaBOIIOPsAIKaA, a TAKKE B

[Ipectynnbie + + + Vi
TpYTIIBI (monyuenue (momyuenue (>kenmaHue caMopean3oBaThCs) (Hapy1ieHue
(KpMMMHaJIbHBIE ¢buHaHCOBOM (uHaHCOBOH KOH(HICHIIMATHbHOCTH
CTPYKTYPBHI) BBITOJTBI 33 CUET BBITOJIBI 32 CUET NIEPCOHATBHBIX JaHHBIX
KPaKd ¥ IPOJAXKH | HCIIOIB30BAHHS rpaXkJiaH)
NEPCOHAIBHBIX | BBIYUCIUTEIIBHBIX y2
JAHHBIX TPAXKIaH) MOIITHOCTEH (Hapy1IeHHue 1eI0BON
CEpBEPOB pernyTalun)
rocy/1apCTBEHHOU v3
MHPOPMAITMOHHOH (opraHM3anys MUTHHTOB,
CHUCTEMBI IS 3a0aCTOBOK M3-3a IMyOIUKaIIHiA
MaiHUHIa HEI0CTOBEPHONW HHPOPMALIUH)
KPHUITOBAIIOTHI)
OTtOenpHbIe + + - Vi
buznueckue nuia (>xenanue (momyueHnue (HapyuieHue TMYHOU, CeMEeMHOM
(xakepsbl) camopeaan30BaTh ¢uHaHCOBOH TaiHbI, yTpaTa 4YeCcTH U
csl) BBITO/JIbI 32 CUET no0poro umeHn) Y2
KPaXXu U (yTeuka KOMMepUYECKO! TallHbL;
KOMMEPYECKO noTepst KITMEHTOB)
TalHBbI)
Konkypupyronme - - - -
OpraHu3aLu
[Iponomxenue Tadbnuuel 7.1
Bunst Bo3MoskHBIE 11enH peau3ay yrpo3 6e30nacHOCTH HHpopMaluu CooTBeTcTBHE 1IETIeH BUaM
HapyLIUTeIeH pucka (yuiep6a) 1 BO3MOKHBIM

HETraTHUBHBIM ITIOCJICACTBUAM
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”

(yTB. ®CTIK Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

UHAUBUAYAIbHOMY COLIMAJIbHOW, DKOHOMUYECKOM,
MOJIUTHYICCKOM, DKOJIOTHISCKOM

MIpeANPUHUMATEITIO cdepax AesaTeITbHOCTH
Pazpabotunku + + y2
MIPOTrPaMMHBIX, (nepenaua (BHEApEHUE TOTIOTHUTENBHBIX (HeIomoIy4YeHHE 0KH1aeMO
IPOrpaMMHO-2a UHpOpMaLUHU O (YHKIIMOHAJILHBIX BO3MOYKHOCTEH B pUOBLIN)
NIapaTHBIX CPEACTB IOPUINYECKOM pOTrpaMMHBIE WIIH V3

JMLE TPEThUM | IPOrpaMMHO-aINapaTHBIE CPEeICTBA Ha (Hapy1ieHue
JULaM) sTarne pa3paboTKH MPH BCTYIJICHUU B (bYHKIMOHUPOBAHUS

CTOBOP CO CITEIHATILHBIMU CITYKOaMu
WHOCTPAHHBIX TOCYJapCTB)

TOCyJIapCTBEHHOTO OpraHa,
JTUCKPEIATAIAS IeITeIbHOCTH
opraHa rocyaapcTBeHHOU
BJIACTH)

Jluna,
o0ecrieunBarone
MOCTaBKY
MPOTrpaMMHBIX,
MporpaMMHO-a
TMMapaTHBIX
CPEICTB,
00ecIeunBaronnx
CUCTEM

IlocTaBimku
BBIYUCIIUTEIBHBIX
YCIIYT, YCAYT CBSI3U

JIuna,
MIPUBJIEKAEMbIC JJIS
YCTaHOBKH,
HaCTPOWKH,
HCITBITAaHHH,
MyCKOHANIa0YHbIX
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”
(ytB. ®CT3K Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

U  UHBIX  BHUJIOB
pabor
[Iponomxenne Tadbmuist 7.1
Bune Bo3moxHbIe 11enu peanuzainnu yrpo3 6€30nacHOCTH HHPOpMaIiu CootBeTrcTBUE 1IENEH BUIAM
HapyIIuTeseH pucka (ymiep6a) 1 BO3MOKHBIM
Hanecenne Hanecenne Hanecenue ymep6a ToCcyJapCTBYy B HEraTUBHBIM IIOCIIECACTBUSIM
ymiepOa yiiepOa obnacTtu obecrieueHrst 000POHBI
¢buznueckomy IOPUAMYECKOMY | CTpaHbl, 0€30MaCHOCTH TOCYAapCTBA U
TUILY UL, MPABOIIOPSJIKA, & TAKXKE B
WHANBUIYATBHOMY COIMAILHOM, SKOHOMUYECKOH,
MOJIUTHYICCKOM, DKOJIOTHISCKOM
MpEANPUHNMATEITIO chepax neaTenTbHOCTH
Jlua, - - - -
o0ecIeunBarone
(hyHKIIMOHHUPOBA
HUE CUCTEM U CeTe
WIH
o0ecreunBaroIme
CUCTEMBI
oreparopa
(amMuHUCTpaLUs,
OXpaHa, yOOpPIIUKH
U T.J.)
ABTOpU30BaHHbIE + - - Vi
MOJIb30BATENHN (HenpenHaMepeH (puHAHCOBBIH, UHO
CUCTEM M CETEU HBIE, MaTepUaIbHBIN yiepo
HEOCTOPOKHBIE (bu3nYECKUM JIULIaM)
WITH
HEKBaTUPHUIIAPO

BaHHBIC JCHCTBUSA)
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”
(ytB. ®CT3K Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

Cucremublie + + + Vi
aJIMUHHUCTpATOpbl M| (MecTh 3a paHee | (JTFOOOMBITCTBO WM | (MOTy4YeHHEe (GPUHAHCOBOM MM MHOM (unaHCOBBIH, HHOMH
aJIMUHUCTPATOPHI COBEpILECHHbIC KelaHue MaTepHaIbHON BBITOABI IIPH MaTepHalbHbIN yIiepo
0e30macHOCTH JeNCTBUSA) camopeanu3alii) | BCTYIUIEHHH B CTOBOP C IPECTYHHON (bu3nYECKUM JIULIaM)

rpynmon) y2

(HEBO3MOXKHOCTD 3aKIIIOUEHUS
JIOTOBOPOB, COTJIAIICHUH)
v3
(yTeuka uHpOpMALUU
OTpaHUYEHHOTO0 JIOCTYIA)
Oxonuanue Tadaumsl 7.1
Bune Bo3moxHbIe 11enu peanuzaiunu yrpo3 6€30nacHOCTH HHPOpMAaIiu CootBeTrcTBUE 1IENEH BUIAM
HapyIHIuTeseH pucka (ymepoa) 1 BO3MOKHBIM
Hanecenne Hanecenne Hanecenue ymep6a ToCcyJapCTBYy B HEraTUBHBIM IIOCJIECACTBUSIM
ymiepOa yiiepOa obnacTtu obecrieueHrst 000POHBI
¢buznueckomy IOPUAMYECKOMY | CTpaHbl, 0€30MaCHOCTH FOCYAapCTBA U
TUILY UL, MPABOIIOPSJIKA, & TAKXKE B
VH/IMBUYaIbHOMY COLIMAJIbHOW, DKOHOMUYECKOM,
MOJIUTHYICCKOM, DKOJIOTHISCKOM
MIpeANPUHUMATEITIO cdepax AesaTeITbHOCTH

briBine - - - -
(YBOJIEHHBIE)
pabOTHHUKH
(monp30BaTenn)

<*> [Ipumepbl BO3MOXKHBIX IEJIel pealn3alud yrpo3 0e30MacHOCTH HWH(OPMALUKU C y4eTOM OO0JIaCTH JAEATEIbHOCTH, B KOTOPOM
(GYHKIIMOHUPYIOT CUCTEMBI U CETH, OTIPeieNIeHHbIE B COOTBETCTBUU C MPUIOKEHUEM 6 K HacTosmiel MeToauke.
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”
(ytB. ®CT3K Poccmm 05.02.2021)

[loKyMeHT npegocTasrieH

KoncynbTaHntlnroc

[ata coxpaHeHus: 06.04.2022

<**> Jlpumepbl COMOCTaBICHUS BO3MOXKHBIX IIEJeH peanu3aluu yrpo3 0e30MacHOCTH MH(POpPMALUU ¢ BUAAMH yiiepba (pucka) u
BO3MOKHBIMH HETAaTUBHBIMHU TOCJEJICTBHSIMH O pealln3alliil yrpo3, ONPEICICHHBIE B COOTBETCTBUU C IPHIOKEHHEM 5 K HacTOsIIeH

[Ipunoxenune 8

K MeToauke OLleHKH yrpo3
0e3omacHOCTH HH(POPMAITUH

Tabmwuia 8.1

Metonuke.
. YPOBHU
BO3MOXXHOCTEW HAPYLUUTEJIEWN MO PEAJIU3ALIAN YITPO3
BE3ONACHOCTUA UH®OPMALIUA
N YpoBeHb Bo3MoXHOCTH HapyIuTene o peanu3annun yrpo3 Bunsl HapymuTeneit
BO3MO>KHOCTEH 0e30macHOCTH HHPOPMAITHHI
HapymuTenen

H1 | Hapymmrens,
o0J1aIaroIni
0a30BLIMU
BO3MOKHO
CTSIMU

HmeeT BO3MOXKHOCTB NPH peanu3aluu yrpo3 0€30nacHOCTH
MH(POPMALIMU HCIOJIb30BATh TOJBKO H3BECTHBIE YS3BHUMOCTH,
CKPHUIITHI U UHCTPYMEHTHI.

HmeeT BO3MOXHOCTh MCIIOIB30BAaTh CPEJCTBA peaTH3alUU
yrpo3 (MHCTPYMEHTHI), CBOOOJHO PacHpOCTpaHsEMbIE B CETH
"UnTepHer" u pa3paboTaHHBIE JPYTrUMH JIMLAMH, HUMEET
MUHHMMAaJIbHbIE 3HAHUS MEXaHU3MOB MX (DYHKIMOHUPOBAHHMS,
JOCTaBKM W  BBINOJHEHHUS BPEIOHOCHOTO IPOrpaMMHOI0O
obOecrneueHus, YKCILJIONTOB.

OO6namaer 06a30BBIMM  KOMIBIOTEPHBIMH  3HAaHUSAMU U
HaBbIKaMU Ha YPOBHE I0JIb30BATEIS.

duznueckoe JUIo (XaKep)

JIuua, oOecnieunBaroIINe MOCTaBKY
IIPOIPAMMHBIX,
MPOTrPaMMHO-aNIapaTHBIX CPE/ICTB,
00€eCIeunBarOIINX CUCTEM

JIuna, obecreunBaroIme
(YHKITMOHUPOBAHHUE CUCTEM H CETEH
WM 00E€CTIEYNBAIOIINX CHUCTEM
(amMuHHCTpaLUs, OXpaHa,
yOOPIIUKH U T.1I.)
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"MeToanyeckmin JOKYMeHT. MeToamKka OLUEHKM yrpo3 6e3onacHOCTU MHdopMaummn” [lokyMeHT npepocTaBneH KoHcynbTaHTlnioc

(ytB. ®CT3K Poccum 05.02.2021) Hata coxpaHenus: 06.04.2022
HMMeeT BO3MOXHOCTH peaju3aluyd yrpo3 3a cueT
(GHU3MYECKMX  BO3JECHCTBMI Ha  TEXHHYECKHE  CPEICTBA ABTOPU30BaHHBIC TTOJIb30BaTC/H
00paboOTKM ¥ XpaHeHHWs WHQPOpPMAIWU, IJUHUHA CBS3H U CHCTCM U CCTCH
o0ecreunBaIIUe CUCTEMbl CHUCTEM M CETe NpH HaIUYUU
boiBIMe paboTHUKN
q)ng.rﬂqecxoro JOCTyTa K HAM. (nob3oBaTenH)
aK1M obpazom, HapyUIUTETU c 0a30BBIMU
BO3MO>XHOCTSIMU UMEIOT BO3MOXHOCTb PEAJIN30BbIBATh TOJIBKO
U3BECTHBIE  YIpO3bl,  HAaNpaBJ€HHblE  HA  M3BECTHbBIC
(TOKYMEHTHpPOBAaHHBIE)  YSI3BUMOCTH, C HCIOJIb30BaHUEM
0O0IIEeI0CTYITHBIX HHCTPYMEHTOB
H2 | Hapymmrens, OGmamaer BceMH BO3MOXKHOCTAMH  Hapymmrteneid ¢ | Ilpectymnsle rpynmsl (1Ba auma u
obOnanaromuii | 6a30BBIMU BO3MOKHOCTSIMH. 0oJee, AEMCTBYIOILIUE 110 €AUHOMY
0a30BBIMU HMeeT BO3MOKHOCTh HCIIOJIB30BAaTh CPEICTBA pealu3allin TUIaHY)
MOBBIIIEHHBIMU | YTPO3 (MHCTPYMEHTHI), CBOOOJIHO PACIPOCTPAHSIEMBIE B CETH
BO3MO>KHO "HutepHer" u pa3paboTaHHBIE APYTMMH JIMIAMH, oxHako| KOHKYPHPYIONIHE OpraHH3alluy
CTSAMHU XOpPOLIO BIAAEET ITUMHU
[TocTaBIIMKY BBIYHUCTUTEIBHBIX
ycayr,
[Iponomxenne Tadbnuis 8.1
N YpoBeHb Bo3MoXHOCTH HapymuTenen 1o peaan3aiuu yrpo3 Buapl napymureneit
BO3MOXKHOCTEM Oe3omacHOCTH UH(DOPMALIUU
HapylIuTeIen
CpeICTBAMH W HHCTPYMEHTaMH, TOHHMMAaeT, KaKk OHH YCIIyT CBS3H
paboTaloT ¥  MOXET BHOCHUTh HW3MEHEHHS B  HX
GyHKIIMOHMpOBAaHME I NOBBIIIEHUS  3()(HEeKTHBHOCTU Jlnna, TPUBJICKACMBIC UL
pealn3amim yrpos. YCTaHOBKH, HACTPONKHU, UCTIBITAHHH,
OcHarieH u BiajgeeT GpperMBOpKaMu U HabopaMu cpeicTB, | [1YCKOHAJIAZOYHBIX M MHBIX BUIOB
WHCTPYMEHTOB  JUIsI ~ peajiu3alud  yrpo3  0e30macHOCTH pabot
nH(GOPMAIIMU U UCTIONH30BAHUS YA3BUMOCTEH.
NmMeer HaBBIKM CaMOCTOSTENBHOIO IJIAHUPOBaHUS U CHCTCMHEIC 8IMHHHCTPATOPSI 1
aJIMMHUCTPATOPHI 0€30MaCHOCTH
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"MeToanyeckmin JOKYMeHT. MeToamKka OLUEHKM yrpo3 6e3onacHOCTU MHdopMaummn” [lokyMeHT npepocTaBneH KoHcynbTaHTlnioc
(ytB. ®CT3K Poccum 05.02.2021) [ata coxpaHenus: 06.04.2022

peanu3aiyy CIieHapueB yrpo3 0e30MacHOCTH HH(POPMAIIHH.

Oo6nanmaer MPaKTUYECKUMHU 3HAHUSMHU 0
(GYHKIIMOHUPOBAHUM CUCTEM U CETEH, ONepalliOHHBIX CHCTEM,
a TaKk)Ke UMEeeT 3HaHUS 3allUTHBIX MEXaHU3MOB, IPUMEHAEMBIX
B IPOrpaMMHOM 00€CleYeHUH, MPOrpaMMHO-aNIapaTHbIX
CpEICTBaXx.

TakuM 00pa3om, HAPYIIUTETU ¢ 0A30BBIMH MOBBIIICHHBIMU
BO3MOXXHOCTSIMU ~ MMEIOT  BO3MOXKHOCTb  pEalM30BbIBATh
yrpo3pl, B TOM 4YHUCJI€ HalpaBJIEHHbIE Ha HEU3BECTHBIC
(HEJOKYMEHTUPOBAaHHbIE) YSA3BUMOCTH, C HCIOJIb30BAHUEM
CMELUAIBHO CO3JIaHHBIX JJIsl 3TOr0 MHCTPYMEHTOB, CBOOOIHO
pacnpocTtpansieMplx B ceth 'MHreprer'. He umeror
BO3MOXKHOCTEH  peaim3anuy  yrpo3  Ha  (U3UYECKU
M30JIMPOBaHHBIE CETMEHTBI CUCTEM U ceTel

H3 | HapymuTens, OOnamaer BceMHM BO3MOXKHOCTSMHU — HapylIUTENEH ¢ Teppopuctuueckue,
oOmamaromuii | 6a30BBIMH MOBBIIICHHBIMUA BO3MOXHOCTSIMH. HKCTPEMHUCTCKHE TPYIITHPOBKU
CpEeIHUMU HNmeer BO3MOXHOCTH MpHOOpeTraTh HHGMOpManuio 00
BO3MOKHO YSA3BUMOCTSIX, pa3MellaeMyl0 Ha  CICHHAIM3UPOBAHHBIX Pa3paboT4nku nporpaMMHBIX,
CTSIMHU IUJIATHBIX pecypcax (Oupikax ysa3BUMOCTEH). 1IPOrPaMMHO-AINIAPATHRIX CPCIACTB

HMmeer  BO3MOXXHOCTH  MPHOOpETaTh  JOPOTOCTOSIINE
CpeAcTBa M HMHCTPYMEHTHl IS pealu3alid  yrpos,
pa3MelniaemMple Ha CHEIHaIM3HMPOBAHHBIX IUIATHBIX pecypcax
(Ouprkax ysa3BUMOCTEN).

[Iponomxkenne Tabnuis 8.1

N YpoBeHb Bo03MOXXHOCTH HapyILIUTENIEH 110 pealu3aluu yrpo3 Bunel Hapymurenei
BO3MO>KHOCTEMN 6e30macHOCTH HH(pOpPMALUU
HapyluTenen

HiMeeT BO3MOXHOCTH CaMOCTOSATEIBHO pa3padaThiBaTh
cpenctBa (MHCTPYMEHTBI), HEOOXOAMMBIC Uil pean3aluu
yrpo3 (arak), peajau30oBbIBaTH YIPO3bl C HCIOJIH30BAHHEM
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”
(ytB. ®CT3K Poccum 05.02.2021)

[lokyMeHT npenocTasneH KoHcynbTaHTlntoc

[ata coxpaHeHus: 06.04.2022

JAHHBIX CPEJICTB.

Nmeer BO3MOYXHOCTh MOJTy9ICHUS JoCTyTa K
BCTPaMBacMOMY TIPOTPAMMHOMY OOECIICYCHHIO aIapaTHBIX
wiathopM, CHCTEMHOMY W MPHUKIAJTHOMY HPOTPAMMHOMY
00ECIIEYCHUIO, TEICKOMMYHHKAIIMOHHOMY OOOpPYJOBaHUIO U
IpyTUM MIPOrpaMMHO-AMIapaTHBIM cpelcTBaM TUTST
MIPOBEJICHUS MX aHAIIM3A.

OOnagaer 3HAHUSAMH W TPAKTUYCCKUMH  HaBBIKAMHU
MPOBEJICHUS aHAJIM3a IMPOTPAMMHOTO KOJa I TONyYeHUs
nHpopmaiuu 00 yI3BUMOCTSX.

O6nagaer BBICOKMMH 3HAaHUSMH U MPAKTUYECKUMU
HaBbIKAMH O  (YHKIIMOHUPOBAHWU CHUCTEM H  CETeH,
OTIEPAITMOHHBIX CHCTEM, a TaKKe UMEET IIyOOKOe TIOHUMaHUE
3alUTHBIX MEXaHW3MOB, NPHMEHSEMBIX B IPOTPAMMHOM
o0ecrieueHnH, MPOTrpaMMHO-aNapaTHBIX CPECTBAX.

Hmeet BO3MOXKHOCTh pEaTM30BBIBATH YIPO3bl 0€30I1ACHOCTH
WHQPOPMAIIUU B COCTABE TPYIIITHI JIHII.

Takum obpazom, HAPYIIUTETN co CpEeTHUMU
BO3MOXXHOCTSIMH ~ MUMEIOT  BO3MOXKHOCTH  pPEaJIM30BBIBATH
yIpo3bl, B TOM YHCIIC Ha BBISBICHHBIE UMHU HEU3BECTHBIC
YS3BHMOCTH, c HCIIOJIb30BaHUEM CaMOCTOSITEITEHO
pa3paboTaHHBIX Ui OSTOrO0 HWHCTpYMeHTOB. He wumeror
BO3MOXKHOCTEH  pealM3aliud  yrpo3  Ha  (U3UYECKHU
W30JIMPOBAHHBIE CETMEHTHI CUCTEM H CeTel

H4 | Hapymurens,
oOnajaromui
BBICOKUMH
BO3MOXKHO
CTSIMH

OOnamaer BceMH BO3MOXHOCTSMM  HapylIUTENlEeH CcO
CPEIHUMH BO3MOKHOCTSAMH.

HMeeT BO3MOXHOCTh MOJYYEHHS IOCTyla K HCXOJHOMY
KOy BCTPanBaeMOro IPOrPaMMHOTO obecrieueHus
anmapaTHeIX  IUIATGOpPM, CHUCTEMHOTO M  TMPHUKIAJHOTO
IPOrpaMMHOI0  OOecreueHus,  TeJIEKOMMYHHUKAI[HOHHOIO
00OpYJOBaHUS M JPYTUX IMPOrpaMMHO-AINIAPaTHBIX CPEJCTB
ISl TIOJTYY€HUs CBeIeHUH 00 ySA3BUMOCTSX "HyJIeBOTo JHS".

CriernanbHbIE CITYKOBI
MHOCTPAaHHBIX TOCY/1apCTB
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"MeToanyeckmin JOKYMeHT. MeToamKka OLUEHKM yrpo3 6e3onacHOCTU MHdopMaummn” [lokyMeHT npepocTaBneH KoHcynbTaHTlnioc
(ytB. ®CT3K Poccum 05.02.2021) [ata coxpaHenus: 06.04.2022

[Iponomxkenue Tabnuis 8.1

N YpoBeHb Bo3MoxHOCTH HapymuTenen 1o peaanu3aiuu yrpos Bunel Hapymureneit
BO3MO>KHOCTEHN 6e30macHOCTH HHpOpPMALIUU
HapylInTeIen
Nwmeer BO3MO>KHOCTh BHEJIpEHUS MIPOrpaMMHBIX

(mporpaMMHO-anmnapaTHbIX) 3aKIaJ0K WM YA3BUMOCTEH Ha
pPa3IMYHBIX JTanax IOCTaBKU MPOrPpaMMHOrO 00ecredyeHUs
WM IPOTrPAMMHO-AMIAPATHBIX CPEICTB.

OxoHuanue Tadimusl 8.1

N YpoBeHb Bo3MoxHOCTH HapymuTenen 1o peaanu3aiuu yrpos3 Buael Hapymmreneit
BO3MO>KHOCTEHN 6e30macHOCTH HHpOpPMALIUU
HapylInTeIen

MMeer BO3MOMHOCTH CO3JaHMsI METOAOB U  CPEICTB
peaiu3allMi Yrpo3 C NPUBJICYEHHEM CIELHMAIU3UPOBAHHBIX
HAy4YHBIX OpPraHu3alui M peaju3aluu yrpo3 ¢ IPUMEHEHHEM
CHEelMabHO  pa3pa0OTaHHBIX CpPEACTB, B TOM  4HCIE
00ecneYnBaOIUX CKPHITHOE IPOHUKHOBEHHE.

HMmeer  BO3MOXKHOCTb  pEaJM30BbIBATH  YIpo3bl €
IIPUBJICYEHUEM CIEIUAIIUCTOB, HIMEIOLIUX 6a30BbIe
MOBBILICHHBIE, CPEHHUE U BBICOKHE BO3ZMOXKHOCTH.

NMeer  BO3MOXXHOCTb  CO3JIaHUSl W IPUMEHEHUs
CHEIMANbHBIX ~ TEeXHUYECKUX CPEACTB i  J0ObIBaHUS
nHpopmanuu  (Bo3meHCTBHSIT ~ Ha ~ MHPOPMAIMIO  WIIH
TEXHUYECKHE CpEJACTBA), pACHpOCTpaHsoLIeiics B BuUae
(bU3NUECKUX MOJIeH WU SBJICHHA.

HMeeT BO3MOMKHOCTH [IOJIFOBPEMEHHO M HE3aMETHO MJIs
ONEepaTOpOB CHUCTEM M CETeM peaJu30BBIBATH  YIPO3bI
0€e30MacHOCTH HH(OPMALIUH.
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”
(ytB. ®CT3K Poccum 05.02.2021)

[lokyMeHT npenocTasneH KoHcynbTaHTlntoc

[ata coxpaHeHus: 06.04.2022

OO6nanaeT UCKIIOYUTEIBHBIMY 3HAHUSAMHI U TPAKTUYECKUMHU
HaBBIKAMH O  (YHKIMOHHMPOBAHWU CHCTEM H  CETCH,
OTIEepAIOHHBIX CHUCTEM, allapaTHOM OOECIEeUEHUH, a TaKKe
OCBEJIOMJIEH O KOHKPETHBIX 3aIlUTHBIX MeXaHHU3Max,
MIPUMEHSIEMbIX B POrpaMMHOM o0ecrnieueHnH,
IIPOrpaMMHO-AINAPaTHBIX CPEACTBaX AaTaKyeMbIX CHUCTEM U
CCTEH.

Takum oOpa3zom, HapyUINATEIN c BBICOKHMH
BO3MOXXHOCTSIMH ~ MMEIOT TPAaKTUYECKH HEOTrpaHUYEHHbIE
BO3MOYKHOCTH pEaM30BbIBaTh YIPO3bl, B TOM 4HCIE C
MCIOJIb30BAaHUEM HEACKIAPUPOBAHHBIX BO3MOKHOCTEH,

Oxonyanue Tabaumsl 8.1

N YpoBeHb
BO3MOKHOCTEHN
HapyunTenen

Bo3MmoxHOCTH HapylUTeNel 10 peaau3aluy yrpo3
0e30macHOCTH HHPOPMALIUN

Bunsl Hapymureneit

IIPOTrPaMMHBIX, IIPOrpaMMHO-aNNapaTHbIX 3aKJIAJIOK,
BCTPOEHHBIX B KOMIIOHEHTHI CUCTEM U CETEMN
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

[Tpunoxenue 9
K MeToqiuKe OIIeHKH yrpo3
6e3omacHocTH UH(OPMALIUN

NMPUMEPDI

PE3YNbTATA OMNPEOENEHUA AKTYAINbHbIX HAPYLUUTENEN
NPU PEAJNTM3ALINN YITPO3 BE3OIMNACHOCTU UHO®OPMALIUUA .
U COOTBETCTBYIOLUME UM BO3MOXHOCTHU (AJ1A TOCYOAPCTBEHHOU
MHO®OPMALIMOHHOU CUCTEMDbI)

Tabmuna 9.1
N | Bunsl pucka (ymep0a) u Bunsl akryansHOTO Kareropus YpoBeHb
/1 | BO3MOJXKHBIE HETaTUBHBIE HapyImuTens <**> HapyUIMTenss | BO3MOXKHOCTEU
MOCJIEACTBUS <*> HapyILIUTENSA
1 VIi: [IpectynHeie rpymnimsl Buemnwnit H3
HapylLIeHHe (KpMMMHAaJIbHBIE
KOH(UICHIIMATBHOCTH CTPYKTYPBbI) BuyTpennuit
HEPCOHAIBHBIX TaHHBIX HEE>
Ipax/iaH; .
HapyIIIeHHe THYHO, OtnenbHbIE Bremnunit H2
CEMEHHOM TailiHbl, yTpaTa (busnaeckue muua
4EeCTH U 100POro UMEHH; (xakepb1)
(bHHaHCOBHHJ aHon Pazpabotunku BuyTtpennuit H3
MaTepHaIbHbIN yiiepo
IPOrPaMMHBIX,
bu3HYECKUX JTUI]
IIporpaMMHoO-arnapa
THBIX CPEJICTB
CucremHble BryTtpennui H2
aJMUHHUCTPATOPHI U
aJIMUHUCTPATOPBI
0e30MacHOCTH
ABTOPU30BaHHBIE BuyTtpennuii H2
MOJIb30BATENIN CUCTEM
U ceTen
2 V2: IIpecTynHble rpyIIIbL Bremnwnit H3
HEBO3MO>KHOCTh (KpMMMHAJIbHBIE
3aKJIFOUYEHUS JOIOBOPOB, CTPYKTYpBbI)
COTJIaIICHUIA;
yTedKka KOMMEpUYECKOIt OTnenpHBIE BryTtpennui H2
TailHBI; duznyeckue Imma
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"MeToAnYEeCKuniA AOKYMEHT. MeToaMKa OLEHKMN Yrpo3

6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 06.04.2022

MOTEPS KJIMEHTOB; (xakepsl)
HapylLIECHUE JeI0BON
pernyTanuy; PazpaboTunku BuyTtpenunuit H3
HEJIOIOYyYECHUE HPpOTrpaMMHBIX,
0’KHMJIaeMOHW TTPUOBLITH HNporpaMMHO-aIllapa
THBIX CPEJICTB
CucremHble BuyTtpennui H2
aJIMUHUCTPATOPHI U
AIMUHUCTPATOPHI
0e301MacHOCTH
3 V3: CnennayibHbIe Buemrawnit H4
HapyIlIeHHE CITY)KOBI .
(bYHKIIMOHUPOBAHUS WHOCTPAHHBIX BuyTpennuit
roCyapCTBEHHOI'O OpraHa, rocyJapcTB THEE>
JTUCKpeIUTalUs
NeATeNbHOCTH OpraHa Teppopuctuueckue, Buenrauii H4
9KCTPEMHUCTCKHE
OpraHu3aluu
Oxonuanue Tabmauis 9.1
N | Bunasl pucka (ymep0a) u | Bunusl akryanbHoOro Kareropus YpoBeHb
/TI | BO3MO>KHBIC HETaTUBHBIE HapymuTemns <**> HapymuTeNs | BO3MOXKHOCTEH
MOCIeNCTBUS <*> HapyHIuTeIA
rocy1apcTBeHHOM BiacTH; | [IpecTymnHbie rpynmbl Buemnuii H3
JOCTYT K cCUCTeMaM U (KpMHHAaTIbHBIC .
CETAM C LENbIO CTPYKTYPBbI) BHyTpennuit
HE3aKOHHOTO HEE>
UCIOJIb30BaHUs -
Sy p— Pazpabotunku BuyTpenHnit H4
MOIIHOCTEIH; POrPaMMHBIX,
yTeuxa HHpOpPMAIH IporpaMMHoO-armnapa
OTPAaHUYEHHOTO JI0CTYTa; THBIX CpCACTB
OpTaHH3atlii MITHHIOB, CucremHbIe BuyTtpennuii H3
3a0acTOBOK M3-3a
9 aIMHUHHUCTPATOPHI U
myOnKanui
HEOCTOREPHOM aIL6MI/IHI/ICTpaT0pBI
€30I1aCHOCTH
nHpopManuu;
OTCYTCTBHC I0CTYIIa K ABTOpHU30BaHHbIE BuyTtpennui HI
COLHMATLHO SHATNMBIM | 116711 30BaTeH CHCTEM
roCy/1apCTBEHHBIM ——
yciyram
beiBimne (yBosenusie) | BryTpenHuit HI
pabOTHUKHU
(monb30BaTeNN)
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn MHbopMaummn”
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

<*> Tlpumepsl BO3MOXXHBIX IIeJiell peanu3aluu yrpo3 0e30MacHOCTH HMH(OPMAIMH C YYeTOM
00JIaCTH JESATENbHOCTH, B KOTOPOH (DYHKIIMOHUPYIOT CHUCTEMBI U CETH, OIpPEICIICHHBIE C YYETOM
npuiioxkeHni 4 u 5 x Hacrosmen Meronuke.

<**> JIpuMepsl BUJIOB aKTyaJIbHBIX HAPYIIUTENIEH, ONPEIeNIEHHbIE C YUETOM MPUIIOKEHUN 6 U 7 K
HacTose Metoauke.

<***> TIpum croBope MNPECTYNMHON TPYNIUPOBKHU (KPUMHUHAIBHOW CTPYKTYpBI) C CHUCTEMHBIMU
aJIMUHUCTPATOpaMU M aJMHHUCTPATOpaMH O€30MacHOCTH, ONPEAEICHHOM B MPUJIOKEHUH 7 K
HacTosAwen Meronuke.

[Ipunoxenune 10
K MeToanke OLeHKH yrpo3
6e3omacHocTH HH(OPMALIUU

NMPUMEPDI
ONMPEAENEHUA AKTYAJIbHbIX CMTOCOBOB PEAJIU3ALIUN YITPO3
BE3OMNACHOCTU NH®OPMALIUXK N COOTBETCTBYIOLWUE UM BNObI
HAPYLUUTENEN N UX BO3MOXHOCTH (ANA rOCYOAPCTBEHHOU
NHO®OPMALIMOHHOU CUCTEMbI)

Taobmuma 10.1
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”

(yTB. ®CTIK Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

N | Bun napymmrens | Kareropus OObeKT BO3IEHCTBUS JloctynHble HHTEpQEICHI Crioco0bl peanuzanuu
/T HapyIu
Tens
1 |CnemuanbHbie Buemanii | baza manHBIX HMHpOpMAIMOHHOMN Be6-unrtepdetic Hcnons3zoBanue
CITyKOBI CUCTEMBI, coJiepskaiias | yaaJleHHOTO HeJEeKIapUPOBAHHBIX
MHOCTPAHHBIX UICHTU(PHUKAIIMOHHYIO aJIMUHUCTPUPOBAHUS BO3MOKHOCTEH
rocynapcts (H4) uHGOPMAITHIO rpakaaH: | 6a3bl JAHHBIX | IPOTPAMMHOTO 00eCTIeUeHUS
HECAaHKIIMOHUPOBAHHBIN JTOCTYM K | MHPOPMALIMOHHOM TEJIEKOMMYHHUKAIIHOHHOTO
KOMITOHEHTaM CHCTEM WU CETEH, | CHCTEMBI o0opyoBaHus
3alUIIaeMOI uHpopmanuu,
CHCTEMHBIM, ITons30BaTeNLCKMI Hcnonn3oBanue
KOH(I)I/IpraL[I/IOHHLIM, UHBIM B€6-I/IHTep(i)€I\/'IC J0CTyla y23BHMOCTefI KOH(l)I/IpraIII/II/I
CJIy)KC6HBIM JAHHBIM; K 0aze JaHHBIX | CHCTCMBbI YhpaBJICHUA
yTeuka (Hapymenue | AHPOPMAIMOHHON 0a3aMu TaHHBIX
KOH(UAEHIIMAILHOCTH) CUCTCMBI
3alUIIaeMOI uHpopmaruu,
CUCTEMHBIX, KOHPUTYPALIUOHHBIX,
UHBIX CITYKEOHBIX JJAHHBIX
Jluaus cBsi3u Mexnay cepsepoM | Kananm mepegaun naHHbIX | YCTaHOBKAa — MPOTPaMMHBIX
OCHOBHOT'O LIEHTpa 00pabOTKH | MEXTY CEpBEPOM | 3aKJIaJJOK B
JAHHBIX U CEPBEPOM PE3EPBHOTO | OCHOBHOTO [IEHTPA | TEJIEKOMMYHHUKAIIHOHHOE
neHTpa  o0OpaOOTKM  JaHHBIX: | 00pabOTKM JaHHBIX U | 000pyJOBaHHE
nepexsar (Hapy1ieHue | cepBepoM pe3epBHOTO
KOH(pHICHIIMAIEHOCTH ) IEHTpa 00paboTKu
3amuinaeMoi uupopmanuu, TAHHBIX
[Iponomxenue tadbnuust 10.1
N | Bun napymmrens | Kareropus OOBeKT BO3IeHCTBHA JoctynHble nHTEpdench CrniocoObl peanu3aiuu
n/n HapyIIx
TeNs
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”

(yTB. ®CTIK Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

CUCTEMHBIX, KOHPUTypaLlMOHHbIX,
UHBIX CITy’KEOHBIX JJAHHBIX

KOoMMyTanMoHHbI1 ~ KOHTPOJUIED VY naneHHsi kaHai | Mcrions3oBanue
JUIsL  YOpaBJIEHUS aBapUMHBIMU | yIPABICHUS ySI3BUMOCTEH Koza
3aJIBUKKaMU B HEPTEPOBO/IE: KOMMYTallUOHHBIM KOMMYTaIlMOHHOTO
HapyleHue (QyHKIHOHUPOBAHUS | KOHTPOIUIEPOM KOHTpoJuIepa
(paboTocmocoOHOCTH)  CPENCTB
00paboTkH u XpaHEeHHUs CopemHble MamuHHbIE | I3BIEUEHME
uH(OpManuy; HOCUTENM WH(POpPMAaLNY, | ayTEHTU(PHUKALIMOHHON
MoaupUKAIIHS (momMena) | COACPXKAIINE nH(pOpMAaLIUU U3 TTOCTOSHHOM
3aH.IPIH.IaeM0ﬁ HH(bOpMaHI/H/I, aYTeHTI/I(l)I/IKaIII/IOHHYIO IIaMATHU HOCUTCIIA
CHCTEMHBIX, KOH(HUIYPAIIHOHHBIX, | AH(OpMALIHIO (MHBa3MBHBIA METON)
UHBIX CITY)KEOHBIX JJAHHBIX
2 | OtnenbHbIe Buemnunii | YnaseHHOe aBTOMAaTU3UPOBAHHOE Hoctyn yepes | BHenpenue  BpeIOHOCHOrO
¢buznyeckue pabouee MECTO (APM) | nokanbHyI0 MPOrPaMMHOTO 0OecTieueHUs
A (Xakepsbl) MOJIb30BATEIS: BBIYUCIIUTEIIBHYIO  CETh
(H2) HECAaHKI[MOHUPOBAHHBIN JOCTYI K | OpraHu3auu
onepanMoHHol cucreme APM
OJIb30BaTENIA,; CpeMHBIC MaIIMHHEBIC | Mcnob30BaHue
HapylLIeHUEe HOCUTENN UH(pOpMaLuy, | yI3BUMOCTEN KOH(UTypanuu
KOH(pUIEHIIUATLHOCTH nonakiarouaeMele kK APM | cucteMsbl YIIpaBJICHUS
uH(opManuu, cojepikanieiics Ha | TOJIb30BATEIS JIOCTYTIOM K APM
APM nonn3oBareis 0JIb30BATEIIA
Be6-caiit noptana| BeG-unrepdetic Hcnonp3oBanue
roCyJJapCTBEHHBIX yCIIyT | OJIb30BaTeNsl  BeO-caiiTa | yI3BUMOCTEH KOoJa
(cepBHCOB): TOCYJapPCTBEHHBIX YCJIYT | IPOrPAMMHOTO OOECTICUCHHS

OTKa3 B 00CITy)KMBaHWUU BeO-caliTa
MopTaia roCy1apCTBEHHBIX YCIyT

BeO-cepBepa

Oxonuanue Tadmuns! 10.1
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"MeToanyecknit AOKyMeHT. MeToanKa OLIEHKM yrpo3 6e30MacHOCTU MHbopMaLmn”
(ytB. ®CT3K Poccum 05.02.2021)

[okyMeHT npegoctasneH KoncynbraHTAKOC
[ata coxpaHeHus: 06.04.2022

N | Bun napymmrens | Kareropus OObeKT BO3IEHCTBUS JloctynHble HHTEpQEICHI Crioco0bl peanuzanuu
/T HapyIu
Tens
Buenpenue  BpemOHOCHOTO
KOJIa B BeO-IIPUIIO’KEHUE
CereBbie uHTEepdeiice | Ucmonp3oBanue
KOMMYTaTopa CeTH, TJE |ysA3BUMOCTeH KOH(UTyparuu
pacroiokeH BeO-cepBep | CUCTEMBbI YIPaBJICHUS
JOCTYIIOM K APM
10JIb30BATENS
3 | ABTopusoBanHbie | BHyTpen APM  rmaBHOoro  Oyxrairepa JlokanbHas OmmbouHble  JEHCTBUS B
[10J1b30BaTEIU HUU OpraHu3aluu: BBIYUCIIUTEIIbHAS ceTh | Xole  HacTpoilku  APM
CUCTEM U ceTeil Mo upUKaLUs IJIaTEKHBIX | OpraHu3aluu [JIaBHOTO Oyxrajirepa
(H1) MOpYYCHUH,  XpaHAIIUXCS  Ha
APM rnaBHoro Oyxrairepa
CepBep 0a3bl maHHBIX BeO-caiita| BeO-unTepdeiic Hapymienne menovku ycmyr
MopTaa rocyJapCTBEHHBIX YCIYT | CHCTEMBI o aIMUHHUCTPUPOBAHUIO
(cepBHCOB): aAMUHUCTPUPOBAHUS noprajia  rocyJapCTBEHHBIX
OTKa3 B o0ciTy’)KuBaHHH | BeO-caiita roprasnia | yciyr
OTJIENIbHBIX ~KOMIIOHEHTOB WJIM | TOCY/IapCTBEHHBIX YCIIyT
CHUCTEM U CETEH B LEIOM
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

[Tpunoxenue 11
K MeToqiuKe OIIeHKH yrpo3
6e3omacHocTH UH(OPMALIUN

NMEPEYEHDb
OCHOBHbIX TAKTUK U COOTBETCTBYIOLLUX UM TUMOBbLIX TEXHUK,
MCMNOJIb3YEMbIX ANA NOCTPOEHUA CUEHAPUEB PEAJTU3ALIUK YTPO3
BE3OMNACHOCTU UHPOPMALINA

Tabmuua 11.1

N TakTuka OCHOBHBIE TEXHUKHU

T1 | Coop undopmanmu | T1.1. COop wuHbOpManmMK U3 MyOJUYHBIX HCTOYHUKOB:
0 CHCTEMax U CeTsIX |opUuIMaNbHbI caiiT (caiiTel) opranuzammu, CMU, coumambHbIe
cetH, PoToOaHKH, CAaWThI MOCTABIIMKOB M BEHAOPOB, MaTEpUaIbI

KOH(pepeHIHH

TaxkTnueckas T1.2. COop wuHpopManuu O NOJAKIIOUEHHBIX K MyOIMYHBIM
3aj1ada: CHUCTEMaM M CeTSIM YCTPOMCTBaX M HX CIyX0ax MpH MOMOIIU
HapyLIHUTEb MOMCKOBBIX ~ CHCTEM, BKJIIOYas CcOOp  KOH(PUTYpAIIMOHHOU
CTpEMHTCS WHPOpPMAIIMY KOMITOHEHTOB CHCTEM H CETed, MPOrpaMMHOTO
HOJIyYUTh  JIIOOYIO | 00eCIIeYeH sl CEPBUCOB M TPHIIOKCHHUI.

TEXHUYECKYIO IIpumep: wucnonb3oBaHMe NOUCKOBOW cucteMbl Shodan s
UH(pOpMaLHIO, nojy4yeHuss nHpopmanuu o0 orpeneneHHbIXx Mozaensx [P-kxamep
KOTOpas MOJKET | BUJICOHAOMIOEHUSI C  BO3MOXHO  YS3BHMBIMH  BEPCUSMHU
OKa3aThCs TPOIIHUBOK

MOJIE3HOM B XOJe
peanmsamun  yrpos | T1.3. IlaccuBHbli cOop (mpocimyinuBanue) HHPOPMALUM O
0e30MaCHOCTH MOJKTIOYEHHBIX K CETH YCTPONCTBAX C LETbI0 HACHTHU(PUKALINH
uHMOpMAIMH ceTeBbIX Ciryx0, ThmoB U Bepcuit [10 3Tux cimyk0 U B HEKOTOPHIX
ClIy4asx - UIeHTU(DUKATMOHHON HH(POPMAIIMH TTOJIb30BaTeNeH

T1.4. Hanpasnennoe CKaHMPOBAaHUE pu ITOMOIIH
CHELUATU3UPOBAHHOTO IPOTrPaMMHOTO obecnieueHus
HNOJKJIIOUYEHHBIX K CETH YCTPOMCTB C IENbl0 HJEHTH(UKALUU
CETEBbIX CEPBHUCOB, TUIIOB M BEPCUH MPOrPaMMHOTO 0OeCIIeUeHus
3TUX  CEpBUCOB, a  TaKkKe C  LEIbI0  IOJIy4EHUs
KOH(HUTYpaIMOHHOH HH(POPMAITUK KOMITIOHEHTOB CUCTEM U CETeH,
MIPOrpPaMMHOTO O0ECTIeUeHUsI CEPBUCOB U MPUITOKEHHI.

[Tpumep: ckaHMpOBaHKE IPU ITIOMOILIM CKaHEpa nmap

T1.5. COop wuHbopmamuu O TMOJIB30BATENAX, YCTPONCTBAX,
NPWIOKCHHUAX, & TaKkKe cOOp KOH(UTYpalMOHHOW WHPOpPMALIUU
KOMIIOHGHTOB CHUCTEM W CETed, MPOrpaMMHOI0 OOeCIeUYeHUs
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

CepBUCOB M TPWIOKEHUH IyTeM IIOMCKAa U SKCIUTyaTalluu
yA3BUMOCTEM MOJKIIIOUEHHBIX K CETH YCTPOUCTB.

[Mpumep: oskcmmyatanms ys3BuMocTd Tuna directory traversal
myOJIMYHO TIOCTYITHOTO BeO-cepBepa

[Ipomomxenue Tadmuubt 11.1

N TakTnka

OCHOBHBIE TEXHUKH

T1.6. COop wuHbopmanuu o0 TMOJIB30BATENAX, YCTPONCTBAX,
NPUWIOKCHUAX, aBTOPU3YEMBIX CEPBHCAMHU BBIYHCIUTEIHLHON
ceTH, myTeM nepedopa.

[Tpumep: cOop mHPOpMALIMK O TOYTOBBIX aJpecax MPU MOMOIIU
directoryharvestattack Ha mouToBbIe cepBepa

T1.7. Coop unbpopmanuu, npeaocraBisiemoir DNS cepBucamu,
Bkioyas DNS Hijacking

T1.8. Coop mHbOpMAIIMK O TOJB30BaTENE MPU IMOCEIICHUH UM
BeO-caiiTa, B TOM 4YHCJIE€ C HCIOJIB30BAaHHEM YS3BUMOCTEH
nporpaMMmsl Opay3epa 1 HaJCTpauBaeMbIX MOJyJiel Opay3epa

T1.9. CoOop wuHdopmanuu O TMOJIB30BATENAX, YCTPONCTBAX,
IPUJIOKEHUAX MyTEeM IMOMCKa MHQOpMalUu B MaMAaTd, (aiinax,
KaTayorax, 0a3ax JaHHBIX, IPOIIMBKAX YCTPOHCTB, PETO3UTOPHUSIX
UCXOMHBIX K0J0B 1O, BKJIFOUYAs MOWCK Mapojei B UCXOIHOM M
X3IIMPOBAaHHOM BUJIE, KPUIITOTPAPHUECKHUX KITFOUCH.

[Ipumep: mnomydeHue xomed mnaponeil u3 /etc/passwd winm
NOJy4YeHHE Tapoje Mo yMONYaHHI0O TMyTeM OOpaTHOTO
VHXUHUPHUHTIA NIPOIIUBKH YCTPONUCTBA

T1.10. Kpaxa mudpoBbIX cepTU(UKATOB, BKIIOYAS Kpaxy
(GU3NIECKNX TOKCHOB, JHOO HEaBTOPH30BAaHHOE BBITMCHIBAHUE
HOBBIX cepTU(HUKATOB (BO3MOXKHO TIOCJI€ KOMITPOMETAINH
UHPPACTPYKTYPhl JTOMEHHOTO pETHCTpaTopa W aKKayHTa
aJIMUHUCTPATOpPA 30HbI HA CTOPOHE KEPTBBI)

T1.11. COop wHpOpMaMK O TMOJIB30BATEINAX, YCTPONCTBAX,
NPUIIOKEHUSAX, BHYTPEHHEH HHGOPMAIIUU O KOMIIOHEHTaX CHCTEM
U ceTel MyTeM MNPUMEHEHHUsI COIMAIbHOM WHKEHEPUH, B TOM
yrcie pummHra

T1.12. CO6op nu4HOM WASHTUPHUKAIMOHHON WHPOpPMALUU
(uneHTH(UKATOPHI MONTB30BATENCH, YCTPOHCTB, HHPOpManUs 00
WICHTHU(QUKAIIMKA TIOIB30BATEIIC CEpPBUCAMH, MPHIIOKCHHUIMH,
CpeAcTBaMU  yAAJIGHHOTO JIOCTyma), B TOM 4wHcie cOop
YKPaJIeHHBIX JIMYHBIX JAaHHBIX COTPYJHHUKOB U TIOJAPSTYNKOB Ha
cilyyail, eclii COTPYAHUKH/TIOAPSIIYMKN HUCIOIb3YIOT OJHU M Te
e rmapoJid Ha paboTe U 3a ee npeaesamMu
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"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

T1.13. COop wuHbopmammu dYepe3 TMOMyYEHHUE JIOCTyNa K
cucteMam (pu3mdeckoi 6€30MacHOCTH U BUIACOHAOIIOICHUS

T1.14. COop wunHbpOpMaAIMK Yepe3 MOITYYCHHE KOHTPOJIS HaJ
JUYHBIMH ~ YCTPOMCTBAMH  COTPYAHHKOB  (cMmaprdoHamw,
IUIAHIIETaMH, HOYTOYKaMH) JUIS CKPBITOH TPOCITYIIKH U
BUICOUKCAITTH

T1.15. Ilouck u mokymnka 0a3 AaHHBIX HIEHTU(UKALUOHHOU
UHQOpPMALMK, CKOMIIPOMETHPOBAHBIX IMApojed U KiIoyed Ha
CIELMATN3UPOBAHHBIX HEJIETaIbHBIX IO KaX

[Iponomxenne Tadmuist 11.1

N TakTuka OCHOBHBIE TEXHUKHU

T1.16. C6op uHpopMaruu uepe3 MOITydeHUE AOCTyna K Oazam
JAHHBIX Pe3yJIbTAaTOB MPOBEICHHBIX HMHBEHTApU3aLUil, peecTpam
yCTaHOBIIEHHOTO 0oOopyxoBanus u [10, maHHBIM NPOBEIEHHBIX
ayauTOB OE30IaCHOCTH, B TOM YHCIIE Yepe3 MOydeHNE TOCTyIa K
TaKUM JaHHBIM 4epe3 KOMIIPOMETALUIO MOJIPAJYUKOB U
HIapTHEPOB

T1.17. TlaccuBHBIM cOOp W aHAIW3 MAaHHBIX TEIEMETPUU IS
noinyuyeHuss UWHGOpPMAMKU O TEXHOJIOTUYECKOM  TpoIlecce,
TEXHOJIOTMUECKUX YCTaHOBKaX, cucteMax u [10 Ha npennpustusax
B ABTOMATU3UPOBAHHBIX cucTeMax yIpaBICHUS
MPOU3BOACTBEHHBIMU M TEXHOJIOTHYECKUMHU MPOIIECCaMU, B TOM
YHUCJIe Ha KPUTHYECKH BAXHBIX 00BEKTaxX

T1.18. COop W aHanmM3 MJAaHHBIX O MPOIIMBKAaX YCTPOWCTB,
KOJIMYECTBE W TIOAKIIOUCHHH 3THUX YCTPOMCTB, HCIOJIB3YEMBIX
IPOMBIIIJICHHBIX MPOTOKOJAaX s IMOJy4YeHHs HHPOpMALUU O
TEXHOJIOTUYECKOM TpOIlecce, TEXHOJIOIMYECKUX YCTaHOBKAX,
cucreMax u 11O Ha npeanpusATHAX B aBTOMAaTU3MPOBAHHBIX
cucTeMax yIpaBJICHUS MIPOU3BOJICTBEHHBIMH u
TEXHOJIOTHYECKUMH TPOIECCaMU, B TOM YHCIE Ha KPUTHYECKH
BaXXHBIX 00BEKTaX

T1.19. CO6op u aHamM3 CHEHUPUICCKUX I OTPACTH WM THIIA
MPEANPHUATHS XapaKTEPUCTHK TEXHOJOTHYECKOTo Tporecca s
NOJy4YeHUsT HMH(POPMAIMM O TEXHOJIOTHYECKUX YCTaHOBKaX,
cucreMax u [1O Ha npeANpPUATHIX B aBTOMATH3MPOBAHHBIX
CUCTEMax yIpaBJICHUS MIPOU3BOJICTBEHHBIMH u
TEXHOJIOTHYECKUMH TPOIECCAaMH, B TOM YHCJIE Ha KPUTHYECKU
BaKHBIX 00BEKTaX

T1.20. TexHUKHM KOHKYPEHTHOW pa3BEAKUM M IPOMBIIIIEHHOIO
HIMMOHaXa Uit  cOopa wWHGOpMAIMM O TEXHOJIOTUYECKOM
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"MeToanYeckuii JOKYMEHT. MeToarKa OLEHKM Yrpo3

KYMEHT N TaBneH KoHcynbTaHTN
6e30MacHOCTH MHopMaLmm® AokymenT npepocTannen Koneynbrantllaioc

[aTta coxpaHeHus: 06.04.2022

(ytB. ®CT3K Poccum 05.02.2021)

Imponecce, TCXHOJIOTHYCCKUX YCTAHOBKAX, CHCTCMaX H 10 ma
MNpCaANpUATUAX B aABTOMATU3HUPOBAHHBIX CHUCTEMAaxX YIPABJICHUA
MMPOU3BOACTBECHHBIMHU U TEXHOJIOTHYCCKUMU IIPOLCCCaMHi, B TOM
YUCJIC HA KPUTHYCCKH BaKHBIX 00BbeKTax

[Mpumeuanne 1: COop wuHOpPMAIK MOMKET BBIOJIHATHCS C
UCIIOJIb30BaHUEM OJIHOM WM Oojee U3 NEPEeYUCIIEHHBIX BBIIIE
TEXHUK, [I0Ka HapyIIUTeb He MOJIy4YUT J0CTaTOYHO MH(POPMALIUU
JUIs peau3alny Ipyroi TaKTUKU B TIPOJIOJIKEHUH aTaku

T2 | [Tonyuenue T2.1. Mcnonp30BaHWE BHEIIHUX CEPBHCOB OPraHU3AIMU B CETIX
nepBOHaYabHOTO | mybmuyHoro poctyna (MHTEepHeT)
JIocTyna K | [Ipumepsr: 1) goctym k BeO-cepBepy, pacloioKEHHOMY B CETH
KOMIIOHEHTaM OpraHm3aiuu; 2) O0CTyln K HHTePPEHCY SIEKTPOHHOW MOYTHI
CHCTEM M CeTei OutlookWebAccess (OWA) no4roBoro cepepa opraHu3aluu
TaxkTnueckas T2.2. HUcnonp3oBaHWe  yCTPOMCTB,  JAaTYUKOB,  CHUCTEM,
3a/1aya: PaCTIONIOKEHHBIX Ha TMEPUMETPE WU BHE TIEpUMETpa HU3HIECKOM
HAPYIIATETh, 3aUTBl  O0BEKTa, JUIS TOJNYyYEHHUs IEePBUYHOTO JOCTyHa K
HaXOJISICh BHE | CUCTEMaM U KOMIIOHEHTaM BHYTPH 3TOT0 MepUMETPA.
UHOPACTPYKTYPHI
CETH WU CHCTEMBI,
CTPEeMUTCS
MOJTYYUTh JOCTYII K
[Ipomomxenue Tadmuusr 11.1
N TakTuka OCHOBHBIE TEXHUKH

mo0oMy  y3Iy B
UHQPACTPYKType H

[Ipumepsr 1) pmocTynm K JaTyMkaM aBTOHOMHOH — CHUCTEMBI
JMCTAHIIMOHHOTO KOHTPOJIS IaBJICHUS ra3a y4acTKa ra3onpoBo/ia;

UCTIONB30BaTh  €r0 |2) MOCTYH K YMHOMY CUETUYHUKY, PACIIOJIOKCHHOMY HA YaCTHOM
Kak IUTalyiapM Juist | 00ObeKTe, Kak K 4YacTH HMHQPACTPYKTyphl  MOCTABIIHKA
JanbHeHIITNX AJIEKTPO’HEPIuu; 3) J0CTyN K MHTepdelcy ynpaBieHUs KaMmepbl
nercTBuil BUICOHAOTIOIEHUS Yepe3 CEeTH OJIMKHETO ICHCTBHS

T2.3. Dxkcrutyaranusi ysi3BUMOCTEH ceTeBOro 00OpyAOBaHHS U
CPEICTB 3alllUThl BBIYUCIUTENBHBIX CETEH JJs IOJIy4EHUs
JI0CTyNa K KOMIIOHEHTaM CUCTEM U CeTel U ylaJeHHON aTake.
[Tpumep: 00X0A MeEXKCETeBOr0 HSKpaHa IIyTeM 3KCIUTyaTalluu
YSI3BUMOCTEH peanu3anuy npaBui GuibTpanuu

T2.4. Wcnonb3oBaHue OMUOOK KOH(MUTYpAIlMH  CETEBOTO
000pyI0BaHUs U CPEACTB 3aLUTHI, B TOM YHUCIIE ca0bIX maposen
U Tapojeil Mo yMOJYaHWIO, HJs TMOJy4YeHHUs JOCTyma K
KOMITOHEHTaM CHUCTEM U CeTel NpH yJaJICHHOU aTake

T2.5. Dkcnmyaranus ys3BUMOCTEN KOMIIOHEHTOB CUCTEM U CETEH
IIPHU YJAJICHHOW MJIU JIOKAJIbHOW aTake.
[Ipumepsr: 1) skcrutyatanus ysa3BUMOCTEH BeO-cepBepa C IEbIo
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

BBITOJIHEHHSI TPOM3BOJILHOTO KOJIa B KOHTEKCTE 3TOTO cepBepa; 2)
JKCIUTyaTalus YA3BUMOCTEHN ONepalOHHOU CHCTEMBI
YCTpOHCTBA YEeJI0BEKO-MAIIMHHOTO uHTEepdeiica
ABTOMAaTU3MPOBAHHON CUCTEMBI YIIPABJICHUS C LIEJIBIO BHEAPEHHUS
CPEACTB IOJIyYEHHUS BBOAMMBIX HAa 3TOM YCTPOMCTBE MapoJien
JOCTYIIA; 3) JKCIUTyaTalus YSA3BUMOCTEMN Opaysepa
BPEJOHOCHBIMU CKPUIITAMH IIpU IIOCELICHUHU I10JIb30BATEIIEM
BPEIOHOCHOTO MJIM CKOMIIPOMETUPOBAHHOTO BeO-caiiTa

T2.6. Hcnonp3oBaHue HEIOKYMEHTHUPOBAHHBIX BO3MOYKHOCTEH

IIPOrPaMMHOTO obecrieyeHus CEPBHCOB, IIPUIIOKEHUH,
00opy10BaHus, BKJIIOYast HCIIOJIb30BaHUE OTJIQ0YHBIX
uHTep(dENcoB, MIPOrpaMMHBIX, IPOrpaMMHO-aIapaTHBIX
3aKJIaZlOK

T2.7. MHcnonp3oBaHWe B CHUCTEME BHEIIHMX HOCHUTEJIEH
uHbOpMallMy, KOTOpble MOTJU MOAKIIOYATECA K APYTUM
cUcTeMaM H OBITh 3apakeHbl BPEIOHOCHBIM MPOTPaAaMMHBIM
oOecrieyenueM. B ToMm umcne papeHue, NOJMEHa WIM IOAJIOT
HocuTeneil nHpopMalMi ¥ BHEUIHMX YCTPOWCTB, COJAEPIKAIIUX
BPEIOHOCHOE TPOTrpaMMHOE 0OecTieueHIe Ui MPeTHA3HAYEHHBIX
JUISL pealin3alliy BPeOHOCHBIX (DYHKIUH.

[Ipumepsr: 1) mepemaya  ¢rem-HOCHUTENSI B KOMIUIEKTE
MaTepuaioB  BBIE3JHOTO  MEPOINPUSTHS; 2)  mnoaMmeHa
USB-ananTepa 6ecipoBOIHOM KJIaBHATYPHI CXO0KHM BHEIIHE, HO
peamm3yomuM  QyHKIMKM cOopa W Tepedaud  JaHHBIX
YCTPOMCTBOM

[Iponomxenue Tadmuubr 11.1

N TakTuka OCHOBHEBIE TEXHUKU

T2.8. Ucnosnb3oBaHre METOAOB COLIMAIBHON WHKEHEPHUH, B TOM
yucie QUIIUHTA, IS MMOJTYYeHHUs MpaB J0CTyNa K KOMIOHEHTaM

CHUCTEMEI
T2.9. HecankimonupoBanHoe HOJIKJIIOUEHNE BHEIIHUX
YCTPOMCTB.

[Ipumep: HECaHKUIMOHUPOBAHHOE MOAKIOYEHUE TOYKU AOCTyIa
Wi-Fi

T2.10. HecaHKIMOHUPOBAHHBIN JTOCTYII IMyTEM MOI00pa yUYETHBIX
JAHHBIX  COTPYAHMKAa  WJIM  JIETUTUMHOTO  IOJIb30BATENs
(Meromamu mpsiMoro rnepeOopa, CIOBapHBIX arak, HapoJiel
IPOU3BOJUTENEH MO YMOJIYaHUIO, UCIOJIb30BAaHUS OJUHAKOBBIX
nmapoysiel i1 pa3HbIX  YYETHBIX  3aIllMCei, MPUMEHEHUS
"pamy>XHbIX" TaOIHIl WU IPYTHUMH )

T2.11. HecaHKIMOHUPOBAHHBIN JOCTYN MYTEM KOMIIPOMETAIUU

www.consultant.ru CrpaHvua 66 u3 84
HafeXHasa npaBoBas noaaepXxka


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

"MeToanyeckunii AOKYMeHT. MeToaMKa OLEHKM Yrpo3
6e3onacHocTn nHdopmauum"
(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

YYETHBIX JaHHBIX COTPYAHHMKA OpPraHMU3alMM, B TOM YHCIE Yepe3
KOMIIPOMETAIIMI0 MHOTOKPAaTHO HCIOJB3YEMOTO B pPa3IMUYHBIX
CUCTEMax Haposis (AJ1s TMYHBIX WIN CIIyKEOHBIX HYK)

T2.12. Hcnonp3oBaHue [OOCTyNa K CHCTEMaM M CETAM,
NPEJOCTABIEHHOTO CTOPOHHMM OpTraHM3alUsM, B TOM 4YHUCIIE
gepe3  B3IOM  HMHQPACTPYKTYpPHl ~ 3TUX  OpTaHU3aIHi,
KOMIIDOMETALMIO  JIMYHOTO  00OpyNOBaHMS  COTPYAHUKOB
CTOPOHHMX OpraHU3alMi, UCIIOIb3yEeMOTro JUIsl JOCTYTIA.

[Ipumep: ucnoIb30BaHUE 1OCTYNA TPEThbeN TOBEPEHHOM CTOPOHbI
(moctaBuuku U T-yciyr, HOCTaBIIMKY YCIyT O€30MacHOCTH)

T2.13. Peanuzauusa araku Tuna '4eloBeK mocepenuHe" s
ocyIecTBieHust nocrymna, Hampumep, NTLM/SMB Relaying
aTaku

T2.14. JlocTynm myTeM »SKCIUlyaTallud HEAOCTAaTKOB CHCTEM
OMOMeTpHUECKON ayTeHTH(PUKALINH.
[Ipumep: nemonctpanus ¢otorpadpun sl ayTeHTU(UKALUN
yepe3 QYHKIHIO PACIIO3HABAHMUS JINLL

[Ipumeuanue 2: [lomydeHne IOCTyna MOKET BBIINOJIHATHCA B
HECKOJIBKO INArOB C HCIOJIb30BAaHUEM OJHOW MM Oosee U3
NIEPEYUCIICHHBIX BBIIIE TEXHUK, I0Ka HAPYLIUTENIb HE JOCTUTHET
IIEJIEBOM CHCTEMBbl WJIM HE OyAeT BBIHYXKAEH NPUOETHYTh K
JAPYroM TAKTUKE JUIS IPOJOJKEHUS aTaKu

T3 | Buenpenue n|T3.1. ABromarnyeckuil 3amycK CKPUITOB U HCIOJHIEMBIX
UCIIOJTHEHHE (ailioB B cUCTEME C HUCMOJIb30BAHUEM IOJB30BATEIBCKUX HIIU
BPEIOHOCHOTO CUCTEMHBIX YYETHBIX JaHHBIX, B TOM YHCJE C HCIIOJIb30BAHUEM
POrpPaMMHOTO METOJIOB COLMAIbHON MH)KEHEPHH
obecrieueHus B

CHUCTEMAxX MU CCTAX

TakTnueckas T3.2. AxtuBauusi ¥  BBINOJHEHHE BPEJOHOCHOTO  KOJa,
3aj1a4a: IIOJIyYMB | BHEAPEHHOTO B BHUJIC 3aKJIAJOK B JIETMTUMHOE MPOTrpaMMHOE U
JOCTYII K Y371y CETH | IPOrpaMMHOE-anmapaTHOe 00eCrieueHrne CUCTEM U CeTei

W CHUCTEMBI,
HAPYILHUTEND T3.3. ABroMaruuyeckas 3arpy3ka BpEIOHOCHOIO KojJa ¢
CTPEMHTCS YAQJIEHHOTO CailTa WM pecypca ¢ MOCIEAYIOIUM 3allyCKOM Ha
BHCIPUTH B €TI0 BBITIOJTHEHUE

[Ipomomxenue Tadbmuubr 11.1

N TakTuka OCHOBHBIE TEXHUKHU
MIPOTPAMMHYIO T3.4. KonupoBaHnue u 3amyCK CKPUIITOB U UCIIOJHSIEMBIX (paitioB
cpeny yepe3 CpeACTBAa YIAJICHHOTO  YNPAaBICHUS  ONEPallMOHHON
MHCTPYMEHTAJIbHbIE | CHCTEMOM U CEpBUCaMU
CpeJ/CTBa,
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

HEOOXOJIUMBIE €My
g JalbHEUIIHNX
JeUCTBUI

T3.5. Dkcrutyaranus ys3BUMOCTEH THUIA yAaJICHHOE MCIOJIHEHHE
nporpammuoro kona (RCE, Remotecodeexecution)

T3.6. ABTOMaTHUYECKOE CO3/IaHUE BPEJOHOCHBIX CKPHIITOB IIpU
IMoMomIHr JO0CTYIITHOIO MHCTPYMEHTAPUA OT UMCHH I10JIB30BATCIIA B
CHUCTEME C UCIIOJB30BAHUEM €T0 YUCTHBIX JaHHBIX

T3.7. Tlonmena ¢ailyioB JIETUTUMHBIX TMPOrpaMM U OHOIHOTEK
HENoCpeACTBEHHO B cucreme. llpumeuanne 3: B TOoM uncne
MOKET COYEeTaThCid C TEXHHKOH KOMIIpPOMETAIlMu cepTUdHKara,
UCTIOJIb3yeMoro A iudpoBoit moanucu obpasza [10

T3.8. [logmeHa JIETUTUMHBIX TPOrpaMM M OMOJHMOTEK, a TaKXKe
JETUTUMHBIX ~ OOHOBJEHHH  NPOTrpaMMHOrOo  OOECIeuYeHHMS,
MOCTaBIISIEMBIX MPOU3BOAUTEIEM YAAJIEHHO YEpPE3 CETH CBA3M, B
PENO3UTOPUSIX TOCTABIIMKA WM IIPH IIEpEAAUE YEPE3 CETH CBSI3U.
[Ipumeuanue 4: B Tom uucie MOXeT couyeTaTbCsl C TEXHUKOU
KOMITpOMETaluu cepTudukara, HCIOJIb3yeMOoro mis LudpoBoi
noJmnucu oopasa NporpaMMHOro 00ecreyeHHs!

T3.9. TlomMeHa CCBUIOK Ha JIETUTUMHBIE IPOTPaMMBI H
OuMOIMOTEKM, a TakKe Ha  JIETHTHMHBIE  OOHOBJICHUS
IpPOrpaMMHOTO 00eCNedeHUs, TMOCTABISIEMblEe MPOU3BOIUTEIIEM
yAaJeHHO Yepe3 CeTH CBsI3W, MoJAMEHa HH(OpMamuu O TaKUX
OOHOBJICHHSX, BKIIOYAs aTakd Ha WHQPACTPYKTYPHBIC CEPBUCHI
nocraBmuka (takme kak DNS  hijacking), araku Ha
TPETHECTOPOHHUE PECYpPChI, aTaKd Ha JJICKTPOHHYIO TOUYTy U
JIpYTHE CPeJICTBA OOMEHA COOOIICHUSIMU.

[Ipumeyanue 5: B TOM yuciae MOXKET COYETAaThCS C TEXHUKOMN
KOMIIPOMETAINK CcepTU(UKaTa, UCIOIB3yeMOro s udpoBon
MOJITMCH 00pa3a MPOrpaMMHOTO 00eCTIeYCHUS

T3.10. Ilonmena auctpuOyTHBOB (YCTAaHOBOYHBIX KOMILJIEKTOB)
OporpaMM Ha HOCUTENsAX HH(OpManmuu WM OOIIMX CETEBBIX
pecypcax

[Ipumeuyanue 6: B TOM 4nciae MOXKET COYETAThCS C TEXHHUKOU
KOMIIpOMETAllMK cepTUu(UKaTa, UCHOIb3yEeMOro ais Lu(poBoi
noJnucu o0pasza NporpaMMHOro 00ecrieyeHHs

T3.11. Kommpomerarusi ceptudukara, HCIOIb3YEMOTI0 IS
mubpoBoit mommucu obpaza I1O, BkmOYas Kpaxy ITOTrO
ceprudukara y npousBogurens IO mnm mokynky KpaaeHOro
cepTU(HKaTa Ha HEJIETAJIbHBIX IJIOMIAJKaX B CETAX CBs3U (T.H.
"mapkBe0') ¥ MOANENKY cepTU(PHUKATA C TIOMOIIBIO YKCIUTyaTaI|H
yszeumocteit 110, peanusyromero QyHKIMKM TeHEepUPOBAHUSA
KpunTorpaguueckux  KiIoued, XpaHeHHs U YIpaBIICHUS
UG pOBBIMU cepTUuhUKaTaMu

[Iponomxenne Tadmuist 11.1
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

N TakTuka OCHOBHBIE TEXHUKHU

T3.12. Komnpomeranust cpeaCcTB cO34aHUs IPOTPAMMHOIO KOJa
OpWIOKEHUH B HMHQPACTPyKType  pa3paboTyMka  3ITHUX
OPUJIOKEHUH  (KOMIMJISTOPOB,  JMHKOBIIMKOB,  CPEICTB
yIpaBiIeHUs pa3paboTKoif) TUISE MOCIIEAYIOILIETO
aBTOMATH3UPOBAHHOTO BHECEHMsS HW3MEHEHMH B O3TOT KO,
yCTaHaBJIMBaeMblii aBTOPU30BaHHBIM I0JIb30BATEIEM Ha IIE€JIeBbIE
JUISL HAPYITUTEIS] CUCTEMBbI

T3.13. Komnpomeranus cpeacTB cOOpkH, KOHPUTYPUPOBAHUS U
pa3BopaunBaHus IPOrPaMMHOTIO KO/, a TAK)KE CPENICTB CO3AAHMS
y3KOCHEUAIN3UPOBAaHHOIO  Kojga (K mOpuMepy,  Kojaa
NPOMBIIIJICHHBIX KOHTPOJIEPOB) B HMH(PACTPyKType IeIeBOi
CUCTEMBI JJI aBTOMAaTU3UPOBAHHOTO BHECEHUSI N3BMEHEHUH B ATOT
KOJI, yCTaHaBJIIMBAaE€Mbli aBTOPU30BAHHBIM I10JIb30BATENIEM Ha
1eJIeBbIE JJIs1 HAPYLIUTENS] CUCTEMbI

T3.14. IlnanupoBaHHMe 3amyCKa BPEIOHOCHBIX IPOTPaMM IpH
CTapTe  OMEpPAllMOHHONM  CHUCTeMbl MYyTeM  OJKCIUTyaTaluu
CTaHJApTHBIX MEXaHU3MOB, B TOM YHKCJI€ ITyTE€M MPABKU KIIIOUEH
peecTpa, OTBEYAIOLIUMX 3a ABTOMATUYECKHM 3alyCK MpOrpamM,
3amycKa BPeJIOHOCHBIX MTPOrpamMM KaK CEpPBHUCOB H T.II.

T3.15. [InanupoBaHue 3amycka BPEJOHOCHBIX IMpOrpamMM uepes
TUTAHUPOBIIUKOB 33/7ad B OIEPAIIMOHHOW CHCTEME, a TaKke C
HCIIOJIb30BAHUEM MCXAaHHU3MOB IIIAaHUPOBAHMA BBIIIOJTHCHUSA B
YIAJICHHOW CHUCTEME 4Yepe3 YAaJCHHBIH BBI30B IPOLEAYP.
BbImonHeHne B KOHTEKCTE IUIAHUPOBIIUKA B psle CIIydacB
MIO3BOJISIET aBTOPU30BaTh BPEIOHOCHOE MPOrPaMMHOE
O6CCHC“I€HI/IC U MOBBICUTH JOCTYITHBIC MY IIPUBUJICTUN

T3.16. 3amyck BpEeNOHOCHBIX MpOrpaMM IpH  MOMOILHU
JETUTUMHBIX, TOANUCAHHBIX IM(PPOBOM TMOANUCHIO YTUIIUT
YCTaHOBKHM TPHJIOXKEHUH M CPEICTB 3allycka CKPHUNTOB (T.H.
TEXHUKa IPOKCHPOBAHMS 3alycka), a TaKke uepe3 CpeicTBa
3alycka KoJa 3JIEMEHTOB yrpaBieHus ActiveX, KOMIIOHEHTOB
¢GbunbTpoB (KOJEKOB) U KOMIMOHEHTOB 6ubroTexk DLL.

[Tpumepsr: 1) 3amyck MSI-daiinoB B omnepanMoHHON cucTeMe
Windows mpu HOMOIIM YTHJIMTHI msiexec; 2) HCIOJIb30BaHUE
yriouT Regsvr32.exe (Microsoft Windows Register Server) u
odbcconf.exe Ay IPOKCUPOBAHMS UCTIOJIHEHHS KOJa OMOIMOTEK
dll B omeparmonHoii cucreme Windows mocpe/icTBOM BHECECHHUS
U3MEHEHUH B peecTp ONepaliiOHHbIX CUCTEM

[Ipumeuanue 7: BHeapeHWe M HUCIOJHEHHE BPEIOHOCHOIO
OpPOrpaMMHOTO OOecreyeHus] B CHCTEMaX U CEeTSIX MOXKET
BBIINOJIHATHCS B HECKOJIBKO IIAroB C MCHOJIB30BAHUEM OJHOM HIIN
0oJiee M3 TMEpPEUHCICHHBIX BBINIE TEXHUK, MOKAa HAPYIIUTENh HE
JOCTHUTHET TIICJIEBOM CHUCTEMBI WIM He OyJeT BBIHYXKICH
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KYMEHT N TaBneH KoHcynbTaHTN
6e30MacHOCTH MHopMaLmm® AokymenT npepocTannen Koneynbrantllaioc

[aTta coxpaHeHus: 06.04.2022

(ytB. ®CT3K Poccum 05.02.2021)

NpuOETHYTh K IPYTOM TaKTUKE JJIS MPOJIOJDKEHUS aTaku

[Iponomkenne Tabmuisr 11.1

N TakTnka OCHOBHBIE TEXHUKHU
T4 | 3akpenneHue T4.1. HecaHKIMOHMPOBAaHHOE CO3/IaHUE YYETHBIX 3alHUCEH WIN
(coxpaHeHue Kpa)ka CyIIECTBYIOIINX YUYETHBIX TaHHBIX
JIOCTYTIa) B CUCTEME
WIN CeTH
TakTuueckas T4.2. Ucnionb30oBaHue MITATHBIX CPEACTB YAAJIEHHOTO JOCTYIA U
3a/a4a:  IIOJIyYHMB | yIPaBJIEHUS ONEPAllMOHHON CUCTEMBI
JOCTYII K Y311y CETH
c nomomnipio | T4.3. CkppiTas ycTaHOBKAa M 3alyCK CPEACTB YJIAJIEHHOTO
HeKOTOpOﬁ A0CTyIIa U YIIPaBJICHUA OHepaHHOHHOf/'I CUCTCMEI.
nocienoBarenbHo | BHECEHHE M3MEHEHUH B KOH(QUIYypalHio U COCTaB MPOrPpaMMHBIX
CTH JIeWCTBHIA, | 1 TPOrpaMMHO-aNNapaTHbIX CPEJCTB aTaKyeMOW CHCTEMbl WU
HapyLINTENb CETH, BCJIEICTBUE YETO CTAHOBUTCS BO3MOKEH MHOIOKpPATHBIN
CTpPEMHUTCS 3aIlyCK BpEJOHOCHOIO KOa
YIPOCTUTH cebe B
[IOBTOPHOE T4.4. MackupoBaHue  TNOJKIOYEHHBIX  YCTPOWCTB  IOJ
MOJIy4eHHe H0CTyIa | IETATHMHbIC (Hampumep, HaHECEHHE KOPIOPATUBHOTO JIOTOTHIIA,
K 9TOMy Y31y, eciu | AHBEHTapHOTO HoMepa, TenedoHa CIry>kObI TIOICPIKKH)
OH emy .
BIIOCIEACTBHH T4.5. BHeceHHMe COOTBETCTBYIOIHX 3amucedl B peectp,
[OHaLOGHTCA aBTO3arpy3Ky, IUIAHUPOBUIMKM 3aJaHuil, o00ecrnedrBarommnx
(Hanpimep, 3allyCK  BPEIOHOCHOTO MPOTPaMMHOIO  OOEecCHedeHus mpu
YCTAHABIHBAET nepe3arpy3Ke CUCTEMbI U CETU
CpeacTBa T4.6. K .
.6. Komnpomeraniys mpomIMBOK YCTPOHCTB C MCIIOJIb30BAaHUEM
YAQUICHHOTO ySA3BUMOCTEH WM  NPOrpaMMHO-aNNapaTHbIX — 3aKIaJoK, K
YIpaBIEHUS Y3JIOM, .
npumepy, BHeapeHue HoBbiXx ¢yHkumii B BIOS (UEFI),
HSMCHACT KOMIIPOMETAIMS MPOIINBOK KECTKUX JUCKOB
HACTPONKHU CpEACTB
SaliTel U JIPYIUC | T4 7 PesepHOE KONMMPOBAaHHE BPEIOHOCHOTO KOJA B 00JACTSIX,
JICHCTBH) pEeAKO TOJABEPraeMbIX IPOBEPKE, B TOM 4YHCIE 3apaX€HHUE
pPE3EpBHBIX  KONHMA  JaHHBIX, COXpaHEHHEe O00pa3oB B
HEpa3MEUEHHBIX O0O0JacTsIX JKECTKUX JIMCKOB U  CMEHHBIX
HOCHUTENEN
[Ipumeuanue 8: 3akperuieHune (CoXpaHEHHUE OCTYyMa B CHUCTEME)
MOXKET MPOU3BOAUTHCA C UCIOJIb30BAaHUEM OJHOHN WM Oosee U3
IIEPEYHCIICHHBIX BBIIIE TEXHUK
TS | Ynpasnenue T5.1. YpaneHHoe ymnpaBiieHHE 4Yepe3 CTaHJAPTHBIE MPOTOKOJIBI
BpPEJIOHOCHBIM (manpumep, RDP, SSH), a Takke  HCIOJIb30BaHHE
IpOTrpaMMHBIM UHPPACTPYKTYPbI npoBaiiiepoB CpeAcTB yaJEHHOTO
o0ecrieyeHMEM U | aIMMHUCTpUpoBaHus.  I[lpumep:  ucnoib3oBaHHE  CPEACTB
(nmm) ynaneHnHoro ympasineHus RMS/teamviewer /i co3qanus KaHana
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

KOMIIOHEHTaMHU, K |CBS3M M YOPABJICHUS CKOMIPOMETUPOBAHHON CHCTEMOW CO
KOTOPBIM paHee | CTOPOHBI 3JI0YMBIIIJIEHHUKOB
ObLI MOJTy4€H
JOCTYyT

T5.2. Vcnonb3oBaHue ITATHBIX CPEACTB YJAJIEHHOIO AOCTYIA U
TaxTnueckas YIIpaBJICHUS onepauI/IOHHofI CHCTEMBI
3aj7a4ya:  BHEJPUB
BPEIOHOCHOE T5.3. KommyHuKanusg ¢ BHEHIHUMH CEpBEpAMU YIMPABIICHUS
IpOrpaMMHOE Yyepe3 XOpOIIO U3BECTHbIE TOPTHI Ha HJTHX CEpBepax,
obOecrieueHre WM | pa3pelieHHble Ha MexceTreBoM dkpanHe (SMTP/25, HTTP/80,
obecrieunB HTTPS/443 n np.)

[Iponomxenue Tabmuner 11.1
TakTuka OCHOBHBIE TEXHUKHU

MIOCTOSIHHOE T5.4. KommyHMKanus C BHEHNIHUMHU CEpBEpAMU YINPABIICHUS
MIPUCYTCTBUE Ha |4epe3 HeCTaHJapTHbIe NOPTHI Ha J3THUX CEpBEpaxX, UYTO B
y3ie CETH, | HEKOTOPBIX CJy4yasx MO3BOJISIET SKCIUIyaTUPOBaTh YSI3BUMOCTHU
HapyLIUTETh CPEZICTB CETEBOM (PHIBTpAINH 111 00X0/1a ITUX CPEJICTB
CTPEMUTCS
aBToMaTusupoBarh | 15.5. VYIpaBieHHC dYepe3 ChEMHBIC HOCUTENH, B YaCTHOCTH,
yIpaBJICHUE nepeaadya KoMaH yHnpaBJICHUA MCKAY CKOMIIPOMCTHPOBAHHBIMU
BHEIPEHHBIMH HW30JIMPOBAHHOM CHUCTEMOW MW TMOJAKIOYEHHOW K HHTepHer
MHCTPYMEHTAJIb CUCTEeMON uYepe3 HOCUTeNH HH(POpMAIUH, HCIOIb3yeMble Ha
HBIMH  CPEJICTBAMH, | 00CHX CHCTeMax
OpraHU30BaB
B3aMMOIEHiCTBHSA T5.6. TlpokcupoBanue Tpaduka yHpaBJICHHS JII MaCKUPOBKH
CKOMIIPOMETHPOBAH MOJIO3PUTENFHON CETEeBOM aKTMBHOCTH, 00XOAa TMpaBWJI Ha
HBIM  y3oM 1| MEKCETEBOM OKpaHe M COKDBITHS alpecoB UHPPACTPYKTYPHI
cepBepoM HapylIMTeNeH, MyOmupoBaHWE KaHAJIOB CBs3W, oOdyckanus u
yIIpaBJIeHHS, pazzenenne Tpaduka ynpasjieHus Bo H30exkaHue 0OHapyKEHHUI.
KOTOPBIit mosker | [IPAMeEpBI: 1) HCIONB30BaHUE CKOMIIPOMETUPOBAHHBIX CHUCTEM B

OBITH pa3MelicH B
cetn MHTEpHET MK

B MH(ppacTpyKType
OpraHu3anuu

TOW e CETH, Ui KOTOPBIX MpaBmiamMu MO pa3pelieH A0CTyl B
WuTepHeT, B KadecTBE NPOKCH CEPBEPOB; 2) HCIOJIb30BAHUE
uHbpacTpykTypsl cetn TOR ans mpokCHUpoOBaHUS 3ampocoOB K
cepBepam yIpaBJiICHUS; 3) UCII0JIb30BaHUE OJIHOTO
KOMMYHHUKAIITHOHHOTO MPOTOKOJIA JUIS 3aIpoca, U IPYTroro - s
OTBETa Ha 3a1IpocC

T5.7. TynaenupoBanue Tpaduka ynpapieHus aepe3 VPN

T5.8. TynnenupoBanue Tpaduka yrnpaBiIcHHs B TIOJS 3aII0JTHCHUS
M JAHHBIX  CIYXKEOHBIX  TPOTOKOJOB, K  TpUMEpY,
TYHHEITUPOBaHWE TpauKa YIPaBICHUS B TOJSA JIAHHBIX W
3anosiHeHus npoTokojoB DNS, ICMP unu npyrue

T5.9. VmopaBnenue depe3  NOAKIKOYEHHBIE  YCTPOMCTBA,
peanu3yromue JONOJHUTEIbHbIA KaHal CBA3M C BHELIHUMHU
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CUCTCMaMHU HWJIM MCKAY CKOMIIPOMCTUPOBAHHBIMU CHUCTCMAMU B
CETHU

T5.10. Hcnonp3oBanue cpeacts obdyckauuy, mudpoBaHus,
cTeraHorpaduu JUisi COKPBITUS TpaduKa yHIpaBIeHUs

T5.11. Ilepemaua komaHz YNpaBICHHUs 4YEpe3 HECTaHAAPTHO
UHTEPIIPETUPYEMbIE THUIIOBBIE OIEpallMU, K IpUMEpPY, IyTEM
BBITIOJIHEHHSI KOMTMPOBAHUS (aiiyia Mo pa3pemeHHoMy MPOTOKOITY
(FTP wim nonobHOMy), HyTeM yHpaBiIeHUS pa3ieiasieMbIMU
CETEBBIMU PeECypcamu 1o mpoTokosry SMB u T.1m.

T5.12. Tlepemaua komaHA yHpaBJICHHWs dYepe3 IMyOJMKAIUI0 Ha
BHEIITHEM JISTUTUMHOM CEPBUCE, TAKOM KakK BeO-CcalT, 001auHbIi
pecypc, pecype B COMAIBHOM CETH U T.11.

T5.13.  JluHamu4eckoe  H3MEHEHHE  aJpecoB  CEPBEPOB
yHpaBieHus, UACHTU()UKATOPOB BHEIIHUX CEPBHCOB, Ha KOTOPBIX
nyOJIMKYIOTCSI KOMAaH[bl YIpPAaBICHUSA, W T.I. 1O H3BECTHOMY
QITOPUTMY BO M30€XkaHUe OOHAPYKEHHS

[Tponomkenne Tadmuisr 11.1

CHCTEM U ceTel

TakTnyeckas
3aja4a: MOy YU B
MepBOHAYAIIBHBIN
JOCTYIl K Y31y C
MPUBUJIETUSIMU,
HENOCTATOYHBIMHA
JUIL  COBEPILICHUS
HY>KHBIX eMy
JIeHCTBHH,
HapyuIuTeIb
CTPEMUTCS
MMOBBICUThH

N TakTnka OCHOBHbIE TEXHUKHU
[Ipumeuanune 9: VmnpaBineHHe BPEIOHOCHBIM MPOrPaMMHBIM
oOecrieueHreM U (WIKM) KOMIIOHEHTaMH, K KOTOpPBIM paHee ObLl
IOJly4eH JIOCTYI, MOXET IPOU3BOAUTHCS HAPYLIMTEIEM C
UCIIOJIb30BaHUEM OJHOM MM Oojiee M3 NMEPEUUCICHHBIX BbIIIE
TEXHUK JUISl YIPABJIEHUS TPYIHOAOCTYIIHBIMM KOMIIOHEHTaMHU
WIH JUIs pealli3alliy PE3EPBHBIX KaHAJIOB YIIpaBJICHUS
T6 |IToBbiIeHME T6.1. ITonyyeHue naHHBIX A ayTEHTU()UKALUMU M aBTOPU3ALUU
IIPUBUIIETUN 10 | OT UMEHH INPUBWICTUPOBAHHOW YYETHOM 3aIlMCU ITyTEM IIOMCKa
JOCTYILY K [3THX JaHHBIX B Mamnkax M (aiiax, NMOMCKa B TaMITH WU
KOMIIOHEHTaM nepexsata B ceTeBoM Tpaduke. JlaHHbIe Ui aBTOpPU3ALUU

BKJIIOYAIOT ~ MapoJid,  XJII-CYMMBbl  Mapojiel,  TOKEHBI,
UACHTU(UKATOPBI CEeCCUU, KpUNTorpaguueckue KIYHM, HO He
OTPAaHUYUBAIOTCS UMU

T6.2. Tlombop mapomst wim Jpyroi uHOOpPMAIUU IS
ayTeHTU(UKAIUU OT WMEHH TNPUBUIICTUPOBAHHON Yy4YeTHOU
3amucu

T6.3  Dkcruryaranus II0 «
IIPUBUJICTUM.

[Ipumep: sxcrutyaTanmst ysiI3BUMOCTH JApaiiBepa CIy»Obl IevaTH,
NO3BOJIAIOIIEH BBIMOJIHUTH KOJ C TNPUBUIIETUAMU CUCTEMHOMU
YYETHOM 3alKcH, 4Yepe3 JOCTyn K JATOMYy JpaiiBepy U3

IMPUITOKECHUA, 3allYHICHHOTO OT MMCHH HCIIPUBHUIICTHUPOBAHHOTO

yﬂ3BHMOCTCfI ITOBBIIICHHIO
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

MOJTy4YeHHBIE MIOJIb30BaTEIIs

MPUBUJIETUH u

HOIYYUTh KOHTPOJb | 16.4. DKCIulyaranus ys3BUMOCTEH MeEXaHH3Ma HMIIEPCOHAIUM

HaJl y3JIOM (3amycka ormepanuii B CHUCTeME OT HWMEHHU JApPYroil ydeTHOU
3aIUCH).

IIpumep: skcruryaranus ysS3BUMOCTH IITaTHOIO MEXaHU3Ma
MMIIEPCOHALNH, PEATTU3YEMOT0 OIIEPALIMOHHON CUCTEMOM

T6.5. MaHumynsamuun ¢ HISHTH()UKATOPOM CECCHH, TOKECHOM
JocTyla WIA MHBIM [apaMeTpoM, ONPENENSIOIIUM IpaBa H
IIOJTHOMOYMS I0JIb30BaTeNsl B CUCTEME TakUM o0pa3oM, 4YTO
HOBBIM MM HW3MEHEHHbIN MICHTH(UKATOP/TOKEH/IapaMeTp JaeT
BO3MO>XHOCTb BBIIIOJTHEHUSI PAHEE HEIOCTYIIHBIX I10JIb30BATEIIO
onepauui.

[Mpumep: kpaxxa w momgenka cookie ceccuu s TMONyYCHUs
aBTOPU30BAHHOTO JocTyna K BeOuHTepdeiicy ympaBieHUs
CETEeBOr0 yCTPOMCTBA

T6.6. OO6xon TONMUTHKKA OTPAHUYEHHUS TOJB30BATEIIbCKUX
YYeTHBIX 3alliCell B BBIOJIHEHWW TPYII ONEepalfii, TpeOyonmx
PUBUIICTHPOBAHHOTO PEIKHUMA.

IIpumep: o6xox UserAccountControl B onepannoHHON cucteme
Windows

T6.7. Hcnonb3oBaHue ysS3BUMOCTEH KOH(UIYpallMH CHCTEMBI,
CIy’)k0O ¥ TPWIOKEHHH, B TOM 4YHCIE TPEABAPUTEIHHO
CKOH(PUTYpPHPOBAHHBIX npodueit IIPUBUJIETUPOBAHHBIX
IIOJIB30BATENE, ABTOMAaTUYECKH 3allyCKAEMbIX OT HMEHH
IIPUBWIETMPOBAaHHBIX M0JIb30BATENIEH CKPUIITOB,

[Iponomxenue Tabmunst 11.1

N TakTuka OCHOBHBIE TEXHUKHU

OPUJIOKEHUH U DK3EMIUIIPOB  OKPYXKEHHS, IO3BOJISFOIIMX
BpenoHocHOMY  [IO  BBINONHATBCA € TMOBBIIIEHHBIMU
TIPUBHIICTHSIMH.

[Mpumepsr: 1) wucnonp3oBanue mnpoduieii PowerShell ans
3aKkperuieHus BpeaoHocHoro [10 B cucTeMe ¥ BBITIOJTHCHHS 3TOTO
[I0 ¢ TmOBBIICHHBIMH TPUBUIETHAMHU; 2) KOH(GUTYpaIus
KOMaH/bl TMEepexo/ia B NMPUBUIETUPOBAHHBIN pexuMm sudo, mpu
KOTOPOW YCHEIIHBII pe3yibTaT BBIOJHEHUS ATOW KOMaHIbl Ha
HEKOTOpPOE BpeMs KJIIIMPYETCs, YTO TPU OMPEIeIIEHHBIX
00CTOSITENTLCTBAX MOXET OBITh HCIOJIH30BAHO BPEIOHOCHBIM
KOJOM JUISl BBITIOJHCHHSI TPHUBHJICTHPOBAHHBIX OIEpaIuii B
TEUEHUE JTOTO0 BPEMEHH, 3) MapaMeTphl HCIOTHEHUs (HanaoB
(ImageFileExecutionOptions, IFEO), MTO3BOJISIOIINC
MEPEKIII0YaTh UCTIONMHEHNE (ailioB B PEXKUM OTIAIKH, BBITIOIHSS
BPEIOHOCHBIE TPHWIOKEHUS TOJ] BHIOM OTIAAYUKOB M CPEICTB
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

MOHUTOpPHHTA, 4YTO TMO3BOJCT HUM OTKIHOYATh CHUCTCMHBIC
IMPUITIOKCHUA U CPEACTBA 3alIUThI

T6.8. DkcruyaTanusi ysi3BUMOCTEH, CBSI3aHHBIX C OTHEJbHBIM, U
BEPOSITHO MEHEE CTPOTMM KOHTPOJEM JO0CTyla K HEKOTOPBIM
pecypcam  (Hampumep, K  ¢aiioBoil  cucreme) IS
HEIIPUBUJIETMPOBAHHBIX YUETHBIX 3aIHCEH.

[Tpumep: nmoameHa Ha AucKke OMHApPHBIX (ANIOB WIM CKPUITOB,
npeIHa3HAaYeHHBIX [UIsl WCIOJIHEHUS B NPUBHICTHPOBAHHOM
KOHTEKCTE, MIPUIIOKEHUEM, HCIIOJIHSIOLIUMCS B
HCIIPUBUIICTUPOBAHHOM KOHTCKCTC

T6.9. Dkcnmyatanys ys3BUMOCTEH CPEICTB OIPaHUYEHUS CPEbl
UCTIOJIHEHUS (BUPTYaJbHbIE MAILIMHBI, MECOYHUIBI U T.IL.) IS
WCIIOJTHEHHS KOJIa BHE 3TOU CPEJIbI.

[Ipumep: skcrutyaTaius ysa3BUMOCTH 00paboTku Oydepa JaHHbBIX
B pamMKax II€COYHMIIBI, peaquzyemMoil  Opayzepom  AJs
orpaHuyeHusi paboTel MoOuiapHOTO KOoja (Javascript), ¢
HOCJEIYIOIUM BBIIOJHEHUEM KOJAa B KOHTEKCTE Ipoliecca
Opay3epa

[Ipumeuanue 10: IloBbllleHHME MNPUBWIETHH MO JOCTYNy K
KOMIIOHEHTaM CHUCTEM U CeTell MOXET NPOU3BOAUTHCS C
WCIIOJIb30BAaHUEM OJHOW win Oojiee M3 TMEPEYUCICHHBIX BBIIIE
TEXHUK, MTOKa HAPYIIUTEIh HE TOMYYUT JOCTATOYHO MPUBHICTHI
JUTSL peaTu3aiyy IPYyroi TAaKTUKH B TIPOJOJKEHUN aTaKH

T7 | CoxpeiTHE T7.1. Hcnonb3oBaHuEe HApyHIUTEIEM WX  BPEIOHOCHOM
JIEUCTBUI U | 1aTpopMON  IITaTHBIX HWHCTPYMEHTOB aJIMHUHUCTPHUPOBAHMUS,
MPUMEHSEMbIX TPHU | yTUIUT U CEPBUCOB OMEPAIMOHHON CUCTEMbI, CTOPOHHUX YTHIIHT,
3TOM CPEACTB OT | B TOM YHCJI€ JBOMHOTO Ha3HAYCHHUS.

OoOHapy KeHUs

TakTnueckas [Ipumep: ucnonb3oBanue nonysapHoil yrunutel PsExec qis OC

3ajJa4a: Windows kak aAMHUHHCTpPaTOpPaMH, TaK U HAPYIIUTEIIMHU

HapYLIUTEIh

CTpPEMUTCS

3aTPYIHUTh

MIPUMEHEHUE

[Iponomxenue Tabmunsr 11.1

N TakTuka OCHOBHBIE TEXHUKHU

Mep samuthl | T7.2. OuuncTtka/3aTupaHue WCTOPUU KOMaHA W JKYpHAJIOB

uH(pOpMaIuy, perucTpauuy, IEpeHalpaBiIe€HUE  3aluceil B KypHAJIb

KOTOPBIC CIIOCOOHBI | PETUCTPALIUY, TEPETOTHEHHEe WCTOPHH KOMAaHA U IKYypHAJIOB

IoMeIIaTh €ro | perucTpalny, 3aTpyJHEHHE JOCTyNa K JKypHajdaM pPErucTpaivu

IEUCTBUSIM WJIM | U1l aBTOPU30BAHHBIX TOJIb30BATENEH

0OHAPYXHUTh UX
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

T7.3. VY nanenue daiinos, IIEpPENHUChIBAaHUE daiinos
IMPOU3BOJIbHBIMHA JaHHBbIMU, q)OpMaTI/IpOBaHI/IC CBhEMHBIX
HOCHUTENEN

T7.4. OTkar04eHre CPeCTB 3alIUTHI OT YTpo3 HH(OOPMALIMOHHON
0€30MaCHOCTH, B TOM YHCJIE CPEJICTB aHTHBHPYCHOW 3alllUTHI,
MEXaHU3MOB ayJHTa, KOHCOJEH oIepaTopa MOHHTOPHHIA |
CPEJ/ICTB 3alLIUTHI APYTHX TUIIOB

T7.5. OTKIIIOUEHHE CUCTEM U CPEJCTB MOHUTOPHUHIA U 3aIHUTHI OT
yIrpo3 MIPOMBIIUIEHHOM, buznueckoii, MOYKapHOMH,
9KOJIOTUYECKOM, paaualMoOHHON Oe30MacHOCTH, WHBIX BHUJIOB
0€30MaCHOCTH ~ aBTOMATH3HUPOBAHHON  CHUCTEMBbI  yIpaBJICHUS
TE€XHOJIOTMYECKUMHU npoLeccaMu u YIPaBIIIEMOTO
(KOHTpONIMpPYEeMOro) 00beKTa 1 (UJK) mpoliecca

T7.6. Tlogmenka NOaHHBIX BBIBOJIA CPEACTB 3alIUTHI OT YIPO3
nH(OPMaLIMOHHON 6E30MaCHOCTH

T7.7. llopmenka JaHHBIX TEJIEMETPUHM, JAHHBIX BBIBOJA
ABTOMATU3MPOBAHHBIX CHUCTEM YIpPABJICHMS, JAHHBIX CHUCTEM U
CPEICTB MOHMTOPHMHIAa M 3alUTBl OT YIPO3 IPOMBIIUICHHOM,
¢u3nueckoil, TMOXapHOW, OSKOJOTHYECKOW,  paauallMOHHOU
0€30MaCHOCTH, MHBIX BHJIOB 0€30MaCHOCTH aBTOMATU3UPOBAHHOMN
CUCTEMBl  YIIPaBJICHHUS TEXHOJIOIMUECKMMH IpoLeccaMu U
yIOpaBisieMoro (KOHTPOJUpPyeMoro) o0bekTa M (Win) mpolecca,
JMaHHBIX ~ BUACOHAOMIONEHUS W JAPYTUX  BU3YaJbHO WU
ABTOMATHYECKU UHTEPIIPETUPYEMBIX JaHHBIX

T7.8. BoinonHeHne ataku oTka3a B 00CIIy)KMBaHHHM HAa OCHOBHbBIE
U pe3epBHbIE KaHAJIbI CBSI3U, KOTOPbIE MOTYT UCIOJIb30BATHCS AJIS
JIOCTaBKU COOOIIEHUH O HepabOTOCHOCOOHOCTH CHCTEM MU HMX
KOMIIOHEHTOB WJIN O JPYTI'UX NPU3HAKAX aTaKu

T7.9. Iloanucanue KOZa, BKJIIOYast HUCIIOJIB30BaHUE
CKOMIIPOMETHUPOBAHHBIX cepTU(PHUKATOB ABTOPUTETHBIX
npousBogurenedt  IIO g moanucaHust — BPEIOHOCHBIX
IIPOTrPaMMHBIX MOAYJIEH.

[Ipumeuanne 11: CoueraeTcss ¢ TEXHUKOW KOMIIPOMETALNH
cepTU(HKaTa, HCIOIb3yEMOro Uil LU(poBOM moamnucu obOpasza
3(0)

T7.10. BHeapeHue BpeJOHOCHOTO KOJIa B JIOBEPEHHBIE MPOIIECCHI
OTIEPAIlMOHHON CHUCTEMBI M Jpyrue OOBEKThl, KOTOPHIE HE
MOJBEPralTCsl aHalIM3y Ha HaJIM4YMe TaKOoro Koja, JJid
NpeOTBPALICHUs] OOHAPY KEHHS

T7.11. Mogudukanus Moxyiell 1 KOHPUTypalu BpeIOHOCHOTO
IPOTrPaMMHOTO 0OeCTIeUeHUs IS 3aTPyIHEHHSI €r0 OOHAPY)KEHUS
B CHUCTEME.
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(ytB. ®CTIK Poccum 05.02.2021)

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

[Iponomxenue Tadmuubt 11.1

N TakTuka OCHOBHEBIE TEXHUKU

[Ipumep: BHeceHHE HM3MEHEHHH B MOIYJIM W KOH(Urypauio
BpenoHocHoro 110 nns ynaneHus MHOMKATOPOB KOMIIPOMETALUN
stuM BIIO nocne oGHapyskeHHsI €ro B IpyruxX CUCTEMax

T7.12. Manunyiasiuuyd UWMEHaMHW M TapaMeTpaMHu  3alycka
MIPOIIECCOB U MPUIIOKEHUH JIs1 00eCTIeYeHUsI CKPBITHOCTH.
[Ipumepsr: 1) cokpbiTHE OKHA MPHIIOKEHUS uYepe3 MapaMeTphbl
3amycka mporecca B OC Windows; 2) BEIOOp TSl BpEOHOCHOTO
NpWIOKEHNsT WMeHW (haiima (mporecca), MOXOXKEro Ha HUMS
W3BECTHOTO W/WJIM CUCTEMHOTO MPUIIOKEHHS WM COBIAAAIOIIEr0o
C HUM

T7.13. Co3nanuie CKpbITHIX (haiiIoB, CKPHITHIX YUETHBIX 3amuceit

T7.14. YcraHOoBII€HUE JIOKHBIX JIOBEPEHHBIX OTHOILIEHUH, B TOM
YHclie YCTAaHOBKAa KOPHEBBIX CEpTU(PUKATOB [UISA YCICITHON
BAIMAIMA  BPEIOHOCHBIX  TPOTPAMMHBIX  MOAYyJIeH |
aBTOpPU3AIMM BHELTHUX CEPBUCOB

T7.15. BHeapenune BpEeIOHOCHOTO KOJAa BBIOOPOYHBIM/IIEICBBIM
oOpazoM Ha HauOoliee BaXKHbIE CHCTEMBl WJIH CHUCTEMBI,
YIOBJICTBOPSIONINE OMpEACICHHBIM KPUTEPHUSIM, BO HU30ekKaHUE
IPEKIEBPEMEHHOMN KOMIIpPOMETAIUH uHpOpMaLIUN 00
HCIIOJIb3YEMBIX TIPU aTaKe YA3BUMOCTSAX U OOHapykeHHs (akTa
aTaku

T7.16. HckyccTBeHHOE BPEMEHHOE OrpaHHuYEHUE
pacmpocTpaHeHHsI WA aKTHBAIMK BPEIOHOCHOTO KOJa BHYTPH
ceTH, BO HM30ekKaHHE MPEXKICBPEMEHHOTO OOHapykeHHs (akra
aTaKH.

[Ipumep: pacnpoctpanenue BpeaoHocHoro [1O eanHOBpeMeHHO
0 BCEM HWHTEPECYIOUIMM 3JOyMBIIIJICHHHKAM CHCTEMaM |
€IMHOBPEMEHHBIM 3allyCK €ro Ha BBIIIOJHEHWE 110 KOMaHJE,
BIUIOTh JI0 BBIMTOJHEHHUS KOTOPOH KOMIIPOMETAIMIO CHUCTEMBI
OOHAPYKUTH CII0KHO

T7.17. OO6dyckamus, muppoBaHue, YMaKOBKAa C 3alIUTOM
napojieM WM COKPBITHE CTeraHOrpa)M4ecKUMH METOJIaMu
nporpaMMHOro koja BpemoHocHoro I1O, maHHBIX ¥ KOMaH[
YIOPaBISIONIETO TpaduKa, B TOM YHCIIE IPU XPAHEHUH 3TOTO KOAa
U JaHHBIX B aTaKyeMOW CHCTeMe, MPU XPaHEHUH Ha CETEBOM
pecypce Wi IpH repeaayde Mo CeTn

T7.18. HUcnonb30oBaHuEe CpPEACTB BUPTyalIM3alUMM AJIi COKPBITUS
BPEIOHOCHOTO KOJAA WJIM BPEAOHOCHOM aKTMBHOCTU OT CPEICTB
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

oOHapy’KeHHs B OIIEpallMOHHON cucTeme

T7.19. TynnenupoBanue Tpaduka ynpasienus yepe3 VPN

T7.20. TynnenmupoBanue Tpaduka ymOpaBIeHUS B  TOJA
3aMOHEHUS W JIaHHBIX CIIYyKeOHBIX MHPOTOKOJIOB, K MpHUMEpY,
TYHHEJIMpOBaHUE TpaduKka YNpaBlIeHUs B TMOJS JaHHBIX U
3anonHeHus nmporokosoB DNS, ICMP unu npyrue

[Tponomkenne Tadmuisr 11.1

N TakTuka OCHOBHBIE TEXHUKHA

T7.21. V3meHeHne KOHUTypall CETH, BKIOYas H3MEHEHHE
KOH(HUTyparmu CEeTEBBIX YCTPOKCTB, OpraHu3aIiio
MIPOKCHU-COCTMHEHNM, U3MEHEHNE Ta0IUI] MapIIpyTH3aIUH, cOPOC
U MoJu(pUKaIMIO Mapolielt AOCTyna K uHTepdeiicam yrnpaBieHus
CETEeBbIMH yCTPOHCTBAMHU

T7.22. IlogMeHa W KOMIIPOMETAIUsl TPOIIMBOK, B TOM YMHCJIE
npomnBok BIOS, xecTkux nuckos

T7.23. Tlonmena ¢aiaoB JETUTUMHBIX TIPOrpaMM U OHMOIHOTEK
HETOCPEACTBEHHO B CHCTEME.

[Ipumeuanue 12: B TOM umuciie MOXXET COYETAaThCA C TEXHUKOU
KOMIIPOMETAIMK CepTU(UKATa, HCIOIB3yeMOTo s IH(pOBOi
noanucu obpaza [10

T7.24. [lonMeHa NErUTUMHBIX NPOTrpaMM M OMOJIMOTEK, a TaKKe
JETUTUMHBIX ~ OOHOBJIEHMH  INPOTrpaMMHOIO  oOecreyeHus,
IIOCTAaBJIAEMBIX MPOU3BOAUTENIEM YAAJIEHHO Yepe3 CETH CBA3H, B
PENO3UTOPUSX MOCTABIIMKA UIIH IIPH NIepeiaue uepe3 CeTH CBA3H.
[Ipumeuanue 13: B TOM uuciie MOXKET COYETAaThCSA C TEXHUKOU
KOMIIPOMETAIlMK CcepTU(UKaTa, HUCIOIB3yeMOro A IH(poBOi
noanucu obpaza [10

T7.25. TlogmeHa CCBIIOK Ha JIETUTUMHBIE IPOrpPaMMbl U
OMOMMOTEKM, a TakKe Ha  JIETUTHMHBIE  OOHOBJICHUS
POTPAMMHOTO O00ECIICYCHHs, TOCTABIIIEMbIE POU3BOAUTEIIEM
YZAJIEHHO Yepe3 CeTH CBA3H, NHH(POpPMALUU O TAKUX OOHOBIIEHUSX,
BKJIIOYas aTakul Ha WHQPACTPYKTypHBbIE CEPBUCHI IOCTaBIIMKA
(rakue kak DNS hijacking), araku Ha TpeTbeCTOPOHHUE PECYPCHI,
aTaky Ha DJEKTPOHHYIO IOYTy M JApPYyrde CpelncTBa oOMeHa
COOOLICHUSAMU.

[Ipumeuanue 14: B TOM ymClie MOXET COYETATbCS C TEXHUKOU
KOMIIpOMETAallMK cepTUu(UKaTa, UCIOIb3yEeMOro ais Lu(poBOi
noanucu oopaza [10

T7.26. Tlommena nucTpuOyTHBOB (YCTAaHOBOYHBIX KOMIUIEKTOB)
nporpaMM Ha HOCUTENSX HH(OpMAanuu WM OOIIUX CETEBBIX
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

pecypcax.
[Ipumeuanue 15: B TOM 4HClle MOXET COUYETAThCS C TEXHHUKOU

KOMIIPOMETAINK CepTU(UKATA, HCIOIB3YeMOro i Iu(poBOH
noanucu obpaza [10

T7.27. Kommpomeranusi cepTUpUKaTa, HCHOIB3YEMOro MJis
mudposort mnommucu odpaza I1O, Bxiroyas Kpaxy 3TOro
ceprudpukara y npousBogurens IO mnm mokynky KpaaeHOro
cepTU(UKaTa Ha HEJIETaJbHBIX IJIOLIAJKaX B CETAX CBS3U (T.H.
"mapkBe6") u moaneNnky cepTuduKara ¢ MOMOIIBIO IKCIUTyaTalllH
ys3Bumocteit  [10, peanusyromero (yHKIMH T€HEPUPOBAHUS
KpunTorpauueckux  KiIoued, XpaHeHHWs U  YIpaBIICHUs
UG poBbIMU cepTUdUKaTaMU

T7.28. Komnpomeranust cpeACcTB cO3JaHUs MPOTPAMMHOIO KoJia
OpUJIOKEHUH B HHOpacTpykType  pa3paboTuuMka  3THX
OPUWIOKEHUH  (KOMIMJIATOPOB,  JMHKOBUIMKOB,  CPEICTB
yIpaBJIeHUs

[Tponomxenue Tabmuer 11.1

N TakTuka OCHOBHBIE TEXHUKHU

pa3paboTKoi) AN  MOCIHEAYIOLIEr0  aBTOMAaTU3MPOBAHHOTO
BHECEHUsSI U3MEHEHMH B  3TOT KOJ, YCTaHAaBIMBAaCMBbIi
ABTOPU30BAaHHBIM TMOJIB30BATEIIEM Ha LEJEBBIE I HAPYLIUTEIA
CUCTEMEI

T7.29. Komnpomeranus cpeactB cOOpKH, KOHPUTYPUPOBAHUS U
pa3BopavYMBaHUs MPOTPAMMHOTO KOJIa, a TAKXKE CPEIICTB CO3aHHUS
y3KOCHEeNMAIM3UPOBaHHOTO  Koma (K mpumepy, — Kona
IPOMBIIUICHHBIX KOHTPOJIEPOB), B HH(PACTPYKType IIETeBOil
CHUCTEMBI, JJs1 aBTOMAaTH3MPOBAHHOI'O BHECEHUs H3MEHEHUH B
9TOT KOJI, YCTaHABIMBAEMbIil aBTOPHU30BAHHBIM II0JIb30BATEIIEM
Ha LIeJIeBbIE [T HAPYIIUTEIS CUCTEMBI

[Ipumeuanue 16: CokpeiTre AEMCTBUM U IPUMEHIEMBIX IIPU ITOM
CpPEICTB  OT  OOHapyXeHHsl MOXET  IPOU3BOJIUTHCA €
WCIIOJIb30BAaHUEM OJHOW Wi 0Oojiee M3 TMEPEYUCIICHHBIX BHIIIE
TEXHHUK JJI1 COKPBITHS PA3HbIX CBHJIETEIBCTB KOMIPOMETALUU
CHUCTEMBI WK Jy1s 6051ee 3P HEKTHBHOTO COKPBITHS

T8 | [Tonyuenue T8.1. Dkcrutyaramnus ya3BUMOCTEN ISl TIOBBIIIECHUS TTPUBUIIETUIA
JocTyna B CHCTEeM€ WM CeTH [UIsl  yJaJeHHOTO  BBIMNOJHEHUS
(pacpocTpaHeHue | IpOrpaMMHOTO KOJIa AJisl paclipOCTPaHEeHUS JOCTYyTa

J0cTyna) K Ipyrum

KOMIIOHEHTaM T8.2. Hcnonp3oBanue cpeAcTB U HHTepGEHCOB yaaIeHHOTO
CHCTEM M ceTell vutd | YIPABIEHUs I MOJAYy4YEHHs. OOCTyla K CMEXHBIM CUCTEMaM U
CMEXHBIM CCTAM
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cUCTEMaM U CeTAM

TakTnueckas T8.3. HMcnonp30BaHME MEXaHW3MOB JMCTAHLIUOHHON YCTaHOBKH

3aa4a:  IIOJIy4YHUB | MPOrPaMMHOT0O 00ECTIeYeHUsI U KOH(DUTYPUPOBAHHUSL.

JOCTYII K [ [Ipumep: pacmpocTpaHeHHEe BPEJOHOCHOTO KOJA TPYNIIOBBIMHU

HEKOTOPBLIM  y3J1aM | monuTukamMu  ActiveDirectory, OOBIYHO HCIONB3YEMBIMH IS

UHQPACTPYKTYphl, |aBTOMATHYECKOTO YIPABICHHUS JIETHTHMHBIM [POTPAMMHBIM

HapyILIUTEIb obecrnieyeHneM

CTPEMUTCS

nonyuuts goctyn k | 18.4. VYianennoe komupoBanue (HaiioB, BKIOYAs MOMYJIH

JApyruM y3/1aM. | BP€JOHOCHOTO  TIPOTPaMMHOTO  O0ECTeYeHUs. U JIETUTHMHBIE

IMomo6HOE IPOrpaMMHBIE CPEJCTBA, KOTOPBIE TO3BOJISIOT 3710YMBIIUICHHUKY

pacnpocTpaHeHue | HOIydYaTh JOCTYI K CMEXKHBIM CUCTEMAM M CETAM

JOCTyTIa MOJKET

GLITE T8.5. M3meHeHue KOHUIypaluM CETH, BKIIIOYas M3MEHEHUE

HeleseHanpasien | KOHQHUIypammm CETEBBIX YCTPOIACTB, OpTraHHU3aIHI0

HBIM: Tak, emle He | IPOKCH-COCAMHCHHIT, I3MCHCHHE TaOINL] MapLIPyTH3ALUH, cOpOC

3Has, K KakuM |H MOI[I/I(I)I/IKaI_[I/IIOU napoJjei mocrymna kK maTepdeiicam ynpapieHUs

UMEHHO CETEeBBIMH yCTPOHCTBAMHU

KOMITOHEHTaM

HHGbPACTPYKTYPBI T8.6. KonupoBanue BpeIOHOCHOTO KOa HA Ch€MHbIE HOCUTEIIN

TpeOyercs T8.7. P .

nonyauts  goctyn | L7 a3MeIlIeHUe BPEIOHOCHBIX NPOTPAMMHBIX MOAYJIEH Ha
pa3enseMbIX CETEBBIX Pecypcax B CETH

IS TOro, dYTOOBI

BBISBATL  HYXKHBIC | Tg 8 Hcnonb3oBanue JIOBEPEHHBIX OTHOLIEHHH

CMy  HCOTATHBHBIC | oroMmpomeTHpoBaHHOM — cHCTeMBI M HOJIb30BaTelel  3Toif

TOCTICACTBIA, CHCTEMBI C JPYTMMHM CHCTEMaMH |  IOJIB30BaTEIAMH IS

HapyIIUTCIb MOKET | o cipocTpanenys BpeIOHOCHOTO

CTPEMUTHCS

HOJYYUTb KOHTPOJIb

HaJl KaK MOXHO

OoJbIIE  YaCThIO

HH(DPACTPYKTYphI

CHUCTEM U ceTel

[Tponomxenue Tabmuer 11.1

TakTuka

OCHOBHBIE TEXHUKHU

IPOrpaMMHOTO OOECTeueHuss WM Ui JOCTyna K CHUCTeMaM U
uH(POPMAIUU B IPYTUX CUCTEMAX U CETSIX.

[Ipumep: oOTCBHIIKA COOOIIEHUI KOPIOPATUBHON 3JIEKTPOHHOM
MOYTHI OT UIMEHH KOJUJIET U MPOUYUX JTOBEPEHHBIX JIUIT

[Ipumeuanue 17: Ilonyuenue pgoctyna (pacmpocTpaHeHHUE
JIOCTYTIa) K APYTUM KOMIIOHEHTaM CHCTEM M CETEH MJIU CMEKHBIM
CHUCTEMaM M CETSIM MOXKET BBINOJHATHCA B HECKOJIBKO LIAroB C
UCIIONb30BaHUEM OJIHOM WM 0ojiee W3 TMEPEeYUCIIEHHBIX BHIIIE
TEXHHUK, [I0Ka HAPYIIUTENb HE JOCTUTHET LIEJIEBOM CUCTEMBI WU

HafeXHasa npaBoBas noaaepXxka
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"MeToanYeckuii JOKYMEHT. MeToarKa OLEHKM Yrpo3

KYMEHT N TaBneH KoHcynbTaHTN
6e30MacHOCTH MHopMaLmm® AokymenT npepocTannen Koneynbrantllaioc

[aTta coxpaHeHus: 06.04.2022

(ytB. ®CT3K Poccum 05.02.2021)

He OyneT BBIHYXIEH MNpUOErHyTb K JApYrod TakKTHUKE IS
IPOJODKEHUS aTaK!

T9

COop u BBIBOI U3

T9.1. Hoctyn k cucreme st cOopa HMHGOpMAIMM U BBIBOJ

CHUCTEMBl WM CETH | MH(pOpMAIMM 4Yepe3 CTaHAAPTHbIE MPOTOKOJIBI YIpPaBICHUS
UHpOpMaLNH, (manmpumep, RDP, SSH), a Taxke  HCIOJIB30BaHUE
HEOOXOUMON  JuIsl | MHQPACTPYKTYpPHI IIPOBaIEpOB CPEICTB YAAJIEHHOTO
JAJIbHEUIITNX aIMUHHCTPUPOBAHUS.

JNEeNCTBUI npu | [Ipumep: ncnonb30BaHME CPENCTB  YAAIEHHOTO  YIPABJICHUS
peanuzaiu  yrpo3 | RMS/teamviewer ans co3gaHus KaHajla CBS3M W YHpPaBJICHHUS
0e30MacHOCTH CKOMIIPOMETUPOBAHHOM CHUCTEMOM co CTOPOHBI
UHPOPMALIMK  WJTH | 3I0YMBIIICHHHKOB

pcaimmn3anun HOBBIX
yrpo3

TakTuueckas
33Ja4ya; B XOJIe
peanu3auuu  yrpos

T9.2. Jloctyn k cucreme mis cOopa WHGPOPMAIUU U BBIBOJ
nH(pOpMallMd  Yepe3  HCIOJIb30BAHME  ILUTAaTHBIX  CPENCTB
yIAJIEHHOTO JAOCTYIA U YIIPABJICHUS ONICPAIIHOHHON CHCTEMBI

0e30MacHOCTH

uHpopMmaruu, T9.3. BeiBog mHpOpManuMum Ha XOPOIIO H3BECTHBIE HOPTHI Ha
HaPyLIUTENIO BHEIIHUX CEpBEpax, pa3pelICHHbIE Ha MEXKCETEeBOM DJKpaHe
MOXET (SMTP/25, HTTP/80, HTTPS/443 u np.)

noTpeOOBaATHCA

IOy 9H T u|T9.4. BeiBog wuH(pOpMaLuMM Ha HECTAaHIAPTHBIE IOPTHI Ha
BEIBECTH 3a | BHEIIHUX CEpBEpax, 4YTO B HEKOTOPBIX CIy4asX I03BOJSAET
TIpeIeIbl 9KCILUTyaTHPOBATh YSA3BUMOCTH CPEJICTB CETEBOM (MIIBTPALIUU IS
HH(PACTPYKTYPHI 00X0/1a ATUX CPENICTB

Oonpie  00BEMBI

uHbOpMAIHH, T9.5. OtnpaBka JaHHBIX 110 U3BECTHBIM IPOTOKOJIAM YIIPABJICHUS

n30ekaB TpHU ITOM
OoOHapy>KEHUS WU
MPOTUBOICHCTBUS

Y NIepelayv JaHHbBIX

T9.6. OtnpaBka JaHHBIX IO COOCTBEHHBIM IIPOTOKOJIAM

T9.7. IlpokcupoBanue Tpaduka mepegayd JaHHBIX IS
MacCKHUpPOBKH TOJO3PUTENHLHON CETEeBOM aKTUBHOCTH, 00Xxo0ja
IIpaBUJI HA MEKCETEBOM JOKpaHE U  COKpPBITUS  aJpeCcOB
UHPPACTPYKTYPHl HapyIIuTeNeH, AyOIupoBaHHE KaHAJOB CBSI3H,
oO¢dyckanuss u pasaeneHue Tpaduka Meperadyd JaHHBIX BO
n30exaHue OOHapyKEHUSI.

[Tpumepsr: 1) ucnonab3oBaHUE CKOMIPOMETUPOBAHHBIX CHUCTEM B
TOM K€ CeTH, JUIsl KOTOPBIX MpaBuiaamMu MO paspenieH 10cTyl B
WHTepHer B KayecTBE IPOKCH CEPBEPOB; 2) HCIIOJIB30BAHUE
uHppacTpykTypsl ceth TOR s mpoKcHpOBaHUS 3alpoOCOB K
cepBepam yIIpaBJICHUS; 3) HCITOJIb30BaHUE OJIHOTO
KOMMYHMKAIIMOHHOTO IIPOTOKOJIA [UIsl 3alpoca, U APYroro - A
OTBETa Ha 3aIpoc

[Iponomxenne Tadmuist 11.1
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 06.04.2022

N TakTuka OCHOBHBIE TEXHUKHU

T9.8. TynaenupoBaHue Tpaduka rnepegadn AaHHbIX yepe3 VPN

T9.9. TynnenupoBanue Tpaduka ynpaBieHuUs B NOJIS 3aMOTHEHUS
M JaHHBIX  CHOYXKEOHBIX  IPOTOKOJOB, K  IpHUMEpY,
TYHHEJNIMpPOBaHUE TpaduKa YNpaBlIeHUs B TMONS JaHHBIX U
3anonHeHus nporokosoB DNS, ICMP unu npyrue

T9.10. BwBog wuHbOpMamuu dYepe3 CHhEMHBIE HOCHTEIH, B
YACTHOCTH, Tepefadya JaHHBIX MEXIY CKOMIPOMETUPOBAHHBIMHU
W30JIMPOBAaHHOM CHCTEMOW W TOJKIIOYEHHOW K MHTepHer
CUCTEeMOM 4Yepe3 HOCUTeNH HH(POpMAIUH, HCIOIb3yeMble Ha
obeunx crucremax

T9.11. OrtnpaBka JaHHBIX Yepe3 aJlbTEPHATUBHYIO CpEIy
nepeaavyn JaHHbIX.

[Ipumep: BBIBOA KOHGUAECHIMATBHOW HWHPOpPMALUU  4Yepe3
CyOTHTpPBI BUIEOPSAA, IEMOHCTPUPYEMOTO Ha BeO-caiiTe

T9.12. lludposanue BHIBOAUMON HH(OpPMAIMU, UCHIOIH30BAHNE
cTeraHorpaduu it COKPBITUS (akTa BEIBOAA HHPOpMALIUU

T9.13. BriBox uH(popManuu uepe3 MpeAOoCTaBICHHE JIOCTYyNa K
(bailioBpIM XpaHMIHMIIAM M 0a3aM JaHHBIX B HMH(pacTpyKType
CKOMITIPOMETHPOBAHHOW CHCTEMBI WIIM CETH, B TOM YHUCIIC TTyTEM
CO3JIaHMsI HOBBIX YUYETHBIX 3allUCeH WM TIepefadd JaHHBIX IS
ayTeHTU(HKALMH U aBTOPH3ALUHN UMEIOIINXCSI yUETHBIX 3aIuceit

T9.14. BeiBoa unbopMaIuu myTeM pa3MenIeHNs COOOIICHUN WITH
¢ailioB Ha MyONIMYHBIX pecypcax, JOCTYIHBIX Uil aHOHUMHOTO
Hapymmrtens (dopymsl, (aitmooOMeHHbIE CepBUCH, (POTOOAHKH,
00J1aYHbIE CEPBHCHI, COLIUATBHBIE CETH)

[Ipumeuanne 18: COGop M BBIBOA M3 CHCTEMBl WM CETH
uHbOpMaIlUK, HEOOXOAMMOUN NS JambHEHIIUX JEeHCTBUU mpu
peanu3anuu yrpo3 6e30macHOCTH MHPOPMALUU WIH peaau3aliu
HOBBIX YI'PO3 MOXET BBIIOJIHATHCS C UCIOJIBb30BAaHUEM OJIHOM WK
0ojee U3 MEpEUMCICHHBIX BBIIIE TEXHUK [UIS pealn3aluu
PE3epBHBIX KaHAJIOB BbIBOJIa MH(OPMALMH

T1 | Hecankunonupo T10.1. HecaHKIMOHMPOBAaHHBIN TOCTYI K MHPOPMAIIUU B MMaMATH
O |BaHHBIH JOCTYH WU |cucTeMbl, (ailioBoil cucteme, 0azax NaHHBIX, PEHNO3UTOPUSX, B
(unM) BO3AEHCTBUE | IPOrPAMMHBIX MOIYJISIX M ITPOIIMBKaX

Ha
uadopmanuonusle | 110.2.  HecaHKUMOHHPOBAaHHOE BO3/ICHCTBHC HA CHCTEMHOE
pecypesl wiy | IPOrpaMMHOE oOecieueHre, ero KOH(UIypaluoo U MapaMeTpbl
KOMITOHEHTBI JOCTyIa

CHUCTEM U CETeH,

TPUBOISIIIE x| T10.3. HecankuuonupoBaHHOE BO3JEHCTBME Ha NPOrPaMMHBIE

MOAYJIU IPUKIAJHOTO0 TPpOTPpaAMMHOTO obecrnecucHUs
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HETaTHBHBLIM
MTOCEICTBUSAM
[Tponomkenne Tadmuisr 11.1
N TakTnka OCHOBHBIE TEXHUKH
TakTnueckas T10.4. HecaHKIMOHMPOBAHHOE BO3ACHCTBUE HA MPOTPaAMMHBIN
3amayJa; KOJ, KOH(MWUIypalMi0 W TMapaMeTphl JOCTyNa MPHUKIATHOTO
JOCTIDKCHHE MIPOrpaMMHOTO 00eCTIeUeHUs
HapylImTeIeM
KOHEYHOIM nenu, | 110.5. HecankuuoHMpOBaHHOE BO3JICHCTBUE HA IPOrPAMMHBIN
IPUBOJAILEE K |KOd, KOHGUTYpallMi0 U TapaMeTpbl JIOCTyMa CHCTEMHOTO
peanusanuu MIPOrPaMMHOTO 00eCTIeUeHUS
MOJEIIUPYyEMON . .
YIpO3bI u | T10.6. HecankunoHMpoBaHHOE BO3IAEHCTBUE Ha IMPOTrPAMMHBIM
NIPHYNHEHHIO KOA, KOHQUTYpalMI0 U TMapaMeTpbl JOCTyHa MPOUIMBKU
HEJIOIYCTUMBIX ycTpoucTea
HETAaTHUBHBIX
R —— T10.7. TlommMena wuHpOpManuu (HAMpUMEp, IUTATEIKHBIX

PEKBU3UTOB) B NaMATH WM UHPOPMALUHU, XPaHUMOH B BHJE
¢aitioB, wHpopManuu B 0a3ax [NaHHBIX U PEMO3UTOPHSIX,
UHPOPMALIMU Ha HEpa3MEYEHHBIX 00JAcCTAX TUCKOB U CMEHHBIX
HOCHTENEH

T10.8. Yuuuroxxenue wuH(popManuu, BKIOYas HHPOPMAIHIO,
XpaHuMyI0 B Buje ¢ainoB, uHbopManuio B 0a3ax MaHHBIX U
peno3uTOpusX, HMHPOPMAIUIO Ha HEPA3MEUYEHHBIX 00JIaCTAX
JTMCKOB M CMEHHBIX HOCHUTEJEH

T10.9. Jlo6aBnenue wuHpopmanuu (Hampumep, aedeincuHr
KOPIIOPATHBHOTO MOPTAJIa, ITyOIHKAIIHS JTO)KHOH HOBOCTH)

T10.10. Opranuzamus oTka3a B OOCTY)KMBAaHHUU OIHOW WIIH
HECKOJIbKMX CUCTEM, KOMITOHEHTOB CUCTEMBI HIIU CETH

T10.11. HeueneBoe UCIOIb30BaHUE PECYPCOB CUCTEMBI.
[Ipumepsl: 1) opranm3zanus MaWHUHTOBOW TUTaTGOpMBI; 2)
opranmu3anus MmiaTQopmbl A OCYIIECTBICHHUS aTaKk OTKa3a B
00CITyKUBAaHUU HA CMEXKHBIE CUCTEMBI B CETH.

T10.12. Hecanknuonuposanuoe BO3JICHCTBUE Ha
aBTOMATU3MPOBAaHHBIE CUCTEMBI YIIPABJIEHHS C IIE€JIBIO BbI30BA
OTKa3a WM HapyleHus (QyHKUMN ynpaBlIeHUs, B TOM YMCIE Ha
ACY KpUTHYECKH Ba)XXKHBIX OOBEKTOB, MOTEHLIMAJIBHO OMACHBIX
00BEKTOB, 0OBEKTOB, NPEICTABIIAIOLINX OBBIIIEHHYIO OIACHOCTh
JUIS JKU3HU U 3JI0POBbS JIIOZEH M JUIsl OKpY’Karollel MpUpoJHON
Cpelbl, B TOM YHCJI€ OMACHBIX MPOU3BOJCTBEHHBIX OOBEKTOB.

[Ipumepsr: 1) BoO3nelCTBHE HA aBTOMATHU3MPOBAHHBIE CUCTEMBI
ynpaBiieHUs] 00BEKTOB TPAHCIIOPTA; 2) YJaJIEHHOE BO3/AEHUCTBHE
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Ha IUQPOBBIE CUCTEMBbI M MEPBUYHOE OOOPYAOBaHHE OOBEKTOB
JNEKTPO3HEPIeTUKH; 3) BO3JCHCTBHE HA CHUCTEMBl YIIPaBIIECHUS
TEXHOJIOTUYECKUM TPOLIECCOM HEPTEXMMUIECKOTO O0bEKTa

T10.13. HecankumonupoBanHoe BO3CHCTBHUE Ha
aBTOMATU3MPOBAaHHBIE CUCTEMBI YIIPABJICHHS C II€JIbIO BBI30BA
OoTKa3za WM NOJOMKM oOopyaoBaHus, B ToM uucie ACY
KPUTUYECKH BaXHbIX OOBEKTOB, IOTEHLUHUAIBHO  ONACHBIX
00BEKTOB, 00BEKTOB, TPECTABISAIOIINX ITOBBIIICHHYIO

[Iponomxenue Tabmuer 11.1

N TakTuka OCHOBHBIE TEXHUKHU

OMACHOCTH ISl JKU3HHU U 3[IOPOBBS JIIOJACH U ML OKpYyKarolien
IIPUPOJHON Cpelbl, B TOM YHUCJE OINACHBIX IPOU3BOJACTBEHHBIX
00BEKTOB

OxkoHuanue Ta0mune 11.1

N TakTuka OCHOBHEBIE TEXHUKU

T10.14. OTKir0YEHHE CUCTEM U CPEACTB MOHUTOPUHIA U 3ALUTHI
OT  yIrpo3  MPOMBINIJIEHHOW,  (PU3NUECKOW,  TOKAPHOM,
9KOJIOTHYECKOM, paguallMOHHOW Oe30MacHOCTH, HHBIX BHJIOB
0€30IaCHOCTH, B TOM YHCJE€ KPUTHYECKH BaXKHBIX OOBEKTOB,
NOTEHIIMAJIBHO ONMACHBIX 0OBEKTOB, OOBEKTOB, MPEACTABISIOMINX
HOBBILIEHHYIO OMACHOCTH JUISl KU3HU U 370POBbs JIOJACH U AJs
OKpYXAaloIlllell MpPUPOAHON Cpelbl, B TOM YHCIE OMNACHBIX
MIPOU3BOJICTBEHHBIX 0OBEKTOB

T10.15. BosneiictBue Ha WHGOPMAIIMOHHBIE PECypChl depes
CHCTEMBI DPAClO3HABaHUS BHU3YyaJbHBIX, 3BYKOBBIX 00pa3oB,
CHUCTEMBI TCOINO3MIMOHUPOBAHUS M OPUCHTAIMH, JTaTYUKU
BUOpalMK, TpoYMe JAaTYMKHM U CHUCTEMBbl MpPeoOpa3oBaHUs
CUTHAJOB (U3MYECKOTO MHpa B HHU(PPOBOE TpEICTABICHUE C
IEJIBIO TIOJTHOTO MJIM YAaCTHYHOTO BBIBOJIA CHCTEMBI U3 CTPOS MU
HECaHKIIMOHUPOBAHHOTO YIIPABIICHHS CHCTEMOA.

[Ipumepsl: 1) HaHECEHHWE HEJIETUTUMHON Pa3METKH JIOPOKHOTO
MOJIOTHA C IENBI0 BBI30Ba COOS CHUCTEMBI aBTOMAaTHYECKOTO
yOpaBleHUs: aBToOMOOWiIeM; 2) HCHOJIb30BAHUE CIEIUATbHBIX
CHUMBOJIOB B MJICHTU()UKAMOHHOM 3HaKe (PU3UUECKOro 0OBEKTa,
pacro3HaBaeMoOM KaMepaMH BUICOHAOTIOICHUS

[Mpumeuanne 19: HecaHKUMOHMPOBAaHHBIA JHOCTYm U (WJIH)
BO3/ICHCTBHE Ha WH(POPMAIMOHHBIE PECYpPChl MM KOMIOHEHTHI
CHCTEM W CEeTEH, MPHUBOJAIIEE K HEraTUBHBIM TTOCIEIACTBHUSAM TIPU
peanu3anuu yrpo3 0e30macHOCTH WH(OPMAIUU WU peaTn3aluu
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HOBBIX YI'PO3, MOXET BBIIOJHATHCS C HCIOJIB30BAHUEM OIHOU
win Oojiee U3 MEPEYUCICHHBIX BBIIIE TEXHUK JJIS MOBBIIICHUS
3G GEKTUBHOCTH BO3ACHCTBHSI C TOYKH 3PEHHS HAPYUIMTENS WU
JUISL pealin3alii HECKOJIBKAX THUIIOB BO3JCHCTBHS HA ATAKYyEMYIO
cucreMy
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